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r " uEnld ocBoEHI4tI /IHCIIIIIIJII,THbI

L{ern; ocnoeHr4fl Ar4crILt rrJrr.rHlir : r.rs f:reHLr e o cH o B

rconuenqufi r,r rexHoJroruft rax yilpa.BneHufl, a raKxe
a C II O JI b:l O B AHv fl A,\MLIH LI CTp aTI{ B HLIX aH CTp yM e HTO B.

3ala,ru:
O IIOJIYIICHIIC CBCAEHUfi O HTB]HAI{EHHT4 H BO3MC}}KHOCT'X

OpeAcTB, IzlcnoJIHyeMbIX B l4cl

nocTpoeHlrr uu$opna.qubHHrbD( rltrcTeru,

([r oprvrup o n aH]re ilpa KTtirr{dcKr.rx H aBblr(o B

o 3HaKoMcrllo c (fyur<qr,rarr,ru, nprorleAytr\aMvvr cny)K6aMr4 aAMHHrrcrpr4poBztHr4q;

. Id3yrreHlle IIeHrpanLI3oBaHHbrx uuoopuaqnoHHbx ct4creM ynpaBJreHr4rs Zli-pecyfrc,auu ua

rrpr4Mepe ony)K6 Active Directory;
o SopnrmporlaHr{e y o6yvarorquxcr HaBbrr(oB aAMr,rHr4crpr{poBiaHr?rs D

ynp aBneHlreM o n eparllro HHbrM r4 cr.rcreM aMr,r run a Windo ws.

2. MECTO AI4CUI4IIJII,IHbI B CTpyKTypE OIIOI B]()

,{ucquuiluna <AAlrunucTprzpoBarrue rarr$oprvrarllroHHbrx c,r4cTeM)) oTHO,rlrATCg K

o 6sg arelss ovi'aacru On OfI.
llpepernrasI4TrI AI4cIIITnJII,IHbI: <OnepaquoHHbre cprcreMbr)), <Kounwoneptrb+e ce.rr{),

<Ocrrosbl rIpofpaMMLIpoBaHI4f,), <Apxurexrypa KoMrrbrorepoB), <l{u$oplraiuuoHurtp
TexH,oJroruu u nprt $eccr4oHaJrbHofi 4errelr,uocrr.r).

3.IJIAHIIPYEMbIEPE3YJIbTATbIOEYqEHVIflITOAIICqUIIfiI4I{]EI I:

llnauvlpyeuble pe3yJlbraru o6yveHlzs no Ar{cq[rrJrr.rHe, coorHeco]rrHrJ€ c 4rnanupy'eMbrM]r
pe3yJrbraraMr,r ocBo eHrzr OilOfI

Ilauapyeuue pe:lyrbrarbr o6yveunr no AucqnnJrr4tre xapa

Qollvupoaauar KoMnereHuuft (norcaeareJra ocBoeHr4r rcoMnerenr[ur)

3uaru
6agosrre rnpfiHur4lr,r cr4creMl{oro aHuwna;
IIpaBr4Jra cocTaBJrer{r4rr aHurJrr{TrrlrecKr4x AoKyr\{eHToB ;

rrpaBlzrra o r[opuleurl ccbrJro K ua 6u6lnorpaQrv ecxue o lr aoirH r.{f, ;

Ynelu
BblAeJr rrb 6asos sr e cocraBJlfl lorqr4e 3aaaq n I

ocyulecTB.trrTb AeKoM fto3 t4 ur,frc 3aaaq n ;

cooTHocrllfb pa3HopoAHbte tBIeHrfl fi cHcTeMaTh3t4p0BaTb hx B paMKax
n:6pauHsrx nu4on npo$eccuoueurusofi AerreJrbHocrlr
Qoplry.lr4lonarb arrbrepHaraBHble rroAxoAbt K peruefl!ilo 3aAaq B paMx:ax
lu6paHnrrx ougon npoQeccuoHaJrbHo t 4errelrHoct',{,r, B ToM qnpne Ha r)cHose
o6o6uenm 3aKoHoB r,r MeroAoB p€t3rur{Hblx HayK, per3yJrbra,rrln {s
I4HIPOPMATINOHHbIX }ICTOqHNKOB ;

Braneru
oIIbtT HCIIOJIb3OBaHlifl I{HAyKTUBHO|O

3AIa.r;
NDAKT}IqEOKhII OIIbIT A[I4O HHbIM14 ?ICTOI{H A

3uaru
ocHoBHbIe BaAbr 14 r4croqHr.rxn ofiacF]ocrl na pa6oueu Mecre;
ocHoBHbre BpeAHbre AJrr 3AopoBbf, Qaxroprr, cBf,3aHHbre c rp)/A()bo[
tretrTeJrbH0cTbro:

ocHoBHbre npo$alaxruvecKne Mepbr AJrr rrpeAorBparqeHuf rrpe3Ebrriai.iribr.x

cnry a\uir s o6racr'lr npoQeccno,Haltsofi AesreJrrHo(,rr.r;
releQousr cnyx6 craceHlr.fl;
rrpaBr4na 6esonacHocru npr4 rrpoBe,{eHurl c[acareJrbr{btx 14 HgorJrox(ubrx
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Vmers i

ort6npar; cpeAcrBa I4HAr4Br4Ayurnbuoft u xollerrlrelofi gaulatnl Ha pa6io,rev
N4eCTe, a raKx(e cfloco6rr o6ecne,{eHug 6egonact]|brx ulutu n,ou$oprmnrx 'ycloanil
rpyAa;
BbrrBJrrrr, v y crpauflTb npoSfleMlr, ces:aHHrre c Hapyu]eu Hfl u z rexulr4lr

aAeKBarHo AeficrB,osarr rrpu yrpo3e rr Bo3HHKHOBeH].ur qpe3Bbt.iafinori 'pvnyatrun,
a raK)Ke rrpn Jrr4KBr4AaUuu e€ uocle4crauft;
BraAeru
HaBbrKr4 OrIeHKn pa60qero MecTa Ha npeAMer HaJlr,rtildr BpeAr{btx n onacfnnrx
saxropon u crerleHr,r yrpo3r'r co c'ropoHr,r H'rx 3AopoBbro 14 )r(H3IJr pa6{rur,rr
^-- -_ -^ ^a -
Qaxropon u crerleHr,r yrpo3r,r co c.topoHl,r Hlrx 3AopoBbro r.r )r(H3fJu I,IKa;

onrtr pa6oru c AOKyMeHrauu cly>x6rr no oxpaHe rpyAa;
OITbIT VqACTTI' B rro rexHr,rKe 6egonacHocrr na
3uaru
rIprIHLt:I4n.br r4 ocHoBHr,re [polleAypbr ycraHoBKlr r4 aAMnHr,rcr]luproBaHn,{
uuQoprr,raquoHHbrx crrcreM u 6as AaHurrx;
ocHoBHbrp rpe6oaanux ranQoprr,raqnounofi 6esouacr{rlcrn;
Vrrlerr
ocyulecrBnrrrr o60cHosaHHuft urr6op n peaJrz3auaKr rnpoqe<;cog ycrerH,[er<t n
Tex Hrrq ec Kono corpoBoxAe Hur Hu {ropr"rauuo H Hbrx crrcreM rr 6ab narr rrilr x ;

BraAeru
HaBbrKaMrL, r4HcrrulJlrrrru I uacrpoitnu [porpaMM Hbtx nolr nler<Con, np/u,lueu r.a
ocHoB cereBbtx re.xgolorufil

4. OEbEM I,I CTpyKTypA AI4CIIUilJII4IibI

MeToAbt'

T

Cogepxauue .rrenrluoHHblx 3aHqruft no Ancu[rrJrHHre
F'a:4e.1 1. Bse,qeH[e B AucrIHnJrnHy.
l) .[IoHqrHe r.ru$opnaaqrzousofi crzcreuu (I4C),
2) CocrasHbre qacru I4C.
3) A4nar.rHucrpnpoBaHpre vc (AIac): qeJrr4, salaqv u Synrcqnrn, odr;er{rur

a4il.ll,'trvcT[rupoBaHHs.
4) flnaHaponaHue H BHeApesueVC).
5) Oneparusnoe ynpaBneHue H pernaMeHriubre pa6orbr,
6) Crangap'mr AI4C,
l) Mogeru al\Mr4HncrpvtpoBaHurr: OSI, FCAPS.

P'arAe.n 2. Cpe4crna aAMr{Hr{crpllponannn OC
8) f)uepaqr.ronHbre cvcreMu. Knacc;nS :aKaL\vtfl 14 cocraBHr,r e qaarv,
9) Apxurexrypbr oreparluoHHbD( cr4creM,
10) [racnonaf, ]roAcr4creua 3BM: o6opyAorauHe r4 nporpaMMHoe o6ecneqesze.
1 I ) tpn;n,,"bre crrcreMbr. OyHxqnz n ycrpoiicrao Safinonofi cncreMbr.
1 2) Aguruucr pr,rp o B aHHe A rzcrcos ofi n oAc HcreMbr.
l3) Cerenaa rroAcr.rcreMa 3BM. T'unlr cereBoro o6opyAnnaHar,
l4) l3H4rr cereBoro npofpaMMHoro <l6ecneqeuuq. cerenbre rrporoKomr, cn.,,rlrc6r,l a npuno)KeHr{r.
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I 5 ) Aarr.ruHra crpr4p oB aHr,re KoMrrblorepH sx cerefi .

1 6) O6ecneueHne uu$opnaquouHoii 6esonacHocrr,r B KoMflbrorepHbrx cerqx"

I'ae21er 3. C.nyx6u rcaraJroroB.
I 7) Onpe,rlelelue v Ha3HaqeHlre cly>r<6 KaraJroroB,
l8) CraHaapru3arlufl cnym6 KalaJroroB, fllporoxolsr DAP, LDAP. flprtvrepsl pe{ruraqnau crpr<6

KATU]OTOB,

t9) CryNba Active Directory. Mo4eru AoMeHoB. Onsr4qecKas H JrorHqecKar crpyr<'rypa
20) Kourponnopbr AoMeHoB r4 r,rx ponr4. Cxeua z uo6aarHrrfi xaralor.
2l ) ,{oneparerbHbre orHorrreHuJr r4 perrnnKaunr AaHHbrx s Active Directory.
22) llnauupo B aH He uuQp acrpyrcryp r,l A cti v e D irectory,

PasAeJ 4. Cpegcrna BupryaJrr{3arl}r H

23) IIp eutvtyulecrB a H r?rrrbr Bupry zlJrru3 arlr4l4

24) .Bnpry atbrroe aflraparHoe o6ecrr eqeHne
2 5 ) .UporpaM MHbre l(oMTrr e Kcbr BhpryaJrr43aqr4 a

Co,qepxanue .na6oparopHbrx gansrnft rro AHc rIn rurr{ He
.Ilaboparopnan pa6ora Nbl YcraHoBKa onepaq?roHHoi cprcreMbr. Hacrpoffirca 6ason4rx c.npx6 . ,lti.rr:epeepHofi oleparluoHHofi cucren,ru (DNS, DHCP, SMB, cnyxr6a npenrenu).
.Iladoparopnan pa6ora Nb2 YclasoBKa H [racrpofina Windows Seryer Active Directpv,
.,lla6oparopnan pabora Nb3 Clyx6u yAaneHHor.o Aocryrra.
.IIa6o parop u an pa6ora J\b4 llHtf pacrpyKrypa orKpbrrbrx xlroqefi .

.Ila6oparopHan pa6ora Nb5 Brapryar lrr3alul'z; .

5. OI;PA3OBATEJIbHbI E TEXIIOJIOT]A I4
JB npenoganaHlaz. [ficr\AnJIHHbI lzcflonb3yrorcr pa:noo6pa3Hr,re o6pasouerre.urHsre] rexndl<lrun rcarc

TpaALrqplOHHbIe, TaK H C IIpHMeHeHHeM aKTHBHIIX 14 HHTepaKTaBH;IX MeTOAOe O{5'1VeHnr,
Arctusnrre H prHTepaKThBHbre MeroAbr o6y.re HHr :

flpo6nertruue JreKLItrH (pa:ael I )
fpynnoear Afi cKyccur (nce na6oparopHbre saarnut);
AHarHs curyaquir (pas4er 2);
Pa:l6op KoHKperHbtx ctn'ya1ui'r (pa":4e13, pa:4en 4);
VponHesar AuS$epeuqnawtfl (ece na6oparopHbre saHlTt4fl, KoHT'poJrbHbld, rtreporlpnrrrzr).

6. OI(EHOTIHbIE CPEACTBA AJIfl TEKyIIIETO KOHTPOJIfl yCIIEE.dE] MOCTr,r,
TIP OMEXTYT OIIH OTT A TN CTAUI{U [O I,ITO f AM O C B OE[]TL'I

AI,ICqmJIpIHbI I,I yrrEFHO -MET' OAI,ITIE CK OE OEE Clrtqnn U e
CAMOCTO.fl TUIbHOTZ pAEOTbr CTylt:ri,HToB
Tenyuufi KoHTpoJrb ycrreBaeMocrrr cryAeHToB

flpunaepuufi nep eu eHb Borrpocon x pefi ruur-rconrpo.nro Nb I
l) rCcuogHsle repMHHbI: nHSopvaqnoHHar cHcreMa (l4C), llolr3oBareJrb I,IC, Aarvrltrflclpalfop VIC;;

Yqeruaq 3arracb, Ayre HraQ aKaun.rr, Aurop usaqu.a.

2) .(errz n 3aAar{u aAMHHHcrpHpoBaHr4-fl aH$oprraaquoHsoft cncreMr,r.

3) tCocrae ran$opr'.raqraoHsofi cr4crel4br. Ha:Ha.reHr,re cocraBHblx qacrefi.

4) Mo,4ena a\Mvr[t4crpkrpoBaHl,Ifl uu$opvaqraoFrHbrx cnc'reM, FlasHaqeH]re, nprruepbl"

5) Be4euue crarucruKH rzcrroJrb3oBaHr,rrr pecypcon nHSoprvraqzouuofi cucreMbt.

6) BurrereFl.{e 14 ycrpaHeHue y3Ktix uecr nH$oppraunoHHofi cucreMbr,

1) tOneparnnsoe ynpaBJreHUe H pernaMeHTHbte pa6orsr,

Ilpzuepurrfi uepeueHb Borrpocon K pefiTrHr-KouTpoflro J{b2

1) .KnaccnSraraqlr-s onepalluoHHbrx cuc'reM. CooraeHr,re qacrn onepaqaoHuofi cr,roreMbr rz rp< 4ryrrnuprz.
2) tCocraeHrre qaoru AucKoaofi no4cncleMbr I,r lrx HtBHaqeHfie.

3)3a1aqtaAMLrHHcrpr4poBaHnq 4ucrcoaofi noAcncreMbr.

4) Ba4sr cereeoro o6opyAoBaHr4fl.

5) Bu4sr ceresorc rrporpaN4MHoro o6ecleqesnR.
6)'.3a1aqu cereBoro aAMuHVcrpl4poBaHHr.

7) MouuropnHr ceresofi uu$pacrpyrcrypsr.



8) Onpe4eleuae L Ha3Haqelrue clyrx6 r(arzuoroB. OcHousrre clyHr<r1raa n sa1all4.
9) OcHoeHrle troHnrufi Active Directory: AoMeHr, AepeBo, rec, cafir, o6r,err, nonrefinfp, Fg]ae;. 'Innur

UMeI I ooT,eKI-oB.

l0) Mogem AaHHr,rx u roruqecKaq crpyroypa Active Directory.
I I ) @rauvecKar crpylcrypa Active Directory,

llpnnrepnr,rfi uepeuenb Borrpocon K peftTrrHr-KouTpo Jrro }lb3
1) Tansr4onepr4reJtHbrxorHoueHnfi.

2) Cxeva Active Directory,

3) fno6anruufi Karanor.

4) Konrpollepbr AoMeHoB ut4xponv.
5) Mo4elr pennHKarlvn Active Directorry.

6) flpoercrrapoeaHHecrpyKrypbrneca.

7) fllauupoeaHxe r.repapxzr,r OU.
8) O6'serrst rpyttrloBbrx TIoJIIzTHK (GPCI): H€BHar{eHHe, nn4sl (lorcanbHbre, HeJromaursuue).

9) Heo6xognnocrb Buprya nt43a:1iz,r anrraparHoro o6ecne.teHrafl OBM.
1 0) Trznsr Bnpry ann3ar\vrvt,

flpnuepurrfi uepeveub BorrpocoB K 3K3aMerry
1) OcHosurte repMaHbl: uuQoprrlalpoHHa.r clrcreMa (l4C), llormoBareJrb I,lC, AanlraHr.,tfurop VIC, 

,

VqerHas 3anr4cb, AyreH'rn$ra Kar\fis, Auropn:aqr.r.n,

2) L\elrz n 3a1aqv aAMHHHcrpHpoBaHfir nusopvaqraouHofi cacreMbr,
3) cocraa un$opnaquouuofi cHcreMbr. HagHaqeuze cocraBHbx.racreft,
4) Mo4eln aAMI,IHI4crpI,poBaHHt nnsoprr,raquorrHbrx cuc'reM. Flasna.{euHe, rrpHr'repbr,
5) Be4enze crarI4crIrKLI ucnoJlb3oBaHr4;r pecypcoB r,rusopvraqr,ronsofi cr4creMbr.

6) BsHsreHHe .r4 y crpaneHkre y3Ktrx uecr uusoplraqlroHuofi cr4creMbr.

7) Oneparnruroe ynpaBJreHue H perJraMeHrHbre pa6orsr.
8) Knaccra$nrcaqns o[epauuoHHbrx cHcleM. CocraeHr,re qacru o[epaqnouuofi cuoreMbr 

" 
nf* 4yrrlSurr.9) rCoctaeHtre qacrn AncKonoft no4cucr.eN4br H nx Ha3HaqeHue.

I 0) 3aaavra al].yl4HncrpvpoBaHr4fl 4ncr<onofi [oAq4creMbr.
I l) Br.l4u cereBofo o6opy4osaHzr.
l2) Baasr cereBolo nporpaMMHoro o6ecreqenu-s.

l3) i3a4aun cereBoro aAMlffilrcrprrpoBaHnq,

I 4) MouraropaHr cereBofi zu$pacrp),Krypbr.
l5) tf,nps^.JreHr4e rr Ha3HaqeHrze crryx6 KaraJroroB. ocHosHsre Qyr*urr v3aftaril?r.

l6) OcuoeHbre roHqrHrr Active Directory: AoMeHr,
nlreH o6'serron.

l7) Mogert AaHHE,rx H rofl,rqecKaq crpyrflypa Active
18) tpuruqscKar c'fpyKrypa Active Direcrtory,

1 9) 'lunrr AoBepnl€nbntx orsoureuufi.
20) l3xerua Active Directory.
2l) )fno6anrrrrrft nararor.
22) JKorrpoJlrepbt AoMeHoB H r{x poJlt4.

23) N4oaenb pennr4Karrha Active Directory.
24) lllpoercrnpoBaHHe crpyKrypbr neca.

25) IlnaHupoBaHAe r.repapxrara OU.
26) 06r'ercrbl fp)mnoBbx TIoJILTHK (GPO): Ha3HaqeHlre, uugrr (noxa.nbHbre, HeJroxanrsrle).
27) l{eo6xogr,rMoc'rb BtrpryatrrcaqLru anilaparHoro o6ecneqeHprs OBM.
28)'filmsr BrrpryurJrr*arlaa,

Teuu Arq caMocrorrreJrr,Hoft padoru cryAeHTotB
l) Iluc:rpyueurbr aAMHHrrcrpnpoBaHr4_q Active Directory.
2) 'frznsr yverHblx sanucefi norsgosarerefi.



3) llpo$rann norlsosarereil: na3l-raqeHHe, rnrrbr. Bogproxsocra Active I)irectory no y
rpo(lul.avn.
4) Tpe6oeawrr rc ycrofiennocrz napolefi yqerFrbrx sanucefi.
5) fpynuu. Klaccu$urcar-lr4r fpyrn no Br4AaM w o6tacrugeiicrnur.
6) klepapxnx GPO, [oprgoK rrpr4MeHeHr4r rapaMerpon GPC) rpr.r 3arpy3Ke.

7) flpororcor LDAP H craHAapr X.500
8) flponepna roArllr Hocru ylerH oil sanucvr a crryx6e Kararrora AD" ilpororcon Kerberos,,

9) OyunqnoualbHbre ypoBHrz AoMeHa urneca AID

10) Po.rru FSMO K:oHrponrrepoB AoMeHorl

I l) PesepeapoBaHue 14 BoccraHoBJleHrre pa6orocnoco6uocrn cnyN6rr xaralora l\.D
12) llepeveqeHpre o6rerron Menqy AovreHarrlu AD
I 3 ) CpeamBa alraIrv3a H yrrpaBJreHr4r npou3BoAuremuocr.r,ro AD
14) Cryx6rr cepln$nrcaqara AD CS

15) Cnyrc6lr yrpaBneHur rpaBaMr4 AD I{MS
16) Cnvm6rr Qegepaqr.rra AD FS

7.1. Knuroo6ecne.reHHocrb

lpBBJreHr.rlo

HanM euonaHhe Jrr.lTep arypbt : aBTop, Ha3B aHr.re, B lrA
U3 \AHV fl . I,I3AATEJIbCTBO

for
VIaTAHVfl
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,{nx peann3ar\vIr4 4aHHofr Al,Icuunnr,rHr;r r,rMelorcs oneuaaJrbHbre troMerrteHls lJrtl
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