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t. rIEJrr4 ocBoEHIIfl IVrCrIr4[rJrLrHbr

I{elr ocnoeHue' AncIJ'rmzult <3au1ara r'Hsopv ar\u,>>- o6yueuue cryAeHrop MeroAoJror, u pernetrurrnpo6nerr,r r.r 3aAaqs o6racrpl uu$oplraqnosnofi 6esonacHocrn c l4crroJrb3oBaHrreM uareuarni+ecKoro a,,ila para vrcpznrorpacf H{ocKr{Xlpeo6pa:onauufi,
3a1a'ru:

o Onla4eHve HaBbIX:aMpr aHanvBa3aIIII4tUeHHocru ausoprvraquouuoii cHc.reMb,o I4syveuue [pI4HIInnoa pa6oru c Kpl{nTorpa<pzvecranrr,r alroparrvraivru u oqeuroft zx Kpr{nrocrofiroc;ru.o ooplrzpoBaH'e HzlBbIKoB pa6o'rrr co craHAaprHbrMr nprznrorpaSaqecx'rvru anropr4TMaMr4 c ucnoJrb3()BaHkreMcoBpeMeHHOfO a[rrapaTa [porpaMMr4poBaHr4f,

2. MECTO AI,ICIII4IIJII,IHbI B CTpyKTypE OIIOIT BO

'{ucqumzua <<3au1ura uusoprr'raqr'Il4)) oTHocr{Tc.fl K piBAeny Bl .o.23 - o6.ssarersHbre Ar4crlarrJrr4Hbr HanpaBJreHr.rs02'03'02 @yu4alreHranbHas' 
"tt6optut"xa u 

'HQoptuq"o"""r" rexnor.riuz. r4syueuue Aucqznrr4Hrr nprlxogur e 5ceM cryAeHroB HaBbIr(oB npofpaMM'poBaHan, Koropr,re r".y. e;;;;;;;;;"", B paMKaxrva <o6:sexr'o-op'eHTr.poBaHH0e nporpar\4Mr.{poBaHrje).

errnycrcHofi nnarn$nraqnouHofi p"6:H 
H3yt{eHAt AaHuofi Avtcr\HnJtwHbl' l\4ofyr 6sl'rr npnveHe}rbr r\Irs Hailuca'ufl

3. TIJIAIITPYE MbIE P E 3 YJII, TATbI O B YqEHdq TT O ilZrCIrultrIJII4 HE
Koa QopuzpyeMbrx
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xapa*repr'r3yro ruue 3rarrbr 
Q opurapon auzrr KoMrrereHrr ari (noxa: ar.enu
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!I3at{[IoHHbIX 14 lrx orpaHuueuufi:
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coBoKylHocrr,I B3ar4MocB.rr3arflrrblx 3aAalr 3aurr4Tu zurpopuaqua;
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Bla4erl : HaBbrKaM rz r4lcr urn tJr\rrv n uacrpo fixu [porpaMM Hblx



4. OEbEM 14 CTpyKTypA /Ir4cur4rrJrr4rrbr
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5 t-4 A z 2 5 4/66

2 KpanrorpaQuvecxne MeroAbr 3arulrrbr
zn$oprrlaquu

5- 10 28 l2 z 5 30/75 pofiraur-xoarpolr

3 Ocuosrr Kpr4trroaHiulrr3a 5 I 1-16 2 z 24 317 s pefiuaHr-ro n'rpo,rr

A OcHosrr creraHorpaQnu 5 17-18

l8

2 2 3ll5 perfiruHr-xoHrpolr
Nsr3Bcero ga 5 ceuecrp: 36 18 99 40/73 3X3AMCH

Zrono no ArrcunrrJrrrHe 5 l8 36 l8 99 40t73 3K3AMEH

I z I l{acoR

Co4epxaHue JreKrIlto gHrrx :taHsrufi rro ArretlrrrrJr uHe
<<3au1ura unQopuaquu>>

l*o*n l. TeoperuvecKlre ocHoBbr 3aqu,rbr ,"Ooprrnaqrau
Tenaa 1' rloHqrue rau$opn'raqzoHHofi 6esonacHocru. I(rrcqeelre nonpficrr uHQopiraaqaonHofi 6esonacHocrv.PaccltarpunarcTctr iloHtrHt gKoHoMljqecrcofi u rEH$opuaqrzoHsoii 6egonacnocrz, onuc;rBaerc, o6ulaq

illf:11?.^:.1*lY-1ul_:',T'ofi 
6esonacHocr, c roqKu 3peHHA rpe6ooauufi zugopuaqzosuofi 6egonar:Hocru.
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il;;; ;.;il;;;"",;, ;il;#o. #," ol,l;;;;:ctnrcrr cqrrrtr-t t9

T er'rra 2. Bu4tr yrpos zu$opuraquouuoft 6esonacHocra
flparo4rrc'r BI4'I yfpo3 rEH$opvraqraosnoft 6e3onacFrocru, craccu$u5arlu.q zcrorrHrrKoB yrpo:r , sarqznlaenaoiunQoprr,raqr.rz.

)30nacHocTr4

rso C[[lA a Jieponrr u c$epe

flacHocr?r. Pa cc nrarpn uarorcq
rv3a\Hv r.rH $opvraquoH sofi
' aHw3auvrt Pacctrarp u naercl
yrrpaBneHr.tr pr4cKaMr4 npu

$oprr,raqura
uQHrcaqnx rua$prtn.

fpaMMr,r, rcpunrorpacpaqecKolo npeo6pa:o eauul,
Kplrrrror]pa$zqecxofi crzcreMbt no L[enHoHy,

BpeMeH Ao cepeAr,rHbr XX n. 
eult (uttzpQ u rur'rSponanbHbr€) ycrpoficlea)c gpenHr:fiurux



Terua 3. flepecranoroqHbre u rura$ptr 3aMeHbr.
Paccuarpuaalorct urra$plr nepecraHoBoK H 3aMeHrr, vouoa.nQaBuTHtre ra nonna-rSaBlrrHbre. I) Kaqecree npr4MepoB
paccMarpl'IBalorct Ilru$pu I-{esapr z Braxeuepa. VKastrsarcrcfl MeroAbr rrx EpunroaH 211r;p13a.

Terrra 4. lllurfponaHlde faMMI4poBaHr,reM 14 oAHopa3oBue 6lorcHorur (gtrQp Bepuarr,ra;.
Pacciuarpunaerc.u aJlropnru ruuQpoBaHnflraMMktpoBaHuewuurlrQp BepHaua. ttoKinbrBaercrr Kpr{nroct.ofircocrt

uu$pa BepHaua.

Terr,ra 5, Cunruerpnvutre urraspu. Cerl Oeficrenq.
Paccuarpanaercr anropr.rrM rrruQponaHur c HcrroJrb3oBaH'reM

npeo6pasyroqne QyHrcquu, acnoJrb3yeMbre B AaHHoM arrropr4rMe.
YKasrrsarcrcr MeroAbr Kpr{rrroaHal r,r3a AaHHoro ur ra$pa,

Tenra 5, Cuvtrerpuuuue urusptr. DES

perr4 (Deficrel.a, a raK xe orlHoBHbre
llpuuepu urn$poeannl/4erun$poeaHra;r.

Paccvarpunaerc.n aJIfopI'ITM ruuQponaHzrr DES, pe)KlrMbr efo pa6ortr (CBC;CFR;C)FB). Ilpnri,reprr
ruz$polaHlzr/4eruu$ponanul. YxasuBarorcr rvreroAbr Kpr.rrrroaHarrrau lunnc,io uru$pa.

Telra 5, cul,ruerpr'vurre ruusprr. llfta$p focr 28147-89, uru0p Blowfish.
Paccuarpunalorc.s anropHrMbl uu$ponauus IOCT rz Blowfish. Iy'xasHearo[cr nper4MyrrlecrBa rro cpaBHeHr,rro c DES.

Teva7. Cuuuerpuvnrre urnsprr. Arropuru Rijndael, rura{rp AES,
Paccntarpnnalorctr zulropulMbl runQponaHur Rijndael Ir ocHoBaHr{rtit;p1aHeM AES.

Terraa 8. culrturerpuvnrr e uruQprr. vnpanreHlre KJrroqeBofi raH$opriraqpefi .

Paccuarpueaercr flporoxol Kerberos.
Teua 9. floroKoerre ul.rQplr

Paccnrarpueaercc noHrrrze rroroKoBoro uruQpa. Tunrr noror<osrrx urnQpoq, HX orrruqne or 6ro.tHrrx.

I{CnOJrb30qaHH{.

Tevra 10. floroxosrre lrr.rSpu. lUu$p RC4.
Paccvarpuraerctr anropzru RC4, efo Kpr{nroaHuur}r3 H npaMepbr

Teua I l.Accnverpr{qHoe ruuspoeaHue.
Paccltarpuuaercf, noHtrl4e accuMerpr,rqHoro rurz$pa. Ero o'maque or cr4MMerprzLrHoro,
Tervra I 1'AccuverplrqHoe uruQpoeaHue. Pacnpe4eJreHrre xlroqefi no Qxeve {z$Qz-Xerurr\{aH€r
Paccvarpznaercs afifoprarr',t {u$$u-Xelluaua, no3BoJrr}orrqufi guytl a6oueHram, o6iraeunnaqcr coo6uleHnruu

no se6egonacHoMy KaHaJry cB{3I2, pacnpeAenaTb Me)r(Ay co6ofi cexperHr,rfi rl,rrov ruzSpoBaHr,r[.
Tervra 1 2.Acc'Merpr.rrrHoe'ru$pooaHr.re. [ft2$pu RSA, onr-f aMars..
Paccvarpuaalorct rcpranrorpaSuqecKr4e cr4creMbr Ha ocHoBe alropzr{,tor RSA z Dlr-fauals.
Ten,ta 1 3. Korr,r6uHupoBaHHar KpHnrocncretra uuQpo BaH:zfl
Paccvlarpnralorc.fl MeroAbI coBMecrHoro HcrroJrb3oBaHr4e cnMMerpl4rrrybrx rr accxzhderpr,rr{HblX lru$por.
Terraa 14. Xeu Synxquz. Arropnrusr SFIA-l u N-hash.
Paccrraarpurarorcfl rroHrrrnr xsru Qynrcquz,, AafiAxercaH vxoco6esHoprefi. paccuarpnBalo.r,c.q peanrcarlHlr x3m

SyHrcqHfi u rur,rQpon Ha r43 ocr{oBe rro a;rropl,rrrraatr SHA-l u N-hal;h.
Teua 15. 3lexrponHar Iln0po"at no4nrcu (3ll|I). Alropa'ru $oprr,tuponaHHfl o,reKrponHo-qnfpoaofi no4nucu

DSA.
Paccltarpunaercq roHflrue 3I[I, a raKxe ee SopuzpoBaHue Ha ocHoBe a;rroppr-rua DSA.
Terr,ra 16. 3aqura uHQoprrlaquu s Ip cerrx.
Paccvarpunalorcs ocHoBHLIe nporoKoJrbr cervt I4Hrepner, o6ecnevu{arcrque 3aruHTy aH$opuaquH: S/MIME,

SSL a TLS, IPSec, SKIP, ISAK.MP u Me)KcereBbre 3r(paHbr,
Tema 17. KpunroalropHrMbr [pocrpaHcrsa .Net.
Paccvarpanaerct lrpoclpaHcrBo uveH flpocrpaHcrBo uueH Cryptography e .NIIT'Framework,
Teva 18. XML- nprznrorpaSur
Paccrutarpunalorcs Bo3l\4oxHoctr,r XML -Kpr,rnrofpa$uu, cpaaHuBaro'rQs pa3narrHr,re runrr XM; -noAnucefiPas4el 3. KpunroaHanrz3.
Tenaa 19, Kpnnroaualzs
Paccuarpnnarorcfl MeroAbt KpI'InroaHaJIH3a: qacrorusrft, nero4 flonHpr,o nepedopa, araKa no KJlor{aM, MeroA

"Bcrpe{n nocepe4uue". I(pznroaualus cHMMerpaqHbrx ruradrpoe, Kpr4rrroaHaJrv3 acHMMerpnqHbrx muQpoe,
KpIznroaHaJIlI3 xSIrI Qyuxqnfi, KpIzrIToaHaJlug no no6oqHbrM KaH€uIaM, KBaHTeBbrfi xpunroaHarue.

Pa:4en 4. OcHoslr crerauorpa$uu
T er,ra 20 . Ocuoesr orerrauorpa$zu
floHsrne L BI'IAbI crerauorpaSuu. Crerasorpa$ux u aso6paxeHr,r: r"to4 LSB, crerauorpa$rEa Lj Byr6eo,

crerau orp aQ vrfl, A ay Ar4c. cTeranorpa$uvecrue nporpaMMHbre rrpoAyKrbr,

Cogepxanue .na6oparopHbrx :aus.ruft no AuCrIuuuHe
PasAel L Teoperr.rvecKae ocHoB br 3auIHTbr ausoplrarllrr,r

ItYu 1' lloHqrne anQopuarluouuofi 6esonacHocru. Krrcqegbre Bonpocbr uH$opmaquouuofi 6egonaquocra.
Jlaooparopnan pa6<lra Nbl. <clrnnefiHr,te KoHrpysHTnr,re reHepar.opbr rrc€)BAocryuafiHslx
rlocJreAoBarelrnocrefi >>



LlsyueHue 14 [porpaMMHat pearLuar\prt luuefiuux r(oHrpyoHrHbrx reHeparopoB
nocneAoBarenruocrefi.
Jlaooparopuar paSola J\b2. <<[o4cucreurr napo.nnnofi ayrenruQirKarlnu noJr,gosa.rerefi. reueparoprr
napo.tefi . Qqenxa crerreHfl crofi rcocrn uapo.lrr,Hofi 3arrlrrrbr>)
I4ccre4oaauae napoJlbl{brx rloAcncreM ayreHrvt$vtrcaryvtvt noJr['3oBareJ]eil, peanrasaqnr npocleftuero fe.Heparopa
uapolefi , o6la4aloulero rpe6yervrofi crofixocrr,fo Ko B3noMy.
Pa:4el 2. I{pranrorpaQuuecrcae MeroAbr 3arqzr,br nu$oprvraqr,ru
Tervra 1 . KlaccuqecKar Kpr,rlr]orpa$ux

Nb3. <KlaccnqecKaq KprrrrrorpaQun. IIIuQ p I{prapn>
ar peaJrr43aqux urvtSpa llesap.a.
rcpurrrorpa$ur

Jra6oparopuan pa6ora J\b4. <<cuuuerprqHaq KprrrrrorpaQnr. cerr @eficreJrs))
lrrty u euu e oco 6eH socrefi u np orp aM MHaq p ear w3a\r4 A ceru oefi clels.
Jla6op arr Kprrrrror.paSnn.Iloronoqr,rfi urnep.RC4)
Pea.[Hs

Terr,ra 3 
c caMMerpr{qHbrM KJrroqoM Ha ocHoBe alropurnaa llC4.

Ift.6. <<AccnMerpurrH bre aJrropHTM ur uruQponaHr{fl AaHH brx. A.nropnr u IRSA>
'5r acprMMerpHrrHbrx anropr,rTMoB run$ponanur na ri,puuepe anr,opr,rrMa RSA..
r OC Windows

Jla6oparopuan pa6ora J\b7" <IIporpaMMHpoBaHre KprnrrorpaQu.recKrlx nponafi4epoB Ha n.na:n@opme .NET:
A.nropurmrn x3urnpoBanrq SHA-I u MD5>
Hayvurrcr HcnoJrb3oBarb KpHnrorpaSnvecrcue
Pa:gel 3. OcHosrr Kpr4rrroaHanr,r3a

nceBAocn'yqafistrx

nposafi4epsr xeur-$yHxqrzfi rr .NET Framework,

Tenra l, luSQepenrlnaltHr,ril KparroaHzrnr43
Jla6oparopualr pa6ora NbS. duQQepenqnaLnnufi
Vzy uurs MeroA arzS Sep euqzanbHoro KpanroaHarru3a
ruu$ponaHnr.
PasAer 4. OcHoesr creraHorpa$nn

KpurtToaHa.[lls 6Jo.IHux uruepon>>
rrpr4MeHprleJrbHo K MHor,opayHAoBbrM anfop.arMaM 6.noqnoro

Tevra I \vrLl B $afine uso6paxreuul
Jla6op orpaQnn. Cnpslrue rerccroeoii unQopnrauuu e eaiile r,rao6paxeHuu>>Pearlrs aKJlroqaercrl B 3aMeHe nocJreAHlrx a"uirurqn r 6ztos s xoHrefinepe zso6paxeuz;r
ua 6urrr cKpbrBaeMoro coo6rqeHra.a.

5. OBPA3OBATEJTbHbIE TEXHO.IIOIUPI
B npeno4ara]H4ut r,r4c\vInJIuHbI <<3au,1uma uuQopuaqu?l) r4crroJrb3)irorcfl pa:noo6pa:nr,re g6pa:oBareJrbH6re

TexHoJlofl4t4 KaK TpaAl4lllilorlHble, TaK H c npI4MeIleHI'IeM aKTHBHbIX lr HHTepaKIUBHbtX MeToAoB o$yveHrzr.
AKrueHrre H HHTepaKTr{BHbre MeroAlr o6yreuHr :

I[umepaxmunH atr reKqun (meua Np _!2_0),
fpynnoe trn duacyccun (meua Nb _2 ),.
Auatus cwnryaquil (meua lW_l_),.
ITputueueuue utvtunxar4uouuutx uodeneil (meua Nb j 9 );
P as 6op KoHKpe.mHbtx cumya4ufi (meua lW J),.

6, OIIEIIOIIHbIE CPEACTBA AJUI TEKYIIIEIO KOHTPOJUI YCIIEBAE]\4OCTI,T,
TIP OMEX{YTOIIHOIZ ATTE C TAUTIII TIo IIToTAM o C B o EHI4,I AzICIII4mIuHI,I I{ y I,{EFHo -

METOAI{.IE cKoE oEE CIIIIqEHI4E CAMO tlTo,aTE.[LHorZ pan orrr CT yAEHT oB

Kourpolturre
Peitmunz-xoHmponb
Bapnanr I
Pasnepuyro orBerarb Ha Botr-rpocbt.
Bonpoc 1. Krrcqeelre Bonpocbt raH$oprraaqriouuofi 6e:onacnocru.
Bonpoc 2. Bulst yrpos urrSopMarlHo HHofi 6e:onacHocru,
Borpoc 3' Alropurlr [poBeAeHHt aHart3az oueHKU yrpos nH$opMauHoHHoii 6esonacHocrg,
Bnpnnn'r 2
Pasaepuyro orBerurb Ha Boupocbr.
Bonpoc l. Cocrasrqrculrre nHrfopuaqnousoii 6esonacuocru.
Bonpoc 2. Mo4enl yrpo3r,r nH$opuaqlroHsofi 6esonacnocru,
Bonpoc 3. OcHoeHtre BHAr,r 3arr1zulaeMoft ansopnraqr.rn.

Borrpoobr pefiraur-xoHTpoJrr :

I



Bapuanr 3
Pa:nepnyro orBerr4rb Ha Borrpocbr.
Borpoc 1. Bz.qlr yrpos uu$opMarlr4oHHofi 6esonacHocra.
Bonpoc 2' 3axoHogareJrbcrrBo P@ s o6racrr4 3arur{rbr uusoprraaqun.
Bonpoc 3. Co4eprxaHlre N{oAeJrH uHQopuaquouuofi 6egonainocrn.
Bapuanr 4
PasnepHyro orBernTb Ha Bonpocbr.
Bonpoc l, Iftrroqeurre Borrpoabr znQoprr,raqr.rouuofi 6esonacHocru.
Bonpoc 2. Bulsr uo4elefi aH$opuaquosuoft 6egonacuocru.
B onpo c 3 . floluruna r.nrQoprraaquounofi 6 egonacnocru.

Peilmuue-xonmponu 2
Bapuaur I
Pa:nepHyro orBerr,rrb Ha Bonpocbr.
Bonpoc 1. Alropurm pacrura$pooaaras |OCT 2g147_gg.
Bonpoc 2. Alropurrra paonpeAeneHH.s Knroqefi ro cxeMe la$$u-XerJrMaHa
Bonpoc 3. Anroprzrla RC4
Peruurr 3aAaqy.
3aAa,ra j\b I . Anropurrr,r lruQpoaaHrm rsa.
Creueplrpyfire orl(pblrblil z saxprnllfi ruroqa B aJlroparMe ruzQponauux R$A, nu6parr npocrbre qu:cJrap H q u3 nepaofrcorH', 3auu0pyfire coo6r{euue, cocro.rrrree u3 BarrrHX r,rH'rraaJroB: (DI40.
Bapuanr 2
Pa":nepnyro orBerlrrb Ha Borrpocbr.
Bonpoc l. Anropurn pacrraQponaHus focr 2gr47-gg. 06'ra.s cxeMa.
Bonpoc 2. lXa$p Blowfish
Bonpoc 3. Ilporoxol Kerberos
3aAaqa NoI. Anroprarrr,r ruz$pooaHrl.f, rsa.
Peruurs 3aAaqy.
crenepupyfire orKpblrblii n sarcpurrrfi xlroqn B anroplrrMe uru$ponaHur RSA, urr6pan rpocrbre r{ucJra p Lr q ,*nropoiacorHa' 3aruraspyfire coodqeHue, cocrof,rrlee H3 Barrrr4x HHr.rqlrafiots: oI40.
Bapuaur 3
Paseepuyro orBeruTb Ha Bonpocbr.
Bonpoc l. Karue $yHxqza Mofyr I,Ic[orrb3oBarbcs npu uaQponaHuri B cer1a q>eftcrers?
Bolpoc 2. onucars anropr.rrM pactrpeAeneHlr.s xruo.{efi ,ro cxeMe {uQSu-XelrJrMaHa
Bonpoc 3,Onacaru anropurrvr RC4
Peuurt 3aAaqy.
3alaqa l\b1
Bntnoruvm 3 paynga urnsponanar a 4eruzQp oBaHufl cerblo @eficrels cooQrueuue <<2014>>,r4e F:('L+n)mocl 256 (mocl
- ocraroK or.qeleun.r), n - HoMep BapHaHTa,
BapuaHr 4
Pa:nepuyro orBerarb Ha Borpocbr.

3aaa.ra Ns1.
I4cnorusyr urH$p I{esapa, sarura$pyftre cBoH (Dauzruro I,Ius orqecreo. Bertaqn Ha cABHrapaBHa HoMepy Bapr.raHra.

Peitmuuz-xoumpont 3
Bapnanr I
Pa:repHy'ro orBerr,rrb Ha Borrpocbr.
Bonpoc 1 . Konr6r.rnapoBaHHa.rr Kpr4rrrocHcrenaa ura$po BaHus
Bonpoc 2. Arroparu $oprrazponauu.r orercrponuo--fu$ponofi nognucu DSA
Bonpoc 3. llporoxonsr SSL a TLS
Bonpoc 4. KpunroauaJru3 caMMerpaqHbrx uru$pon
Bapuaur 2
Pa:nepuyro orBeruTb Ha Borrpocbr.
Bonpoc l. Xsur Syurcquu
Bonpoc 2. Anropurv SHA-I
Bonpoc 3. llporoxol S/MltME



Bonpoc 4, KpznroaHaJrn3 acaMMerpnqHbrx ruuQpon
Bapnanr 3
PasnepHyro orBerr{Tb Ha Bonpocbr.
Bonpoc 1. 3lercrponnar qu$ponatr rroArrucb
Borpoc 2. Anropurrra SFIA-l
Bonpoc 3. Ilporoxon S/MIME
Bonpoc 4. Kpunroauanas xeru-@ynxqrzfi
Bapuanr 4.
Pa":nepuyro orBeraTb Ha Bo[pocbr.
Bonpoc 1. CreraHorpa$n.recrcze MeroAbI
Bonpoc 2. KpranroanropurMbr rrpocrpaHcrsa .Net
Bonpoc 3. gacrorHtrfi xpunroaHalus
Bonpoc 4. KsaHroslre KpvlrozurfoparMbr.

3auHQpyfire croBo AJIOAEII4T urz$porvr BzxeHepa c KrrroqoM
3ala.Ia Nq4,
Coo6urenue SOKYDIOLIGCWUUHO saur.r$ponaHo ruaQpovr

2. O6ryue Bonp ocbr u nQ oprvraqaousofi 6egolac nocrlr.
3, Baarr yrpos uHSopMarIHoHHofi 6esonacHocra.
4. 3anoHogareJrbcrBo p@ s o6racru nHsopuaqaouuoft 6egonacuocra.
5. Ift accaqecKar KpunronpaQua.
6. llftagp I_{esapr.
7. Cerr @eficrens,
8' (Dynxqau' rrcrroJrb3yer\4bre 

']pu 
ruu$ponaura' B cerpr (Deficrerq.

9. Anropurvr uru$ponanus fOCT.
1 0, Anropzrrr,r uru$ponar+zl Elowfish.
I 1. Anropr.rrv ruu$ponanr.rs DES.
1 2. Anropnrl.l urusponaHrax R ijndael.
13. Anropurlr uru$poeauzq AES.
14. lloroxosrre ura$pu. Arropurrr,r RC4.
15. AnropurM pacrpeAeJreHnr Kmoqefi ro cxeMe lrzSSz_XerurMaHa.
16. Anroprzru urusponaHzs RSA.
17. Anropurrr,r uruQporauus Olr- fanlars
I B. Anropurrr,r lruQponauzg SHA-1.

23. Merolu crerauorpaSr.ru.
3aaaqu:
3aaaqa Nsl.
tr4crolr:yr urrdsp I{e:apr, sarura$pyfire cBorr Oauulrro Ztr.s Orqecrno.
3alaqa J{s2,

3alrra$pyfire crroBo AJIOAIII4T ro faMMe I4AOHTX.
3aaaqa Jl|s3,

BelpuuHa cArlr4ra paBHa Hor\4epy BapvraHTa.

Pacruu$povrarr coo 6u1euue.

MI4P

BepraKaJrbHofl nepecranonr<u
56\
62)

3aaaqa J\b5.

3aruuspyfire [peAno)KeH'e, IIpHMeHIzB cJleAyrorqyrc [epecraHoBKy croB: MeFr,srorc.s MecraMH nepBoe rr rocJleArree cJroBa,3aTeM BTOpOe u npeArrocJreAHee a T.A.
3aaaqa J\b6.

cr<olrrco AoIIoJIHHTeJIrslx 6prr ua4o 4o6anz'rr n coo6qeu uto Sruuctitl 00 cuvlaonoB, ecJrr' KoAapoBaHrre oAHoro cr4 MBoJrarpe6yer 86ur u 6roquufi ruu$p pa6oraer c 6rorauu gnuuoit 646ura?
3alaqa Ns7.
BrrnorHurl 3 payH4a ua$poaannx ra 4eruuopoBaHH,f, cerbro oeficrels coo6ruenae <<2016>>,p4e p,=(l-Fn)mod 256 (mod- ocraroK or 4eleHu.a), n _ HoMep BapvraHTa.
3aaaqa Ns8.
orrcpstrrtfi TeKcr h ero nr't$poreKcr HMeror AJrkrHy 46wra,AJrl4Ha Knroqa 36urra, oyHrcqu.r H3BJreKaer l+,titu 3-uit 6wrrtruIloqa' IzHTepnperllpyer HX KaK Aecsrllr{Hoe qucJlo, Bo3BoAI4r efo B KBaApar u hHrepnperr4pyer pe3ynbrar rarc 4-6aronyrc

(1.234
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nocJleAoBareJlbHoc'rb. Ha.inu pesyJlbrar sauz(rponauvfl pr pacruutfporaulrr5 ecJrra rrepBoHaqa6uuii rzcxo4n;rfi TeKcr --
0111, xnroq-l01.
3alaqa J\b9.

CreHepupyfire orrprttrri u saxprnrlfi KJIIorru B anropurMe urlr$poraurar tri.$A, nrr6pao npocrbre irucJra p H q rc neproii
corHu. 3auntppyfire cooOulenue, cocro.fiulee pts Barrrax r4Hr.rrlr4iuro]B: @I4o.
3aaaqa Ns10.
Crollxo lzMeerct HarypanbHblx rruceJl, MeHbrrrprx N=pq u nsavMHo [pocrbrx c N, r4e p u q - pa3flr,rrr6rbre npoc1rbre sucla2

I ' Pacxpofire rtoHsrllt aH$oprr,raquounofi H gKoHoMr4rrecrofi 6egonacuoc'rn.
2. flepevuclure u orlirur{Te BHArI I{crotIHI{KoB yrpos nHQopMaur4oHHofi 6egonacso crl v Hxoc,o6eusocr:2.
3. Vraxrure ocHoBHbre Br,rAbr 3aulHrrlaeuoii raH$oprvraqau.
4. onuurure Me)qyHapoAHoe 3aKoHoAareJrbcrBo n cQepe 3aqr4Tbr r,ruQpprvraurara.
5. Omlurure craHAaprbl I4 3aKoHoAareJrbclBo P@ n c$epe 3arrlrrrbr zH$oprr,raquz.
6' Vxaxure ocHoBHbIe acneKTbl nocrpoeHr{.rr cucreMbr nuQopuaquonuqfi 6egonacuocru.
7 . C Q oprvrylupyfi re nporparvrrvry zu$ opMarlr{oHHofi 6 esonacHocru.
8. Ilpzuucnule MoAenI{ un$opuaquounofi 6egouacsocrr{, yKDKrlTe ux oco6esnoc:ru.
9. Kaxosrr ocr{oBHbre orarrbr peiur,Barlar4 MoAeJru un$opvraqnonsofi 6egonacnocrn?
10, Kaxze Meponpr{Jrrr.{.,{ ilo 3arrlhre unQopnraqzu trpoBoAtrTc-s B opraHuzaqutx?
1l, Karczrra o6pasona (roprulrpyercr noJrr4THKa 6egoracHocru B opraHvsa4un?
12. Kaxunr o6pasonr rrpou:lBoAldrc-s ynpaBneHr,re pLrcKaMH B cvcreMax raH$opuaquosnoft 6egoracsocru.
13' Kax oIIeHI{Baercr s$SexranHocrb ra perrra6emHocrr, crrcreM r,rnrfopMauaonnofi 6esonacHocrra.
14. Kanue MeroAoJIOruu oIIeHKI,I 6esonacHocru uuQoprr,raquonuoft cuoreMbr cyulecrBynr r4 r4crroJrr,3ylorct

ceroaH.{?
I 5 . rlro raKoe Kpr,rflrortrl aS rEuecnar 3 arqura rau$ oprraaqau?
16. Kanue xlaccuSur..aqun ruu$poB cyrqecrByror Ha ceroAHsnrHnfi 4eHd'/
17. Onuuure urup$rr u ycrpoftcrna KJraccaqecrcofi npunrorpa$zu.
18. B qerr,r 3axJrroqaerc fl cy b noAcraHoBor{Frr,rx }r flepecraHoBounrrx uru$pon?
19. Pacnpofire cyrb uul$pa I{esapr.
20. Ormrnure uru$p lSnxeuepa.
21, VraNr,rre ocHoBHr,re [pr,rHrrr4rrbr rur,rQponaHu.rr raMMr,rpoBaHrreM,
22. Kax ucronmyerct muQponauae MeroAoM oAHopa3oBoro 6loxuora?
23. B qerrl 3aKrroqaeror cyrb cr.rMMerpr{quoft xpunrorpa$nu?
24. Karc Qoprr,rnpyercrr cerb @eficrenq?
25. Kaxnlr o6pa"rorra opfaHltoBaHrr uu$prr Ha ocHoBe cern @eficrers: fiOCT, Blowfish?
26. Orm:lrure ruu$p DES.
27. Onuruure npr,rHrlr4n 4eficrnzx uuQpon Rijndael, AES.
28. KaKosrl oco6ensocra noroKoBoro run$pooaHr4.s [o anropurrvry R.c4?
29 . V rcasxure ocHoBHbre flpr4Hrlr,rnbr accr4MMerpuqnoft rpznrorpa$uu.
30. Onuurnre rulr$p I{SA.
31. OnHurr'tre MareMarr,rqecKyro 6a:y ura$pa 3rs farvrar.{.
32. C$opvynrzpyftre nour.rae 3I[L
33. Onrzurure DSA uurc'pr,rrM $opuapoeaur.rr OIIL
34. CQopuynupyfire rroH.rrrHe xorrr Lt efo ocrloBHble cgoficrea.
35. Onururzre anropr4rMsr SHA rz N-hash,
36. Onlluure MareMarnqecKyro 6asy anroprarl4os runa MD.
37' Karczrra o6pasou npol{3BoAl4Tc.fl roN{6uHupoBaHr{e caMMerpr,rquofi n apcrauerpauuofi xpunlorpa$rzra?
38. Kaxuv o6pa:orra peuwr yrcrct Id Hcrronb3yrorcrr Kpr,rrrronponafigeprr fia rnar$oprvre .NET?
39' C ncnonbsoBaHaeM I(aKIrx nporoKonoB ocyqecrBnsercr 3arrIHTa unrficrpuaqraz s IP cerqx'?
40. Karze ocHoBHbre t\deroAbr KpunroaHzurrrca cyrt4ecroyror?
41, Pacr<pofire ocHoBHr,re MeroAbr qnsporor7 crerauorpaQvu.

OonA oIIenoqHbIX cpeAcrB Ant [poBeAeHI4.rI a'rrecrarluu ypoBHr csoprr,rupoaaFrHocr]r KoMnerer{rrzii o6y.rarorquxcx
no AucqHrrnuue oSopvlrerctr orAeJrbHbrM AoKyMeFrroM.



7, YIIEEHO.METOAI{qECKOE I4 I4IIOO PMAUZOHHOE OBECTIIIqI]HI4E
AI,ICqUIJIIIHhI

7.1. KnuroodecueqeHHocrb

HarureHosaHue Jrr.rreparyp;r : aBTop, Ha3BaHr{e, B r4A

U3NAHVfl . II3.UATEJIbCTBO

foa
Ij3NAHII'

KHI4| OOBECIEqEIIHOCTb

Koruqecrso
3K3eMrIJHpOB

vs/afiniln
6n6nraorelce BnfV r

COOTBETCTBI4I{ C

O|OC BO

Halnqae e uexrpoHnoil
6w6maorexe Bnl-V

I 2 4

Ocsonnas lu'reparypa*
l. A.O. Kyvepux, A.IO. JIexcuH, [,H. Eyxapon, A.I0.
Illarypuna Kypc nexquft rro Ar4crllrrurrrne <3arqlrra
uuQopuaryrra> / Bla4uu. roc. yHr.r-r lrMeHr,r AlercanApa
fpr.roprenrva u Huroras f'pzroptenuua Croneronrrx, -
BnaArarr,rrap : I4:.q-so Brf V

2017 http ://e. lib.vlsu.ru/bitstneam/ 1 2
3 4 5 67 89 I 6,166 I 1 I 007 02.pdf

2. K)qepr4x A, O. ,Dyxapon [. H.
Honuxona O. A., Carurrurxuu Il. .{. Mero4nvecrue
y Ka3aHVfl rro BbrrroJrHeHno :radoparopHrrx pa6or no
Al4cur4nJrrrHe <3auura rznQopuauuu> BlaArna. roc. yHr4-
r r{MeHr4 Alexcau4pa fpuroplenuva u Hnronas
fpuropreouua Crolerorux; - Bira4nurp: I4ga-so B.lrfV

2017 http ://e.lib. vlrsu.ru/bitstream/ 1 2
3 4 5 67 89 / 5tl96 / 1 / 00 61 8.o df

3.Eonerosa 3.A., LIn$opuaquonuuft uup XXI eexa.
KpunrorpaQrlr - ocHoBa uu@oprr.raquounofi
6esonacuocru [Snexrponrrrfi pecypc] / Eonenosa O.A,
M.:,4aruxostaK

2018 http ://www. studentlibrary.ru/bo
ok/ISBN9785 3 9403 03 I 4.html

,{ononuurelbHafl Jurreparypa
I Arepuenxoa B.I,L, KpunrorpaSr4qecKr4e MeroAbr
3aulr4rbr uuSopuaquu [3nexrponnufi pecypc] /
Aoep.reuron B.I4. - M. : OJIIIIITA,

2017 http ://www. stuclentl ibrary. ru/bo
ok/ISBN 97 8 5 97 6 529 4'7 2.html

2. AsAoruzH C.M., flzcnperHarr MareMarr{Ka.
Mo4ynrpuaa alre6pa, rpr.rnrorpar[ux, KoAr{poBaHr{e

[3nerrpounrrfi pecypc] / AnAourrzu C, M., Ha6e6ran A.
A. - M. : IMK llpecc.

2017 http ://www. studentlibrary.rulbo
ok/ISBN 9 7 8 5 9 407 4 40 i33 .html

3. Euprcxon A.A., I4nQopMaur4oHHar 6egonacsocrl:
3arrlr4ra rr HaraAeHr4e f3nexrpouurrft pecypc] / Euproxon
A. A. - M. :IMK llpecc.

2017 http ://www. studentl ibrary.m/bo
ok/I SBN 9 7 8.5 97 0 60 43 ii 9 .html

7,2, Ilepuo4rqecKne H3AaH rq
1' Xypnan "3aIqura uH$opnraquu.Llwcairp". - Pexuur Aocryla: http://www"ihside-zj.4l
2.Vu$oprrrarlr4.s r.r 6e3onacHoclb. - Pexuu Aocryrra: i_
bezopasnost/
3, Information Security. - Pexuu Aocryrra: http://www.itsec.rul
7.3. I{nrepuer-pecypcbr
1. Oner fpaHuvtzH, Bla4uuzp Kn.f,en EegolacHocrr nu$oprr,raqvorrHbrx cucleM. - Pexnu Aocryna:
https ://www. intuit.r'u/studi esl coursesl 13 84 5 I 12421 info
2. otsra Jlanosnua Kpunrorpa$uqecKrle ocHoBbr 6egonacnocru. -.pexuu Aocryna:
https ://www. intuit.ru/stud ipVgo!ri9s/28281in fo
3. famlsa Eacalona OcHoert xpranrorpa$un. - Pexuu Aocryna: https://wwwr.intuit.ru/r;tudies/cou19ey69l /,tlzilfo

8. MATEPI4AJIbHO-TE)GIIIIIECKOE OBECIEII4HI4E .ryTC]IUTIIJII4HbI

ltx peuwallnlr gaHHofi AHcqHnnI{HLI HMelorcs crequaJrbHbre noMexleHlrfl Anfl rrpoBeAeHu.,r zassruit
neKr4uoHuozo muna, saunmuft n a6opamopHoeo muna.

Jla6oparopnsre pa6orn rpoBoArrcr B ayA, 100-3, 106-3, 5l l6-3, 5l lr-3.
flepeueur HcrloJlb:3yeMoro Jrr.rrleH3uoHHoro nporpaMMHoro o6ecleqe+rnr: MS Vir;ual Studio



Pa6ouyro rporpaMMy cocraBr{n Dyxapon n.H.
(OI4O, uo4nr,rcr)

PeuenseHr
(upe4cmnurelr pa6oro4arenx)

' (uebro pa6oru,
Ilporpaunra paccMorpeua r,r oAo6peua Ha 3aceAaHun xatbe
llpororonN roaa
3aselyloruuft

Pa6o,ns rporpaMMa paccMorpena u o4o6peHa

llporoxon J\b or
flpelcelareJrb KoMr,rccr{r4

(o noAnucs)

(ozo, uogurzcr)

I4O, no4nucr)

sgce raHLrLry're6Ho -$eroAuqecKoft rcourz ccur,r HarrpaBneHr{fl



Pa6o-rar [pofpaMMa o4o6pena na

Ilpororol 3aceAaHLrf, xaSe4prr jrlb

3aeeAyroquft xa(beapofi

P a6o,n5, rporpaMMa o4o6pena na

flporoxor sace Aalvs, xa(p e4prr J\b

3aseAyroqr.rfi xa(f e4poft

Pa6oqas rporp€MMa o4o6pena Ha

flporoxon 3aceAaHras Ka$egprr l,,lb

3ane4yrorquft ra4e4pofi

yue6nrrft ro4

y.re6urrft ro4



JIIIC T pErI4 C TpAUr4r4 r,I3ME HEi{r4rZ

3as. Ka0eapofi

a pa6ovyro nporp

o6pasoaaremsoft nporpaMMhr Harrpa daueumanauan uueopugmr,Ko u
un Q opu aquo HHbt e me n t ol o ,uu, HarrpaBJreHUOCr{ : 6 arcan a e puam

Bnecenu u3MeHeHLUr 
" "actra/pasAerrurpa6ouefi nporpaMMbr

OcHosaHze
(uorr,rep n AaT a rrporoKoJra


