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1. LEJHA OCBOEHUS JUCLUTLINHBI

Llens ocBoeHMs AMCLIMIUVIMHBI «3aniuTa HH(bopMauim» - obyueHHe CTYHEHTOB METONONOrHH pelieHus
npobnem u 3agauy B obnactu HMH(OPMALMOHHON GE€30MaCHOCTH ¢ HMCIIOJB30BAHUEM MATEMATHYECKOrO anmapara W
KpUITOrpahMueckux npeodpasoBaHmii, -

3apauu:

¢ OsnazeHue HABBIKAMH AHAJIN3A 3a1HIICHHOCTH HH(POPMALMOHHOH CHCTEMBI
*  Hsyuenue npuHUMIOB paboTEl ¢ KPUNITOrpadMUECKUMH aJITOPUTMAMH M OLIEHKOM HX KPHIITOCTOHKOCTH.
* ®DopMHpOBAHHE HABBIKOB paGoThl CO CTaH[aPTHBIMH KpUNTOrpaUyecKMMH  alifOPUTMaMH ¢

MCTIONL30BAHHEM COBPEMEHHOTO almapara nporpaMMHpOBaHHUS

.

2. MECTO AUCIHHUITIJIAHBI B CTPYKTYPE OIIOII BO

Hucuunnuna «3awnra HHPOPMALMH» OTHOCHTCS K pasaeny b1.B.12 - wactu OIIOII, dopmupyemoii
Y4acTHHKaMu 00pasoBaTe/NbHBIX OTHOWIEHMH, Hanpabnehus 02.03.01 «MaTemaruka u KOMITBIOTEPHBIE  HAYKHY.
M3syueHue IMCUMIUIMHBL TIPOXOAMT B 7 CeMecTpe, MPearoaraeT Haiuume Y CTYJIEHTOB HaBbLIKOB MPOrpaMMHpPOBAHMHS
KOTOpBIE MOTYT ObITh M0/Iy4eHBI B paMKax AUCLUIUIHHBI «OCHOBbI [IPOrpaMMHPOBaHHSY,

3HaHHS, TOJyUCeHHbIE B PAMKaX M3YYeHHs JAHHOM JUCLIAILIMHBI, MOTYT OBITh TIDUMEHEHbI AJIS HAIHCAHHS
BBIMTYCKHOH KBaJIM(PHKALIHOHHOM paGoThl.

3

3. IIJIAHUPYEMBIE PE3YJBTATBI OBYUEHUS 11O AUCHOUILTAHE
[Tnanupyembie pesynbraTsl o0yueHHs Mo AWCLMIUTMHE, COOTHECEHHBIE ¢ IIAHMPYEMBbIMH Pe3yJibTaTaMH
ocBoeHus OITOTT

Kon dopmupyempix YpoBeHb 0cBOEHHS [Inanupyemble pe3ynbraTsl 06yUueHHs 10 JUCUMIIIMHE
KOMIETeHLHH KOMIETeHIHH' XapaKTepU3YIOIIHe STanbl (GOPMUPOBAHUS KOMITETEH LM
(MoKasaTeu OCBOEHHs KOMIIETEHIHH)
1 2 3
OINK-4 HONMHOE Croco6eH HaxouTh, AHANTH3MPOBATH, PEATH30BbIBATE

POrpaMMHO M HUCMOJIL30BaTh HA MPAKTHKE MATEMATHYECKHE
anropuT™bl, B TOM YHC/IE C IPUMEHEHHEM COBPEMEHHBIX
BBIUHCJIUTEJIbHBIX CHCTEM

OITK-5 noanoe CnocobeH peluars cTaHapTHeIE 3a1auK npodeccHoHanbHOM
AEATENILHOCTH HA OCHOBE HH(OPMALMOHHOMN K
Gubnuorpaduueckoii KyabTYpHI ¢ IpUMeHeHHeM
MH()OPMALHOHHO-KOMMYHHUKALIMOHHBIX TEXHOIOTHH, B TOM
HHCJIE OTEHECTBEHHOrO NPOHU3BOANTEIIS, H C YYETOM OCHOBHBIX
Tpebosanuii HHGOpMaHOHHO# Ge30nacHOCTH

IIK-5 noaHoe Criocoben yuacTBoBaThH B pa3paboTke TEXHUUECKOHN
AOKYMEHTALIMH NPOrPAMMHBIX MPOLYKTOB H IPOrpPaMMHbBIX
KOMIIJIEKCOB

4. OBBEM U CTPYKTYPA JUCUUITJIUHBI

TpynoemkocTb AMCUHMIIIMHB] COCTABIISET __5  3aueTHBIX EOHHHLL 180  wacos
Bunb! yueGHoii O6bem yuebHoit Dopmel
£ 5 g paboTsl, BKTIOUas paboTsl, TEeKYILIEro
Ne | HaumeHoBanue TeM u/uiu pa3nenos/tem g © o | CaMOCTOATENILHYIO ¢ NMPUMEHeHHeM KOHTpOJIst
n/o JHUCLHTUTAHbI b2 E % paboTy cTyneHTOB WHTEPAKTHUBHBIX YCIIEBAEMOCTH,
© © | M TPYAoeMKoCTb (B METOI0B (popma

yacax) (B uacax / %) MPOMEKYTOUHOH
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1 Teoperuueckue OCHOBBI 3ammTel | 7| 1-4 4 2 25 | 4/67
HHpOpMALHH '
2 Kpuntorpaduueckue Meropsl 3ammutel | 7| 5-10 | 28 12125 | 30/75 peHTHHr-KOHTpPONB
HHpOpMALMH Nel
3 OCHOBBI KPHIITOAHATH3E 7| 11-16 | 2 2 24 | 3/75 PEHTHHT-KOHTPOJIb
Ne2
4 OcHoBBI cTeranorpaguu 7] 17-18 | 2 2 25 | 3/75 PEHTHHT-KOHTPOJIL
Ne3
Beero3a 7 cemectp: 18 36 18 | 99 | 40/73 9K3aMEH
(27 4acos)
Hanuuue B nncummnune KITVKP
Hroro no gucummnune 7|18 36 18 |99 | 40/73 9K3aMeH
(27 vyacos)

Copepixanne JeKIHOHHBIX 3AHATHI 10 AMCIHILINHE
«3amuTta HHPOpMALHH»
Paszpnen 1. TeopeTuueckue 0cHOBBI 3alMTE HHOPMALMH
Tema 1. IousTue unpopmaumonnoi GesonacHoctn, Kirouessie BOmpock HHpOpMaLMOHHOMN Ge30nacHoCTH.
PaccmatpuBaloTcs NMOHATHS 3KOHOMHYECKOH M MH(OPMALMOHHON 6esonacHocTd. OMUCHIBAETCS ob1nas
CTPYKTYpa MH()OPMaUMOHHOH G€30ImacHOCTH ¢ TOUKM 3peHus TpeGoBaHwMiA MH(POPMALIMOHHOH 6e30MacHOCTH.
PacemarpuBaroTes KiodeBbie BONPOCh! HH(GOPMAIHOHHOM Ge30MacHOCTH: HANO0 M 3AIHIATECS H UTO clienyer
3alMIIATL?  OT KOTO HAJI0 3alUMIIATECS? OT Yero Hajo 3alMINATbCA? KaK Hajlo 3alMMINaThes? 4TO 0BecreuuT
3(eKTHBHOCTD 3aMTBI? BO 4TO 0GOHAETCS pa3paboTKa, BHEAPEHHCE, 9KCIUTyaTal|sl, CONPOBOM/ICHHE H Pa3BHTHE
CHCTEM 3alUMTHI?
Tema 2. Buasi yrpos uadopmauuonHoii 6e30nacHocTH
Ilpusonarcs  Bumbl  yrpos uudopmaumonHoif  GesonacHoOCTH, KIacCH(OHUKALMA HUCTOYHHKOB Yrpo3 u
3aIMINAaeMOi HHpOpMALIHH.
Tema 3. Ocroeel 3akonosaTenbeTBa B 061acTH obecnedeHns HHGOPMALHOHHOMN Ge30MaCHOCTH
PaccmatpuBaercs HopmaTHBHOMN Gasa ans sammthl uudopMatmn. 3akononarenberso CLLUA U Esporibl B cdhepe
3aWMThl HHQOpMaLKK. 3akoHoaaTebeTBo PO B cdepe 3auumThl HHDOPMALKH.
Tema 4. TlocTpoenue crcTeMbl HHPOPMALMOHHOIT Ge30MacHOCTH
PacKpLIBAIOTCS MOHATHS OTBETCTBEHHOCTH M MPOrPAMMbI MHOPMALIHOHHOH Ge30MacHOCTH. PaccmatpuBaiorcs
MOJC/IM  MH(OPMALMOHHOH Ge3onacHOCTH, TpeGOBaHMS M OCHOBHBIE 3TArlbI peanusaunu  MHGOPMALIMOHHO
OesonacHOCTH.  VKA3bIBAIOTCA — MEpONPHATHS [0  3aliuTe HHQOPMAUWHK, TNpUMeHseMble B  OpraHU3alny.
PaccmarpuBaercs nonstie nonutikk 6e30MacHOCTH, MPOBOAMTCS pacCMOTpeHHe METOJOB AHANH3Aa W YNpPaBIeHHs
PHCKaMH MPH pealiM3alMi HHOPMaLMOHHOMN Ge30nacHOCTH
Pazpen 2. Kpunrorpaduueckue MeTos! 3amursl MHbOpMAaLmu
Tema 1. OcnoHble nousTHst kpunrorpaduu, Knaccuduxauus IHPOB.
Pacematpusatotes nonsats kpunrorpaduu, kioua, mudpa, KPUITOrpamMMBl, KpUNTOrpadguueckoro npeodpasoBaHus,
wudposanus, aewnpposanns. TpuBomUTCs CXeM npocrekued kpunrorpadguueckoii cucremsr no Llennony.
Pacemarpusaeres knaccuukauuy wndpos no pasHeM NpU3HAKaM.
Tema 2. Knaccuueckas kpunrorpadus.
PacemaTpuBaioTcs  McTOpHUEcKHE KpunTorpapuueckue cuctembl (wupd U WHPPOBATbHBIE yerpoiicrea) ¢
APEeBHEHIIHUX BPEMEH JI0 cepeHbl XX B.
Tema 3. ITepecTaHoBOUHBIE W LIHGBPBI 3aMEHBL.
Pacemarpueaiores wmdpel nepectaHoBok M 3aMeHbl, MOHOAI(ABUTHBIE U nosnuaindasuTHele. B kauecTBe npumepos
paccmarpusaioTes wuppsl Liezaps u Bikenepa, Yka3biBaloTes METO/IbI MX KpUNTOAHATU3A.
Tewma 4. LLludpopanue raMMHpOBaHHEM H OIHOPA3OBbIE GIOKHOTHI (undp Beprama).
Paccmarpupaercs  anroputm  mmdposanus raMmMupoBaHHeM W  wHdp Bepnama. [lokasbiraercs
KPHITOCTOHKOCTE 1M (pa BepHama,
Tema 5. Cummerpuunbie uigpel. Cets DeticTens.




Paccmarpusaercs anroputv wmpposanus ¢ uenonbsopaHueM cetd DeicTens, a TaK ke OCHOBHbIE
npcobpazyiomiye  (GyHKUMM, HCTIONb3yeMble B JaHHOM airoputme. IIpumepb wKQpoBaHus/netHppoBaHms.
YKasblBaloTcs METO/Ibl KPUIITOAHATH3A JAHHOTO Hdpa. )

Tema 5. Cummerpnunsie wndpsl. DES
PaccmatpuBaercs  anroputM  wmdpoeanus  DES, pexumbl - ero  paboret  (CBC;CFB;OFB).  I[Ipumepsi
upposanus/AemndpoBaHus. YKa3bIBAIOTCA METO/BI KPUNTOAHAIH3A AAHHOTO wupa.

Tema 6. Cummerpuunbie mudper. Ludgp FTOCT 28147-89, mmdp Blowfish.
Paccmarpupatores anroputmbl mmdposanus FOCT w Blowfish. Vkaseisatores NPEeUMYILECTBA MO CPABHEHHIO C
DES.
Tema 7. Cummerpuunbie wndper. AnropurM Rijndael, wmdp AES.
Paccmarpusatores anroputmpl windposanns Rijndael u ocHoBaHHbIH Ha Hem AES.
Tema 8. CummeTpuyHbIe WUdpLL. YpaBieHHe KIIOUeBoil MH(pOopMaLmei.
Paccmarpusaercs ITporokon Kerberos.

Tema 9. IloTokoBble LK psI
Paccmarpusaercs nonsaTue norokororo mwudpa. TUNb! NOTOKOBBIX IHPPOB, KX OTIHYME OT GIOYHBIX.

Tema 10. TTorokoeste wnppst. Lndp RC4.

Paccmarpusaetcs anropurm RC4, ero kpunroananus u npuMepsl MCHIONb30BAHHKS.

Tema 11.AccumMeTpHuHOe WH(poBaHue.

Pacemarpusaercs nonstie accumerpuutoro wrgpa. Ero ominune oT cUMMETpUUYHOTO.

Tema 11.Accumerpuunoe widposanue. Pacnpenenenue kmoueii no cxeme Juddu-Xennmana

Paccmarpusaercs anropurm Tnddu-Xennmana, nossonsiouuii 1syM aGoHeHTaM, 0GMEHHBASCH COOBLLCHUAMH
1o HeOE30MacHOMY KaHaly CBA3M, PACIPENCITUTE MEXK/TY COBOH CeKpPeTHBIH KoY LIH(POBAHUS.

Tema 12.Accumerpuunoe mudposanue. Iuppsr RSA, Dib-Tamans,

PaccmatpuBaroTest KpunTorpaduueckie CHCTEMBI Ha OCHOBE aIropuT™MoB RSA u Dib-T'amans,

Tema 13. KomOuHHpOBaHHAs KPUNTOCHCTEMA IH(POBAHMS

PacemaTpuBaioTest METObI COBMECTHONO HCMIONB30BAHME CHMMETPUUHBIX M ACCHMETPHUHBIX K pos.

Tema 14, Xow dyHkimu. Anropurmel SHA-1 u N-hash.

PaccmarpuBaloTes moHATHS X311 QYHKLMH, JafikeTca U UX 0cOGEHHOCTEH. PaccmarpuBatoTest peanizauuu
X9l GyHKUMEH u MdPOB Ha K3 ocHoBe Mo anropurmam SHA-1 1 N-hash.

Tema 15. Onexrponnas wudposas mommucs (DLUT). Anropurm (GopmMupoBanHus  3MEKTPOHHO-LMPPOBOI
noarnucu DSA.,

Pacematpusaetcs nousrue DL, a raroke ee GopMUPOBAHHE HA OCHOBE anroputma DSA.

Tema 16. 3aura nadopmaumu B IP cerax.

PaccmaTpuBaloTest OCHOBHBIE NPOTOKOILI ceTH MHTepHer, ofecneunparomye sauuty uHopmauun: S/MIME,
SSL u TLS, IPSec, SKIP, ISAKMP u MexcereBblie 9KPaHBI.

Tema 17. Kpunroanropurmbl npocrpancTea Net.

Pacemarpusaercs npocrpancTeo umen [TpocTpaHeTBo UMeH Cryptography B .NET Framework.

Tema 18. XML- kpunrorpadus

PaccmarpuBatores BosmoskHocTn XML —Kpunrorpaduu, CpaBHUBAIOTCS pasiMuHble THIB XML —noanuceii

Paznen 3. Kpunroananus,

Tema 19. Kpunroananus ~

PaccMarpuBaloTes MeTO/bI KPHITOAHAIH3A: YACTOTHBIH, METO MOJHOrO nepebopa, aTaka no KJIoYaM, METOL,
"BeTpeun nocepesnHe”. KpunToaHanus cHUMMETPHUHBIX WH(PPOB, KPUNTOAHANH3 ACHMMETPHYHBIX IIH(POB,
KPUNTOAHAJM3 XJL (PyHKLMI, KPUIITOAHANIM3 10 MOGOYHBIM KaHAIAM, KBAHTOBbI KPHUITOAHAIIH3.

Pasnen 4. OcHoBbl creraHorpaduu

Tema 20. OcHoBbI cTeranorpahuu

Ilowsirne u Buabl cteranorpaduu. Creranorpadus u usobpaskenns: meton LSB, creranorpadus u Buseo,
creranorpagus u ayauo. CreraHorpadyuueckie porpaMMHEIE TIPOLYKTSI.

Coaepxanne 1a6opaTopHBIX 3aHATHIT 110 AMCHMILTHHE
Pasnen 1. TeopeTnueckue 0CHOBBI 3aLIUTbI HHpOpMaLIMK
Tewma 1. INonsarue undopmauronnoii 6ezonacHoctu. Knouesbie BOIPOCHI HH(OPMALIMOHHOH Ge30MacHOCTH.
JlaGopaTopuas pabora  Nel. «JInneiinbie KOHIPY3HTHbBIE reHepaTopbl nceBaoCay Al HBIX
NMOC/IeA0BATENbLHOCTEH»
WMsyyenne wu nporpammuas  peanusauus  uHelHbIX KOHTPYIHTHBIX ~ I€HEpPaTOpOB  MCEBAOCTYUaiHbIX
noc/Ie10BaTENEHOCTEH,
JlaGopaTopuass paGora Ne2, «dlogcucremMbl NapoJIbHOH  ayTeHTHHKAUHU noJb30BaTeNeld. ['enepaTopn
napoJieii. Ouenka cTemenn ¢ToiiKOCTH NAPOJILHOIT 3AMATHD
HcenenoBanne naponbHbIX MofcHeTeM ayTeHTH(UMKALMK Monb30BaTeNel. Peausawus MpocTeillero reHeparopa
napojiei, obnazatouiero TpeGyemMoli CTOHKOCTBIO KO B3OMY.



Paspen 2. Kpunrorpaguueckre MeToasl 3amuThi HHGOpPMALAN

Tema 1. Knaccuueckas kpunrorpadus .

JlaGoparopuas pa6ora Ne3. «Knaccuueckas kpunrorpadgus. undp Lezapsn»

H3yuenne u nporpammuas peanusauus wudpa Llesaps.

Tema 2. Cummerprunas kpunrorpadus

Jaboparopuas pabora Ned. «Cummerpuunast kpunrorpadus. Cers DelicTesnsy

W3yuenune ocobenHocTeii M nporpammuas peanusaips ceti Oelicrens.

JlaGoparopnas paGora Ne5. «Cummerpuunast kpunrorpadust. [loTokonbIit mupp RC4»

Peanusosats npocTeliiumii NOTOKOBBIH WHGP ¢ CHMMETPHYHBIM KIFOUOM Ha OCHOBE ajaroputma RC4,

Tema 3. Accumerpuunas kpunrorpadus

JlaGopaTopuas paGora Ne6, «ACCHMETPHYHbBIE AJITOPHTMBI INH(POBAHMS JAHHBIX. Aaroputm RSA»

M3yunTb npuHUmMn paboThl ACHMMETPHYHBIX aNTOPHTMOB LHPOBAHHS Ha npuMepe anroputma RSA.

Tema 4. Kpurnrrorpadus B OC Windows

JlaGopaTtopuas paGora Ne7. «IIporpaMmmupoBanne KpunTorpaduuecknx npopaiinepos na miarpopme .NET:
Aaroputmel xamuposanua SHA-1 u MD5y

HayuuTbes uenosnp3opathb kpunrorpapuyeckue npopaiiaeps! xow-gpyukumit B NET Framework.

Pasnen 3. OcHoBbl kpunToananusa

Tema 1. uddepeHunansublii kpunToaHamms

JlaGoparopnas pa6ora Ne8, «uddepennuanbupiii KPHITOAHANN3 GI0UHBIX mudpos»

Hzyuute metop audibepeHLHaNbHOrO KPUNTOAHANH3A IPUMEHUTENBHO K MHOIopayHAOBbIM aIrOpUTMaM GJI0UHOTO
WU poBaHus,

Pasznen 4. OcuoBbr cTeranorpadum

Tema 1. CkpbiTie TekcTOBO#M MHpOpMauuy B (aiiie n306paxkeHns

JIaGoparopuas pabora Ne9. «Creranorpadus. CKpbITHE TEKCTOBOI ungopmanuu B daiisie n306paxkenns»
PeanusoebiBate meton LSB, koTophiii 3akmouaercs B 3aMeHe MOCHEHHX 3HayaluluX OMTOB B KOHTelHepe
u300pakeHHs Ha GUTBI CKPHIBAEMOr0 COOGLIEHHS,

5. OBPA3OBATEJIBHBIE TEXHOJIOI' UA
B npenonasanun nucumnnuusl «3awuma ungpopmayuuy MCTIOJNIB3YIOTCST pasHoOOpa3Hele 00pa3oBaTenbHble
TCXHONOTHH KakK TPAAHUHOHHDIC, TAK H C IPUMCHCHHEM aKTHBHBIX M MHTEPAKTHBHBIX METOMOB OGYUEHHS.
AKTHBHbBIE H HHTEPAKTHBHBIE METOMIBI O0YUCHHS:
—  Humepaxmusnas nexyusn (mema Ne 1-20 );
— Ipynnosas ducxyccus. (mema Ne 2 );
= Ananuz cumyayuii (mema Ne_4_);
= Hpumenenue umumayuonnvix modeneii (mema Ne 19 );
—  Pasbop xouxpemuvix cumyayuii (mema Ne 4 ),

6. OHEHOYHBIE CPEACTBA JJISI TEKYIIEIO KOHTPOJISI YCIIEBAEMOCTH,
IMPOMEXYTOYHOM ATTECTAIIMH I10 UTOTAM OCBOEHUSI JACHTUIIIMHBI 1 YYEBHO-

METOXUYECKOE OBECIIEYEHUE CAMOCTOSTEJILHOM PABOTBI CTYJAEHTOB

Peiimunz-xonmpons 1

Bapuanur 1

PaseepHyTO OTBETHTH Ha BOMPOCEH.

Bonpoc 1. Kiouesbie Bonpocs! HHOPMALHOHHOH 6€30M1aCHOCTH.

Bonpoc 2. Buast yrpos nndopmaumontoii GesonacuocT.

Bonpoc 3. Aaroput nposeaeHus aHanH3a U OLeHKH Yrpo3 HHpOpMaLMOHHOH Ge3onacHOCTH.

Bapuanr 2

PazBepuyTo oTBeTHTE Ha BOMPOCHL.

Bonpoc 1. CocraBnsiowue HHpOpPMALHOHHOHN Ge30MacHOCTH.

Bonpoc 2. Monenb yrposs nuopMaLmoHHo# Ge301acHoCTH.

Bonpoc 3. OcHoBHbIE BUBI 3aLIHIAEMOiT HH(pOpMaLHH.

Bapuanr 3

PasBepHyTO OTBETHTH Ha BOTIPOCHI.

Bonpoc 1. Buap! yrpos undopmatmonHoit GezonacHocTy.,

Bornpoc 2. 3akononarenscteo P® B 06nacTy 3aiuTh! HHpOpMaLIMH.

Bonpoc 3. Coneprkanne Moaenu uudopMauronHoii GezonacHocTy.

Bapnanr 4

Pa3spepHyTo OTBETHTH Ha BONPOCHI.

Boripoc 1. KnoueBble Bonpockl Hu(opMAamoHHoit 6e30macHoCTH.



Borpoe 2. Buzbl Mozeneit uHGopMauHoHHO# 6€30MacHOCTH.
Bonpoc 3. INonuTka uHGOpMaLMOHHOM Ge30MaCHOCTH.

Peiimunz-xonumpons 2

Bapuanr 1 ]

PasBepHyTO OTBETUTH Ha BOIMPOCHI.

Bonpoc 1. Anroputsm paciundposanus TOCT 28147-89.

Bonpoc 2. Anroputm pacnipeaeneHus kitoueit no cxeme uddu-Xennmana

Bonpoc 3. Anroputm RC4

Pewurts 3agauy.

3anaya Nel. Anroput™ wndposanus rsa.

CreHepupyHTe OTKPBITBIH ¥ 3aKPBITHII KIKOUH B anropuT™e WHppoBanus RSA, Beifpas npocTble uncia p U q U3 neppoii
COTHH, amndpyiite cooblueHue, cocTosee U3 BalKWX HHULManoB: U0,

Bapunant 2

PassepHyTo OTBETHTH HA BOMPOCHI.

Bonpoc 1. Anroputm pacumdposanus F'OCT 28147-89. O6was cxema.

Bonpoc 2. udp Blowfish

Bonpoc 3. Tlporokon Kerberos

3amaua Nel. Anroputm mudpoBaHus rsa.

Pewuts 3anauy. '

CreHepupyiiTe OTKPBITBIN M 3aKPBITBIA K104 B anropuTMe Wndposanus RSA, BeIGpas npocTsie yucna p v q u3 BTopoit
COTHH. 3awndpyiite cooblieHue, cocTosIee U3 Balux uuumanos: ®HO.

Bapuanr 3

Pa3BepHyTO OTBETHTb Ha BOTIPOCHI.

Bonpoc 1. Kakue ¢yHKLHH MOTYT HCTIONB30BATHES NPH WHppoBaHuu B cetH Delictens?

Bonpoc 2. Onucare anropurM pacnpenenenus kmoueit no cxeme Juddu-Xemimana

Bonpoc 3.0nucars anropurm RC4

PewuTs 3aauy.

3anaua Nel

Boinonnuts 3 paynna mudposanns u aetndposanus cetsro Dedicrens coobwenue «2014», rae F=(L+n)mod 256 (mod
— OCTaTOK OT JIeJIEHHs), N — HOMEp BapHaHTa.

Bapuanr 4

PazeepHyTO OTBETHTE Ha BOMPOCHI.

Bonpoc 1. Kakumu coiicreamMu 00nagaioT X3 GyHKIHAN?

Bonpoc 2. Onucars anroput™ wndposanus iib- [amans

Bonpoc 3. Onucars anropurm wudposanus DES

Pewnts 3anauy.

3anava Nel.

Henonesys wudp Lesaps, sammndpyiite con ®amunuio Mms Otuectso. Besnunna cipura paBHa HomMepy BapHaHTa.

Peiimune-xonmpons 3

Bapuanr 1

PaszeepHyTO OTBETHTE Ha BOIIPOCHI.

Bonpoc 1. KomGunuporanHas kpunrocucrema wHgposaHus
Bonpoc 2. Anropurm dopmupoBanns DiekTponHo-uugpoBoii noanucn DSA
Bonpoc 3. ITporokosst SSL u TLS

Bonpoc 4. KpuntoaHanns cHMMETPHYHBIX LIH(POB
Bapuanr 2

Pa3BepHyTO OTBETHTb Ha BOTIPOCHI,

Bonpoc 1. Xaw ¢yHKIMH

Bonpoe 2. Anroputm SHA-1

Bonpoc 3. IIporokon S/MIME

Bormpoc 4. KpunToaHanyus acHMMETPUUHBIX HPPOB
Bapuanr 3

PaszBepHyTO OTBETHTH Ha BOMPOCHI.

Bompoc 1. DnekrpoHHas umdposas noanuck

Bonpoc 2. Anroputm SHA-1

Bonpoc 3. [Tporoxon S/MIME

Bonpoc 4. Kpunroananus xeu-hyHkimii

Bapuanr 4,



PasBepHyTO OTBETHTL Ha BOMPOCHI.

Bompoc 1. Creranorpaduueckue metombt

Bonpoc 2. Kpunroanropurmbt npocTtpaHcTea .Net
Bonpoc 3. YactorHerii kpunroananus

Bonpoc 4. KeaHToBbIe KpHNTOAATOPHTMEL.

IK3aMeHANHOHHBIE BONPOCHI N0 JHCUHILINHE:
- CTpyKTypa M OCHOBHBIE COCTABNSIONINE HHPOPMALIMOHHOM BE30NACHOCTH
. O6wue Bonpocs! HHGOPMALMOHHOI Ge30MacHOCTH,
. Buztel yrpos nHdopmaumonnoii 6e3onacuocTt.
. 3akoHomarenscTBO P® B 0bnacTu HH(OPMALIMOHHOMH 6€30MacHOCTH.
. Knaccnueckas kpunrorpadms.
. [udp Lesaps.
. Cetb Deiicrens.
- DyHKUMH, UCTIOJIB3YeMbIe TIPH WH(poBanuK B cetn DeiicTes.
. Anropurm wndposanus TOCT.
10. Anropurm wudposanus Blowfish.
11. Anroputm mmdposanus DES.
12. Anroputym wugposanus Rijndael.
13. Anroputm mudposanus AES.
14. TTorokoesle wrdpsr. Anropurm RCA4,
15. Anropurm pacnpesenenus kiovei no cxeme Huddu-Xennmana,
16, Anroput™m wudposanus RSA.
17, Anropurm wndposanus Dnb- Damans
18. Anroput™ wudposanus SHA-1.
19. CeoiicTra 01HOCTOPOHHMX (yHKLIHIA.
20. Kpuntoasnropurmsl npoctpancrsa .Net.
21. INpotokonsl 3awmTel MHdGopMaimu B IP ceTsx.
22. Metonbl KpunToaHai1za
23. Metone! creranorpadmm.
3agaun:
3anaua Nel,
Hcnone3ys wmdp Lesaps, salnppyiite ceon amunuio Ums Oryectso. Bennunna CIIBHUI'a paBHa HOMEpPY BapHaHTa.
3anaua Ne2,
3awudpyiire cioeo AJIODABUT no ramme HACHTX.
3ajaua Ne3.
3awndpyiire cnoso AJIOPABUT wuppom Biwkenepa ¢ kmoyom MUP
3apaua Ned,
Coobwenne SOKYDIOLIGCWUUHO 3aLUH(POBAHO LH(DPOM BEPTHKAIBHOI MepecTaHOBKH
( 1 2 3 45 6)
35 4 1 6 2
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Pacudpomats coobimeHue.
3apaua NeS.
Sawndpyiite npeanoxkenne, npuMeHuB CJIEAYIONIYIO NEPECTAHOBKY CJIOB: MEHSIOTCS MECTAMM IIEPBOE M IOCTE/IHee

CJ/10Ba, 3aTeM BTOPOE M MPEAIOCeIHee U T. /1.

3amaua Ne6.

CKOJbKO JIONONHATENBHBIX GUT Hamo MOGaBUTL K coolwennto minHOH 100 cuMBONIOB, eciu KOJIMPOBAHUE OJIHOTO
CHMBOJA TpeOyer 86KT 1 Grounslil kdp paboTaer ¢ GrokamMu THHOMN 646HTa?

3anaua Ne7.

Bemmosnnuts 3 paynaa wmdposanus u Aemmndpoanus cethio Pelicrens coobmenne «2016y, re F=(L+n)mod 256 (mod
— OCTaTOK OT ACJICHUA), N — HOMEP BapHAHTA.

3agaua Ne8,

OTKpBITBIH TEKCT M €ro WHPPOTEKCT UMEIOT Ay 46uTa, JuiuHa Ktoda 36uTa. DYHKUMS H3BieKaeT |-bidu 3-wii GuThI
KJTIoHa, MHTEPNPETHPYET WX KaK JECATHYHOE YMCJIO, BO3BOAUT €ro B KBaapaT W MHTEPOPETHPYET pesy/bTaT Kak 4-
burosyto nocnenosarensHocTs, Haiirn pesysbrar 3aWM(BPOBAHMS W PacLUMPOBAHKS, €CITH NIEPBOHAYAILHBI] MCXO/THBIN
TekeT —0111, kmou—101,

3anaua Ne9,

CreHepupyiTe OTKPBITDII 1 3aKPLITBIH KJIIOUH B aropuT™e WHppobanus RSA, BbIOpAB NPOCTHIE YKCAA P U q U3 nepeoit
CoTHH. 3ampyiite cooblieHue, cocTosAee U3 BANX HHULHATOB: DU,

3amaua Nel(,
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15,
16.
17.
18.
19.
20.

21

Bonpockl 11l KOHTPOJISI CAMOCTOSITEILHOI padoThl:

Packpoiite noHATHA HHOPMALMOHHO H SKOHOMHUECK@OH 6e30MacHOCTH.

[Tepeuncnure U OMUIIKMTE BH/BI HCTOMHHUKOB YIpo3 MHPOPMALMOHHOH 6e30MacHOCTH H UX 0OCODEHHOCTH.
YKa)kuTe OCHOBHbIE BU/IbI 3alHILaeMOH HH(OPMALIHH.

OnuLIKTE MEXTYHAPOTHOE 3aKOHOATENLCTRO B Chepe 3aIHThl HHPOPMALIHH.

OnuumTe CTaHIAPTH M 3aKOHOAATENLCTBO PD B chepe 3amuThl HHPOPMALHH.

YKa)XHTe OCHOBHBIE ACMIEKTh! OCTPOCHHUS CHCTEME]! MH(pOPMaLMOHHOH 0e30MacHOCTH.

Cdopmynupyiite nporpamMmy MH(pOpMaLHOHHOH O€30MacHOCTH.

[Tpruncaure Mojeny HHGOPMALIMOHHON 6e30MacHOCTH, YKaKUTe X 0COOEHHOCTH.

KakoBbl OCHOBHBIE 3Tarbl pealu3aliy MOJIeH HHPOPMALIMOHHOH 6e30macHoCTH?

. Kaxue meponpusTus no 3amure MHGOPMaLUK NPOBOAATCS B OPraHU3aLMax?

. Kaxum obpasom popmupyeres nonurrka 6e30nacHOCTH B OpraHu3alnu?

. Kaxum o6pazom npouzBoauTes ynpapieHHe pUcKaMy B CHCTeMaxX HH(OPMaLMOHHO#M 6e301acHoCTH.
. Kax ouenuaercs 3(p(peKTHBHOCTb U PeHTA0ENLHOCTD CHCTEM MH(IOPMALIMOHHOI 6e30MacHOCTH.

Kakue meropnonoruu oueHkd 6e30rnacHOCTH WH(POPMALMOHHOH CHCTEMbl CYLIECTBYIOT M HCIIOJb3YIOTCS
cerosiHs?

Yo Takoe kpunrorpaduyeckas 3alura HHpopmMaLuu?

Kakue wiaccuduxauuy WndpoB CyLLECTBYIOT Ha CErOAHLIHHA IeHb?

Onuuure mupdsl U yeTpolcTBa KNaccHUecKoH kpunTorpadmu.

B uem 3ai/04aeTes CyTh MOACTAHOBOYHBIX U [1€PECTAHOBOUHBIX LUM(POB?

Packpoiite cyts mmdpa Lesaps.

Onuwwure wndp Brxenepa.

. YKa)KHTe OCHOBHBIE MPUHLMIBI LIM(DPOBAHHS rAMMHPOBAHUEM.
22,
23.
24,
25
26.
27.
28.
29,
30.
31.
32,
33
34.
35.
36.
37.
38.
39.
40.
41.

Kak ucnonesyercs mugppoBaHie METOIOM OIHOPa30BOro 61okHOTa?
B 4em 3akiovaeTcs cyTb CUMMETPHUYHOMH KpunTorpadun?
Kak dopmupyerca cerb Deiicrens?
Kakum o6pazom opranuzoBaHbl wHdpsbl Ha ocHose ceTH Deiictens: [OCT, Blowfish?
Onuwwure wndp DES.
Onuwure npuHumn aeficteus wudpor Rijndael, AES.
KakoBbl 0cobeHHOCTH NoTOKOBOTO WKHdpoBaHus no anroputmy RC4?
VYKaknuTe OCHOBHBIC MPHUHLMITBI ACCUMMETPHYHOI KpunTorpaduu.
Onuwwure wndp RSA.
Onuwure maremaTHyeckyto 6asy wudpa b ['amans.
Chopmynupyiite nonstre DL
Onuwure DSA anroputm dopmuposanus DL
CopmynupyiTe NOHATHE XL W €ro OCHOBHBIC CBOHCTBA.
Onuuwnre anropurmbel SHA u N-hash,
Onuunre MaTeMaTHyeckylo 6a3y anropurMmos Tuna MD.
Kaxum o6pazom npousBoauTes KOMGHHHPOBAHHE CUMMETPHUYHOM 1 aCCHMETPHUHOM KpunTorpahun?
Kakum obpazom peanusyrotcs ¥ HCMOB3YIOTCS KpHUNTONpoBaiiaeps! Ha ruiarhopme .NET?
C uenosib30BaHKeM KaKHX MPOTOKONOB OCYIIECTRIseTCs 3auTa HHpopmauuu B IP cerax?
Kakne ocHOBHBIE METO/IbI KPHNITOAHAIM3A CYIIECTBYIOT?
Packpoiite ocHOBHbIE MeTObI LM(POBOH cTeraHorpadum..
@OHJ OUEHOYHBIX CPEACTB JUIl MPOBEJACHUA AaTTECTALMH YPOBHA CHOPMHPOBAHHOCTH KOMIIETEHLHH

06y'~Ia}OLU,HXCH Mo AMCUHUIUTHHE OCIJOPMJ'IHCTCH OTACIbHBIM JOKYMEHTOM.

7. YYEBHO-METOJUYECKOE U UHOOPMAIIMOHHOE OBECIIEYEHUE

JIMCUMILIAHBI
7.1. KuuroodecneueHHOCTD
Hanmenosanwne nutepaTyphbl; aBTop, Ha3BaHHe, BHI l'on KHHUTIOOBECIIEHEHHOCTD
M3JaHKA, H3ATENTbCTBO H3JaHHA
KonnuecTtso ax3emmnapos Hanuuue B
u3naHui B 6nbnuoTteke INEKTPOHHOH
Bnal'Y B cooTBeTcTBHH C oubnuoreke Bal'y
@roc BO
1 2 3 4
OcHoBHas nutepaTypa*
1. AO. Kyuepux, A.1O. Jlekcun, [I.H. Byxapos, A.1O. 2017 http://e.lib.vIsu.ru/bitstr
Ilarypuna Kypc nekuuii no nucuminge «3alura eam/123456789/6466/1/
uHopmauumiy / Braaum. roc. YHH-T UMEHH AJlekcaHapa 00702.pdf




['puropbesuua u Hukonas ['puropberuda CToneToBbIX, —
Baanumup: Msp-po Bal'y

2. Kyuepuk A. O. ,Byxapos JI. H. 2017 °
Hoguikosa O. A., Cambiukun B. JI, Metomuueckue
YKa3aHHA 110 BBITONHEHHIO 1a6OPaTOpHEIX padoT 1o
mucuuniuKe «3aiuta uHpopMaununy Braaum, roc. yHu-
T UMeHH Asiekcanapa ['puropsenya u Hukonas
['puropbeBnua CTonETOBBIX; — Baagumup: Usn-so Bal'y

http://e.lib.vlsu.ru/bitstr
eam/123456789/5886/1/
00678.pdf

3.Bonenoga 3.A., UnpopmauonHslit mup XXI seka, 2018
Kpunrorpadus - ochoBa uHdopmaunonHoii
OesonacHocTu [Anextpounslit pecype] / Bonenosa 9.A. -
M. : Haukos u K '

http://www.studentlibrar
y.ru/book/ISBN978539
40303 14.html

JononuurenbHas ureparypa

I ABepuenkos B.M., Kpunrrorpaduueckne MeTomb! 2017
3alUATL MHpOpMAaLKK [DNeKTpoHHbIit pecype] /
Asepuenkos B.U. - M. : ®JIMHTA.

http://www.studentlibrar
y.ru/book/ISBN978597
6529472 html

2. Appownn C.M., IluckpeTHas MaTeMaTHKa. 2017
Monynsapuas anre6pa, kpunrorpadus, KOJHpOBaHHe
[SnexTponnsiit pecype] / Apjowun C, M., HaGe6un A.
A. - M. : IMK Ipecc.

http://www.studentlibrar
y.ru/book/ISBN978594
0744083 .html

3. Bupiokos AA., Hudopmauronnas GesonacHocTs: 2017
3alluTa W HanajeHue [dnekTpoHHslit pecypc] / Bupiokos
A. A. - M. : IMK TIpece.

http://www.studentlibrar
y.ru/book/ISBN978597
0604359.html

7.2. IlepuoauvecKkue H3AaHAN
1. XKypnan "3amura undopmaruu. Uucaiin”. - Pescum noctyna: http://www.inside-zi.ru/

2. Vinopmatmst v GezonacHocTs. - Peskum nocryna: hitp://cchgeu.ru/science/nauchnye-izdaniya/ informatsiya-i-

bezopasnost/
3. Information Security. - Pesxum octyna: http://www.itsec.ru/

7.3. UnTepuer-pecypenl

1. Oner I'panuunu, Bragumup Kuses Besonachocts HH(OPMAIMOHHBIX cHCTeM. — Pexkim JocTyna:

hitps://www.intuit.ru/studies/courses/13845/1242/info
2. Onbra JlanonuHa Kpunrorpaduueckue ochorbl Gesonachocty. — Peskim JocTyna;
https://www.intuit.ru/studies/courses/28/28/info

3. l'anuna Bacanosa OcHOBbI Kpurnrorpadguu, — Pexxum octyna; https://www.intuit.ru/studies/courses/691/547/info

8. MATEPUAJIBHO-TEXHUYECKOE OBECIEYEHUE AUCITUIIIAHBI
Anst peanusali NaHHON AMCLMILIHHBI MMEIOTCS CELHaNbHBIE TIOMELUCHUA /I TPOBEACHUSI 3aHSTHIA

NEKYUOHHO20 muna, 3anamuii 1a60pamoprozo muna.
JlaGopatopubie paGoTs mpoBozsTes B aya. 100-3, 106-3, 5116-3, 511r-3.

[epeuens nenonszyemoro muuensuonHoro nporpaMmHoro obecnevyenus: MS Visual Studio




Pa6ouyro nporpammy coctapm byxapos JI.LH _
(PUO, noamucs)
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ITporokomn Ne f7 ored 08 LY m}j/_g
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(PHO, noanuce)
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JUCT IIEPEYTBEPKIEHU ST
PABOYEI IPOI'PAMMEBI U CHUTIINHBI

Paboyas nporpamma oi06pena Ha yueOHBIH roj

[Iporoxon 3aceanus xadempsl Ne oT roma

3aBenyromuii kadepoit

Paboyast mporpamma o106pena Ha yueOHBI roj

IIporoxon 3acenanus kadempsl Ne oT roja

3aBenyromuit kadeapoit

Paboyas nporpamma o106pena Ha yueOHBIH roj

[IpoTokon 3acemanus kadempsr No oT roza

3aBenyromuii kadeapoi




JUCT PEFTMCTPAIIMU N3MEHEHUIA
B pabouyio nporpaMmmy AMCLMILUIMHbI
3ALHTA HHOOPMALIHH
obpasoBarenbHON nporpamMmbl Hanpasienus noarotoky 02.03.01 «MareMaTHKa 1 KOMIBIOTEPHBIC HAYKHY,
HanpaBeHHOCTh: «MareMaTHyeckie METOIbl B SKOHOMHUKE U uHaHcax» (6akanaspuar)

Homep BheceHbl H3MEHEHHs B 4acTH/paszielibl Hcnonnurens OcHoBaHHe
M3MEHEHHS paboueli nporpaMmbi ©®HO (Homep M JgaTa NpoTOKOJIA
sacenanus kadeapst)
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