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1. UEJII,I OCBOEITVfl AtruII,IrIJII4HhI

Idenrro ocBoeHrl{ AIIoIILITIJTI4Hu <3arqura zn(poprrrarlrlr4)) flBrrflerc . o6yveuue
MeroAoJIorrII4 peuleHI4s npo6neu v 3a'4aq s o6racrH raHQoprvraqraousoft 6esor
[clonBoBaHI4eM MareMarl4qecKoro arJJi.aparaH r(pulrorpa(fuuecrux upeo6pasosauzft.

3aaaqz:
Onna4euue HaBrIKaMI,I alalrv3a3arquqeHHocru nu$opMarluoHHoft cucreuu
I4syrenze npklHrll{tron pa6orsl o Kpr{rrrolpa(fuuecruupr aJrroprlrMaMrr r4

Kpr4[Tocrofixocru,
OopuzponaHue HaBbnon pa6orrr co craHllaprHbrur4 Kprinrorpa(puuecruuu zur

c 14 crlo Jrb3 oB aHLr eM c oBp eMeHH OrO aIIIIap ara rrp o rp aMM vp oBaHLrfl

2. MECTO ArrCIIr4IrJ[rHbI B CTpyKTypE OtroII
,{racqunnraua <3aqvrra un(foprvraqnu> orHocr.rrc, K o6.f,saremHrrld

yre6uoro rrJraHa.

3. IIJIAHI4PYEMbIE PE3YJIbTA'IbI OE)rqEHVIfl fIO

I
OCTI4

Ihauupyeune pe3ynbrarbr o6yueuru no affi

lr.rarrt o6yveuur no AucqanJruHe

OIIK-1. Cnoco6en
rrprrMeHtTr,

Qyugarr,renr[rJr bHbre

3HAHPI',

IloJryqerrHbre B

o6nacru
MATEMATVqECKI{X II
(uru)
ECTECTBEHHbIX

HayK, I{
I{CnOJIb3,OBaTb r4x B

npoQeccvt oHnJrbHo

ft 4errelruocru

I{CIIOIb3OBAHHq

$ynAau enr€urb Hbrx 3uauuit,
noJr\^{eHHbrx s o6racru
MareMaruqecxuxu (ulu)
ecTecTBeHHbX HayK.
OfIK-1.2. Vueer
I{crroJrb3oBarr 6agosrre
3rranvrs. us o6racru
MareMarr{lre ct<ax u (usm)
ECTECTBEHHbIX HAVK B
npodecczonalrsofi
AerTeJrbHocTu.
OIIK-1.3. BlaAeer HaBbrKaMH
nrr6opa MeroAoB perxeHr4.rr

sa4au npoQeccuonalruofi
Aef,TenbHocTrr Ha ocHoBe
TeopeTurlecKux sHaul,Ift

3uarr:
. npzHr-Iznbr

HCIIOJIb3OBAHI4'I

QyngaueuraJrbHbrx snanuit,
floflyrreHHblx s o6racrz
MareMarr{qecKrrx H (ulu)
ecTecTBeHHbrx HayK B

o6racrra 3arurrrbr
zH$opuaqun
Vuerr:

. UCIIOJIb3OBATb

6asoerle 3HaHrr{ tB o6tacru
MareMarr4r{ecKr{x v (ulu)
ecTecTBeHHbrx HayK B

o6lacru 3arur{Tbr
uH$oprvraquu
Baanert:
HaBbrKaMr.r nrr6opa MeTOAOB
peureHHr 3aAaq 3arrlHTbr
zu$opnraquu Ha ocHoBe

ecKax suaHufi

BOrrpoc

OItrC-2.
Cnoco6eu
prcnoJl630BaTb 14

aAanTr4poBaTb

cyIIIecrByrorque
MATEMATIITIECKT4 E

MeTOAbI I4 CHCTeMbT

npofpaMMr,rpoBaHr4

fl p.Irfl puJpa6orxra u
pealrr43arJuld

anroplrTMoB
perueHH{
npr.rKJraAfrbrx 3aAaq

OIIK-2.1.3uaer
MaTeMaTZlIeCKLIe OCHOBbI,
ocHoBHbIe nonoxeHvjl 14

KoHrlenuav n o6nacrn
nporpaMMr4poBaHr4rr.
OIIK-2.1. Vneer
OCYIIIECTBJI'Tb
o6ocnonasuufi nu6op
MATEMAT}IqECKI{X H
KOMIIbTOTepH6IX MeTOAOB, a
TaK)I(e seo6xo,[znaoro
nporpaMMHoro o6ecuegenus
npu pe[reHr{v3a4al{
nPodecc14oHallbnofi
AerTenbHocTll.
OIII(-2.3. Blageer HaBbrKaMu

3narl:
. MATEMATI{qECKHE

ocHoBbI, ocHoBHbIe
noJlo)r(eHr4ll I,r KOHIIeIqLII4 B

odracrpr
nporpaMMr,rpoBaHr{rr

anfoprrTMoB 3arrlHTbr
uuSopuaquz.
Vnaerl:

. ocyqecTBJrtrTb
o6ocHosaHHHfi nrr6op
MATCMATUqCCKHX U

KOMrIbIOTepHbrx MeTOAOB, a
TarcKe Heo6xo4uuoro

TecrosHe



npI{MeHeHI,I{ MaTeMaTI,IqeCK ax:
r,I KOMrrbnTepHbIX MgroAoB nr

nporpaMMHoro o6ecIleqeHz{
IIpu perxeHr{r4 KOHKpeTHbrx

3aAarl.

npofpaMMHOrO
o6ecneqeuu fl npu perxeHar4
3aAarr 3aIrIHTbr aHSopuaquz
Braaert:
HaBbrKaMI,I npI{MeHeHu.rI

MATEMATI,IqCCKIIX H

KOMlbIOTepHbrx MeToAoB Ir
npofpaMMHOrO
o6ecneqenprr npn perxeHun
KOHKpeTHbrx SaAaq 3 alllt4Tbr
urt6onuaurr,r"

OIIK-4" Cnoco6eu
IIOHIIMATb

npr{Hqr4nbr pa6oru
coBpeMeHHbrx

uuSopnaaqnoHHbrx
rexHolorufi u
I{CIIOJIb3OBATb I4X

AJrr perxeHHr 3aAaq
npoQecozou€trrbHo
ft AesremHocru

OIIK-4. I . 3saer npr.rHrlr.rrrrr
pa6oru 14 r{cnoJrb3o BaH:al-

coBpeMeHHbIX

uu$opnaaquoHHbrx
TexHororufi s
npoQeccraoHalrsofi
Ae.f,TeJrbHocTH, OCHOBHbIe

rpe6onanz.a zu$opvraquounol
6esonacHocru.
OIIK-4.2. Vnreer
ocyqecrBnflrr o6ocnosaHnbrrfi
nrr6op ueo6xo4r,rnarrx
zn$oprraaquoHH6rx
rexnolorrafi npu perueHkrr.r

saqau lpoSeccuonaltnoft
AetTeJIbHOCTH.

OIIK-4.3. Braaeer
npaKTHqecKr4ML HaBbII(aMZ
PICIIOJIb3OBAHH'

raHQoprr,raqaoHHo-

KOMMyHHKarIproHHbrx

rexnolorufi npu perxeHuu
sagav npoQeccuonalrsofi
Ae.rITeJIbHOCT}I.

3sarr:
. npkrHrlr,rnrr pa6orrr

PICTOIb3OBAHT4,S

coBpeMeHHbrx

au$opivraqraoHHbrx
texuolorzft s o6racr
3AIIIHTbI

OCHOBHbIE

uu$oprraaqzl
rpe6onanu

zuQopuaqzousofi
6egonacnocrz.
Yuerr:

. ocyqecTBr.STb
o6ocnonarnrrrfi sH6or
Heo6xo,uHrrmrx

unQopuaqr,loHHbrx
rexnolorufi npu perxeHr,rl
3aAarr 3a[Izrbr uuQopnraqlrz.
Branert:

. rrpaKTr4qeckvMu
HaBbIKaMI4 I4CnOJIb3OBaHIrUr

uuQopuaqzoHHo-
KOMMyHLrKarIuoHHbrx

rexsolorufi npu perueHlrr,r
3AAAq 3AIIIIITbI
zu$opuaquz.

Tecroerrr BOn poc

OIIK-5. Cnoco6eH
paspa6arrmarr
aJrropr,rTMbr x,r

KoMnbroTepHbre

IIporpaMMbr,
npHloAHbre Anfl
npaKTUqecKoro
[puMeHeHr,u.

OIIK-S. l. 3naer ocHoBHbre
NOJIOI(EHH,I II KOHIIENIIHH

npr,rKrraAHoro r{ cHcTeMHOro
npofpaMMzpoBaHvrt,
apxzTeKTypbr KoMnbroTepoB
u cerefi.
OIIK-S.2. Vueer
paspa6arrmarb anropr,rrMbr rd

KoMnbroTepHbre lporpaMMbr
C HCNOJIb3OBAHI{EM

coBpeMeHHbrx .f,3brKoB lr
HHCTpyMeHTOB

IIporpaMMtrpoBaHr,t{.
Oru(-5.3" Blaaeer
TEXHONOIPUMI4 CO3.IIAHH' I{
SKClnyaTaqr4z
nporpaMMHbx rrpoAyKroB r,r

lporpaMMHbrx KoMrureKcoB.

3narr:
O OCHOBHbIE

NOJIO)KEHI,I{ I,I KOHUEIIULIPI

npr4KnaAHoro u
CIICTEMHOIO

npofpaMMr,rpoBaHI4r,

apxareKrypbr

KoMrrbrorepoB ra cereft s
o6lacru 3arrrl,ITbl

uuQopuaquz.
Ynaerr:

o paspa6arbrBarr

anfopaTMbr vl

KoMnbroTepHbre nporpaMMbr

s o6racrz 3arur4Tbr

unQopnraquu c
ucnonb3oBaHVeM

coBpeMeHHbrx .rr3DrKoB Vr

Tec'roelte ronpocb



14HCrpyMeHToB

npofpaMMHpoBaHlr.f,.

Bla.uerr:
TexHo JIO f U flMLt CO3 I'AHIufl .

ln gKcnJryaTallulr

IIpofpaMMHbrx
rrpoAyKroB rd

IIporpaMMHbrx
KoMrrJreKcon n oSlacru
3 arrlr{Tbr r,rntb opuauun

r'y40eivrr<o.,"*.u1,"?,"*3T.,1ffi11T1##:"1"##frT1_r*_-.
Teuaurqeclclrft [JraH

opMa o6y.renun - orrHas

OB

.I/!
nln

oa
a
O

a)a

a

I
o

KourarrHar pa6ora
o6yuaroquxcx

c neAafoffi rlecKfi M oa6orrrr.rrou
n

Ep
Fq
Oo.
E

(Dol

TeKyrqero
y0IIeBa(

t[opua npor'
ATTCC:

(no cendcmpat

t6l

oHTpont
locTtt,
xyrovnofi
uuIr

Hauuenonaune reu u/ntu paz1etoshetvt
Ancqu[JIIiHbI

!:
C)

o

oqOFIrFF5
g6
do
r

o

xiJi-x
d

)s

sXls^::RX:ds Fas No Xf

I Teoperravecrr{e ocHoBbl 3arur{Tbr
uu$opuaquu

7 t-4 A 2 25 pefirunr-xor rpolr Ns

2 KpunrorpaQtFrecKrre MeroAbr
3arqr{rrr lru$opuaqun

7 t

l4
28 t2 25 pefiutrr-xor poar J\!

a
J OcnosH KpurrroaHilrl{3a 7 15-

t6
2 2 24

4 OcHonu creranorparfuu t7-
l8

2 I 25 pefiruur-ror pom Ne.

Bcero sa J_ceMecrp: 36 t8 99 grgarrleu 27 ,

Hanuque B Ar{cqurJrltre KII/Kp
I4roro rro Ancrlr4rrnr,rHe 36 t8 99 srgaues 27 .

C ogepxaurre Jr eKrlnoHHbrx 3 aHqrr.rft rro Arrcqu[JrrrHe
Paa4en 1 . TeoperuqecKfie ocHoBbr 3arrlr.rrhr r,rHQopMarlnr,r
Teua 1. llonsrue vH(bopMaIIpIoHHofi 6esonaoHocrra. Knro.reBbre Borrpocbr t4H(bopMal

6egonacnocrrz,

- Paccuarpl{Balorcs noHtrla.f, gKoHoMlrqecKoft v r4H$opMarlrroHHofi 6eson
onzcrrsaercr o6q1s crpyKrypa I{HQopMarlr{orrHofi 6esonacHocrr4 c roqKr,r 3peHLn rpe
un(fopuaqnonnoft 6esonacuocrz. Paccnaarpnnarorcr KJrroqeBbre Borrpocbr HuQopuar
6egonacuocrll: HaAo iII{ 3alrlIatrl arbcs. Ia rrro cJreAyer 3arrlr{rrlarb? or xoro Haro 3arq14ulalrrero Har;o 3arrlzuarbc-f,? xar HaAo 3alqvtrlarbcj{? .rro o6ecue.rur e$(pexu,rBuocrb garrlrqto o6oftAerct pa3pa6otra, BHeApeHLIe, sKcrrJTyar ar\ux, coupoBoxAeHlre u pa3Br4T1regarrulrtr?

Teua 2. Bugst yrpo3 rau(p opvaqroHnoft 6egonacuo cru
flpuno4rrcfl' Bprl.br yrpo3 zn$oprrlaqrEonuopl 6egonaurocrr.r, KJraccuQraxaqrEa 2cr,

ylpo3 r{ 3arrlr{rrlaeMofi EH$OpMA\uv,
Teua 3. Ocuonrr 3aKoHoAareJlbcrBa n o6nacrr,r o6ecne.reufis r{HqopMar

6egonaurocrr,r
PacouatpuBaerct HopMarI{BH oft 6aza AJrf, 3arrlrirbr znQopuaqrav. 3ar<onoAareJlbcrE

ra Eeponr'r n c$epe 3aIr['ITbI zn(fopuaqzz. 3axouoAarenbcrBo pb 
" 

c6epe 3arrlurrbr ran6opr
Tevra 4. llo crpoeHr.re clrcreMrr rau$ opnaaquounot 6egonacuo crrE

OBAHI{

AOI-IHO
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Pacrprrnarorc.f, rIoruITlIt orBercrBeHHocrlr r{ ilpolpaMrurr uuQopnaaquouuoft 6eso
PaccuarpzBalorc.fl MoreJII,I un$oprrraqprounofi 6esouacuort", tpe6oBa1nfr. r,r ocHoBH
peeuru'3aUJ1'l1- nu(popvraquonuofi 6egouacuocrn. Vragrrsarorcq Meponpr{rrr,rfl rr
uu$opuaquu, [puMeuseMhre B opraHrrcar],r4r4. PaccuarpuBaercs [oHf,Tr,re
oe3orlacHocrlz, [poBo.4r,rrcr paccMorpeHr{e MeroAoB AHaJrr4gA v y[paBneHr,rs
peaJrlr3arlvz uu$oprvraquoHnofi 6esonacHocrz

P agAer 2. Kpunrorpa(f zvecnze MeroAbr 3 a'Lrrbr raulp oprr,raqzn
Teua 1 . o csonuue rroH.rrrr{r Kpqnrorpa(f rarE. K-nacc u$urcarynn ruu(f p on.
PercclrarpuBarorcf, rro:r'flTvrs. npunrorpa(puu, KJrroqa, rulrfrpa,

Kpl4rlTorpaQzvecroro upeo6pasoBalprfl., ruur[ponauzx, 4eur,r$ponaHvg, flprz
ilpocrel4lrreft rpzurorpa(pnuecrofi cl4creMbr rro lllennony. PaccudtpvBaercfr
un(fpon no pixlHbrM rrpr,r3HaKaM.

Teua 2. Knaccu'aecKar xpunrorpa(f nx.
PaccrraarpzBarorct vcropt4qecKlde Kpr.rrrrorpa([uvecKr4e crrcreMu (ruup$ l.r rnu(f

ycrpoftcrna) c ApeBH ftruzx BpeMeH Ao cepeAvrmr XX n.
Teua 3. llepecrauoBorrHbre r.r run(fpu 3aMer{br.
PaccruarpuBarorc-l ruzlppu [epecraHoBoK r,r 3aMeHbr, rr,ronoar(pau{Tubre r{ rroJrl4aJ

B xa'recrne rp[MepoB paccMarpl4Barorcr ruz$prr I{esapx u BzNenlpa. Vrasrrnamcs
Kpu IIToaHanrir3a.

Teua 4. IJJuQponaHLIe raMMIlpoBaHILeM r4 ollHopa3onue 6noxuoru (uu(pp Bepna
PaccltarpzBaercr anropr4TM ruu(fponauux raMMr{poBaHr{eM vr ,,,udp

floxasrrn aercr Kpr.rnro crofi xo crr rurn$pa B epuaua.
Teua 5. CunarvrerpuqHrre rrrra(fprr. Cerl (Dr:rlcrens.
Paccuatpr'IBaercf, aJIropI4TM urra(pponaulxf, c r4crroJrb3oBaHveM cerz Oeficrelx,

ocHoBHr;re upeo6paryrorque (fyur<qzu, r{crrroJrb3y€Mbrg B AarrHoM anfopt4TMe.
uru$ponauuxlaemu$poBaHli.fl. Vxagrmarorc.f, MeroAbr KprrnroaHaJrrr3a AaHHoro r1u6fa.

Teua 5. Crarvrrr,rerprrqHbre nru@pu. DES
PaccrrrarpuBaercs aJrropt4TM rur{(fpOnanus DES, pexr,rMbr efo

llprarrrepu run(fponanrar/4emra$poBaHr{fl. vxagrrnarorcs Mero.ubr
pa6oru (CBC;C
Kpr4nToaHanr{3a

uru$pa.
Terr,ra 6. CulruerpzqHbre mrE(ppu.

PaccnrarpuBarorcr zuroprrrMbr
[per{MyrrlecrBa fro cpaBHeHuro c DES.

Tenaa 7. Cunruerplrrrnbre urz(ppu. Alropu:ru Rijndael, ruu$p AES.
PacciraarpuBarorct arropldrMbr ruz(pponanrar Rijndael u oglronaunrrft na neu AES.
Tenaa 8. cuurr,rerpprrrHbre nrraspu. vnpauenue KJrroqeBoft nu$oprr,raquefi .

Par:cnratpuBaercr flpotoror Kerberos.

PaccuarpraBaercf, anropr4TM [uS$u-X.eJrJrMaHa, uosnonrrorqzft AByrvr
o6MeHraBascr coo6rqenvIflMr4 no He6esolacHoMy KaHany cBfl3ur, pacnpeAeJrr{Tb
cerperur;rfi r(Jrroq rnz(pponanur.

Teua 12. AccnverpurrHoe nrrz(f ponaure. Ill.r.rrfpu RSA, 3nr -f anaan {.
Paccuatpr'rBalorct Kpl,I[TolpaQuuecrze crzcreMbr Ha ocHoBe anropr4TMon RSA

falrans.

IIIu$p |OCT 28147-89, rult$p Blowfish.
ruu(fponauux |OCT u Blowfish. y

Teua 9. ftrororosue ruu(fpu
Pa.ccuatpuBaercr rloHtrlde rloroKoBoro uru(fpa. Tunrr noroKoBhx uru(ppon, r4x or

6noqnrrx.
Tenaa I0. llororonrre uruspu. IIIuSp RC4.
PaccuarpraBaerct urnropl{TM RC4, ero Kpr,urroaHanr43 r{ [pr.rMepbr ]rcrroJrb3oBaggfl.
Terrra 1 1 .Accrarvrerpr4qHoe ruu$ponaurae.
PaccuarpzBaerct [oHtrI,Ie accllMerpr{qHolo rni.r$pa. Ero ornz.rrre or cr,rMMerpr4rrr
Terua ll.Accr,rrrrerplrqHoe rurE$ponauue. Facnpe4eueHue Knroqefi no cxeMe

Xenmlaua

I4TLI

UT
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I4MC

B;OFB
AAHII

z0Qu

TIEHTAM
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Teua 1 3 . Korrl6uHr.rpoBauHafl Kpr{rro cr,rcreura uzQpoBaHr4,
PaccuarpuBarorc.rr Merorbr coBMecrFroro tacrroJrb3oBaHne

accr{MerpprqHbrx urrE(ppon.

Teua 14. Xem (fyHxquu. Alropurrvrcr SHA-I u N-hash.
PaccuarpuBarorcr noHrrr4{ xsrlr (pyuxrluz, 4aft4xerca

PaccuarpuBarorcf, peaJrr,Barlr4r{ xerrr ([ynrqrafi a uru(fpon Ha r{3 ocuoBe
N-hash.

Teua 15. Snerrpouuar qu$ponar noAnr.rob (oUlI). Arropuru (fopuraponauur
qu(pponoft rroArr{crr D SA.

PacciuarpuBaercs. noHrrr4e 3II[, a raKxe ee SopuupoBarrfie Ha ocnoBe zrn
Teua 16. 3alqprra uu$opnaaquu n Ip cerrx.

wux
NO AJI

PaccuarpnBarorcs ocHoBgbre rrporoKonbr
zn(fopuaquz: S/MIME, SSL u TLS, IpSec. SKIP.

cerlr lrlnrepner, o6ecue.ruearourd
ISAKMP r4 MexcereBbre eKpauhr.

.Net.
)llpocrpancrno r4MeH Cryptography

Teua I 7. KpunroanroptrrMbr rrpocrpaHcrna
PaccrraarpuBaercs rrpocrpaHcrBo r4MeH

Framework.
Teua 18. XML- rpraurorpa([ux
PaccuarpraBarorct Bo3Moxnocru XML -.Kpr.rrrrorp aSuu, cpaBHLrBarorcr prpJrr4

XML -no.unuceft
PasAer 3. KpznroalaJrvr3.
Terua 19. Kpznroananrus
Paccnaar:puBarorcf, MeroAbr Kpr4rrroaHanr8a: qacrorHtrfi, Meror rroJrHoro rIIo Kr]oqaM' MeroA "Bcrpe'rl4 nocepe4zHe". Kpzntoauanzs cr4MMerpr,IqHbIX

KPHIITOAHAIII,I3 ACI,IMMETPLTTIHbIX UIU(PPON, KPI4]ITOAHIUII43 X9III SYUXqZft,
uo6oqumra KaHaJraM, rnanronrrft KplrnroaHanr4 3.

Pas4en 4. Ocuonrr creranorpa(fzu
Teua 20. Ouronu creranorpa$uu
flonsrfie kr BLrAbr creraHorpaSuu.

creranonpaSua v Br{Aeo, creraHorpa(fur
npoAyKrbr.

Crerauorpa(fux v raso6paNenrax:
x4 ay4uo. Crerauorpa$zuecrue

Co4epxanze .rra6oparopHbrx ganqruft rro Arrcqrr[Jrr{He
ParAen 1 . TeoperuqecKpre ocHoBhr 3arrlr4Tbtr rzrn(f opuaquu
Teua 1. fIoHstI'Ie zu(foprr,raqraonuoft 6egorracuocin. KnroqeBrre Borrpocrr znQopna

6esonacuocrra.
JIa 6oparopHas pa6ota J\b 1. <<Ienepaqnfl rrceBAocJryqafi nrrx [ocJreAoBareJr
Zsyreirze,[porpaMMHa.g reHepaqlrs u oqerrKa nceBAocJryrafinlx [ocneAoBareJrb
Jla6oparopHafl pa6ora }rb2. <<flo4cracren*r napo.rrnnofi./rauupalupHarr paooTa rsz. (lloAclrcreMbr napo.rrnnoft ayre[

rroJrb3oBare;retr.I'enepatoprr uapolefi. Oqenrrca crerreHu croftrcocrra napo.urnoftu4l,urrwrr. vqeru\.r u r $urrltt c r ulltsocTll IapOJIBHOII 3a
zc,cne4onanue [apoJrbHbx [oAcr.rcreM ayreuru(fnKarlr4r4 Eo6gosareneft. p

npocrefrure|o reHeparopa napoJretr, o6nagatorqero rpe6yeirroft crofiKocrbro Ko BnoMy.
PasAeil 2. Kpuurorpa(puvecrue MeroAbr 3 arqrrrrbr nn(p oprrraquu
Teua I . KnacczqecKaf, xpzutorpa(frzr
Jla6oparopHas padora J\b3. <K.naccrrqecnafl
L{sy.reHrze r nporpaM M*afl, peufirsa\vs. ruu$1ra
Teua 2. Czulaerpuq*afl. rpuurorpaSur

Kpr.rrrrorpaQun. IIInQp Ilerapr>
I{esapx.

JraboparopHafl pa6ora J\b4. <cnnMerpuqHafl KprrrrrorpaQun. cerr (Deftcre.us
I,Isyveuze oco6eHnocrefi u rporpaMMH aA peurLrsa\vfl. cern (Deftcrens.
JlaboparopHafl pa6ora J\b5. <<Crana*rerprrrHaq KprrrrrorpaQnr. ffororcon

RC4D
Pean[sosarr upocrefturuft noroKosrrfi ruz(fp c cr4MMerpr,rtrHbrM KnroqoM Ha

arropurnra R-C4.

cI4MMeTpr,r
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Teua 3. Acculaerp vrq*afr. rpuurorpaSzr
JladoparopHafl pa6ota Nb6. <AccrMerpnrrHbre aJrropr{TMbr nrneponauun

A.nropnrlr RSA)
Llzyuutt TIpHHIIIln pa6omr acrlMMerpr.rrrHbrx anropr.rrMoB ruz$ponanua Ha

aJrropr.rrMa RSA.
Teua4. KpunrorpaSuxn OC Windows
Jla6oparopnaa pa6ora J\b7. <<IfporparvrMrrpoBaHrre Kprrnrorpa6uuecrcr.rx r

ua u.na'r{oprvre .NET: A.nropnrMbr xomr{poBaHrrfi sHA-l n MD5>
Hayrurrcx ucnoJlb3oBarb Kpunrorpa(pu.lecrze uporaft4eprr xsru-(pyrucqrEft

Framework.
Pas4el 3. Ouronrr Kpr,rrrroaHaJru3a
Tenaa 1 . [uS QepeHrlr{anbHbrfi r<punroaHaJrrr3
JradoparopHaq pa6ora nbs. <<{uSQ epenqna.nrurrfi KprrrroaHaJrr{3
Zsyvnrr MeroA au$ Qeperull{anbHoro Kprrrrro aHzrJrv3 a rrpr.rMeHr{TeJrbHo

aJrropurMaM 6noqnoro urzQponauu.a.
PasAen 4. Ocnoerr creraHorpaQuu
Terrra 1. cxprrrue rercrosofi un(fopnraquu n Safine zso6paNenrar

_ Jra6oparopHaq padora J\b9. <creranorpaQnr. crcprrrrre reKcronofi r.r

Qafi.ne uro6paxeHran>
PeanngonrrBarb MeroA LSB, roroprrft saxmoqaercr B 3aMeue

e xoHrefi Hepe zs o 6pax eilvrs. Ha 6zTbr cKpbrBaeM:oro ooo6rqeuus.

K

IlocJre.4Hr4x 3Haqaru

5. OIIEHOqHbIE CPEACTB A TJI'ITEKY'IIIEIO KOHTPOJTfl YCIIEB
IIPOMEXYTOIIHOfr ATTNCTAIII,II4 IIO I,ITOIAM OCBO FjHytflAI4CUrIT

I4 YqEBHO.METOAIIIIE CKOE OEE CIIEq EHHE CAMO CTO-fl TEIbHOfr P
cTyAEHTOB

5.1. Teryrqnfi rcourpoJrb ycrreBaeMocrlr
Kourpo;nubre Bonpocrr peftrranr-KoHTpoJr;r:
Peitmuaz-xoumpono 1
Bapnanr 1

PasnepHyro orBerzrb Ha Bo[pocbr.
Bonpoc 1 . Kuro.resbre Bonpocu raHsopr'raqraouuoft 6egonacHocrra.
B onpo c 2. Eutar yrpo3 r.rnQ opuaqaoHnofi 6es onacuo cua.
Boupoc 3. Anropurr'r flpoBereHl{ fl alurur3au oueHKr4 yrpo3 rznsopiraaquonnofi 6esonac
Bapuan'r 2
Parnepnyto orBerr.rrb Ha Borrpocbr.
Bonpoc 1. Cocranrt.arcque zn(fopnaaquonuoft 6egonacuocrz.
Boupoc 12. Mo4enr yrpo3br un$opuaqzounofi 6e3onacuocru.
Boupoc 3. Ocnoeurre Br{Abr 3arquqaeMofi znQopnn a\Lrkr.
Bapuanr 3
Pasnepuyro orBerr,rrb Ha Borrpocbr.
Bonpoc [. BrE4rr yrpo3 ran(popnaaqHonnofi 6esonacHocrz.
Bonpoc 2. 3arono4areJrbcrBo po s o6racrr' 3at[4,rbr r,rHQopuaqrz.
Boupoc 3. Co4epNaHrre MoAenu uu(f oprraaquouHoii 6esonacHocru.
BapnaHt 4
Paanepnyro orBervrb Ha Bofipocbr.
Bonpoc 1 . Knro.renbre Bo''pocrr r,rn(f opuaquounofi 6egonacnocru.
B onpoc 2. Bu4rr uogelefi uu(f oprvraquonuofi 6ego nacnocru.
Bonpoc 3. llonurzxa un(f oprvraqzonuoft 6egouacHocru.

Peitmuaz-xoumpont 2
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BapuaHr 1

PasnepHyro orBerr4Tr Ha Borrpocbr.
Bonpoc 1. Anroprarnr pacrnu(ppoBaHr4n |OCT 28147-99.
Bonpoc 2. Anroprarrra pacrpeAeJreHr,r.f, KJrroqefi no cxeMe [raQQu-XeJrJrMaHa
Bonpoc 3. AnroprErrr,r RC4
Feruum 3ara'uy.
3agaua Nt I " Anropurru ruu$poBaHr,rr rsa.
Crenepr.rpyfire orKpbrrrrft ra saxpsrrrrft rmoqr B aJrropr{rMe mu(pponanua RSA,
til'Icra p I4 q I{3 nepnoft corgrl. 3aruuSpyftre coo6qeupre, cocrorrqee r{3 Ballux r,rH
Bapuanr 2
Pasnepnyro orBerurb Ha Boflpocbr.
Bonpoc 1. Anropraru pacrur.r(ppoBalkrflfocT 28147-gg. O6rqafl cxeMa.
Bonpoc 2. Ilfta$p Blowfish
Boupoc 3. llporoxon Kerberos
3a4a.ra J\b1. Anropurrr,r rrrraspoBaHr{.s rsa"
Penrrarn sap;a'rry.

CreHepnpyftTe orKpbrrbrft u saxprrrrrft rcrnoqv B aJrroplrrMe ruusponauras RSA,
qr,rcJra p lr q r43 nropoft corHr4. 3arrrn0pyfire coo6uegze, cocroqrrleg r43 Barrrr{x uHurJvl
Bapnanr 3
Pa:reprryro orBerr{Tb Ha Borrpocbr.
Bonpoc 1. Kanne $ynr<qzz Moryr Llc[oJrb3oBar]bcr npz mu$p orraHrrvrB cerr.r (Deficrt
Boupoc 2. Ormcats aJIropLIrM pacnpeAeJreHrrf, roroqefi no 

"*er. AuQ6z-XenJrMaHa
Boupoc 3.Ouucart alropurrra RC4
Perurarr 3aAaqy.
3aaa.ra l.lb1

Brruonnutt 3 payuga nrr,r(pponauarfl. n Aernu$ponanzx cerbro (Defictens coo6qeuue <2
F:(L+n)mod256 (mod - ocraroK or AeJreHr{.f,), n - HoMep Bapr,raHTa.
Bapuanr 4
Parnepn yro orBerr.rrb Ha Bonpocbr.
Boupoc I. Kaxnuz csoftcrnatiar o6la4aror xoru $ynlcquu?
Bonpoc 2. Onwcarc aJrropr4rM rurasponaHus Orrr- fauan.s
Bonpoc 3. Onncarr aJrropr{rM uru(fponanus DIIS
Feruratr 3aAaqy.
3ala.ra J\b1.

Zcnourlyx muQp L{esapx, saruz$pyftre oBor,r Oauunzro ZMs Orqecrno. Be.nvqrrua c,rrB
HOMepy BApr4aHTa.

Pefimuuz-xoumponu 3
BapuaHr 1

Pasnepnyro orBerurb Ha Bonpocbr.
B oupoc 1 . Kov6uulrp oBaHHa_f, Kpr.rnrocrc,rerraa ruu(f poBaHr4fl
B oupoc 2. Anropurir,r (f oprrazponaHr,rs oreKtp ortro -tlrsponoft no4nucz D S A
Boupoc 3. flpororonu SSL u TLS
Boupoc 4. Kpzuroanarrr{3 cr.rMMerpr,rrrHbrx uru(f 1lon
Bapuarur 2
Parnepnyro orBerr,rrb Ha Bonpocbr.
Bonpoc 1. Xeur Qynrqzu
Bonpoc 2. Alropranra SHA-I
Bonpoc .3. Illporoxor SAvIIME
Bonpoc 4. KpranroanzrJrr.B acr{MMerpr.FrHbrx uru{rpon
Bapuau'r 3
PasnepHyro orBerr4Tb Ha Borrpocbr.



Bonpoc I. SnerrponHar quQpoBalr rroArrr,rcb
Bonpoc 2, Anroprarna SHA-I
Bonpoc 3. llpororor S/MIME
Bonpoc 4. Itpr.rnroananns xeur-(pyuxqr,rft
BapuaHr 4.
Fasnepnyro orBerr.rrb Ha Boflpocbr.
lBoupoc 1 . Creranorpa$uvecrr{e MeroAbl.
JBoupo c 2 " Kpuuroanropr,rrMbr npocrpaHcrna .Net
Bonpoc 3. rlacrornufi rpuuroaHirJrr{3
Boupoc 4. Knauronbre Kpr4nroanroplrrMhr.

5.2. IIp oue)r{yroqHafl arrecrarlnfl rro krroraM o cBoeHr{r .ulrcukrrrJr}rHbr

1 . Crpyrctypa 14 ocHoBHbIe cocraBJrrroq[e ransolprraaqzounofi oesorracHocrz
2. O6lltue Borrpocbr uu([ opnraqzonuofi 6es onaCHiicru.
3. Bz4rr yrpo3 unQoprrraqrzonnoft 6esonacHocrra.
4. 3arono4areJrbcrBo Po n odnacru uu(fopuaquoHHofi 6esonacnocrut.
5. Kracoz.recKafi rpzurorpalpnx.
6. IIIUSp I{esapx.
7. Cerc @eficrens.
8. @ynxqrau, ucrroJrb3yeMbre upu uru$poBaHlrr4 B cerr4 oeftcrens.
9. Anro purrr,r urzlpponaHras f OCT.
1 0. Anropunvr uru$po BaHLrfl. Blowfi sh.
1l. Auropurrur urulpponanz{ DES.
1 2. Anropranvr rurz$po Balus. Rij ndael.
13. Anropzru uz(pponanrzs AES.
14. Ilororonrre urzspu. Alroprzrna RC4.
I 5. AnropurM paclpeAeJre'rrfl xnroqefi ro cxeMe,[u$Qz-XeJrJrMaHa.
I6. Anropunr,r run(fpoBalnn RSA.
1 7. Anrnprznr mu$po Bauprfl. Olr- f arrazuls
1 8. Anropurrrl ur.r(fpo BaHvrn SHA- 1 .

I 9. CnofrcrBa oAHocropouHr.rx (f ynnqraft .

20. Kpururoanropr,rrMbr rpocrpaHcrsa .Net.
21. flpororoJrhr 3arrllrrbr ran(fopuaqrr s IF cerrx.
22, Merclbr KpulroaH anrvrsa
23. Meroabr creraHorp a$uu.
5.3. CanrocroqrerbHan pa6ora o6yuarorqerocn.
Bonpocrr Ailq KoHTpoJrfl caMocrosrerbuofi pa6orrr:
l.Pacrpofire rronfl"wIfl. nn$oprr.raqrnousoft r{ sKoHoMr.r.recKoft 6egouacuocru.
2. flepeuuclzre I4 olrulrllTe BITAbI LrcroqHr,rKoB yrpo3 zn(fopuaqzonHoft 6esouac
oco6enuocrra.
3 .Vxaxure ocHoBubre BlrAbr 3 arrlr4rrlaeMofi uu(f opu a1ivn.
4. onuruure MexAyHapoAHoe 3aKo'o.qar*nuctu<in cQepe 3^rrllrrbr zuQopnraqr.ru.
5" onuuzre cra'Aaprbr r,r 3aKoHoAareJrbcrBo p<Il n s$epe 3artrr4Tbr 

""$opruq"".6" YraNute ocHoBHbre ac[erTbr [ocrpoeH[" 
""crer", 

uH$opnaarlrao"noft 6esouacHocrz.
7" cQopuynrapyfire rporpaMMy nn(f opnraquouuoii 6esonacuocrz.
8. llpravrEcullTe MoAenu uu(fopiraaquounoft 6esolacgocrr.r, yKaKr.rre ux oco6enHocru.
9' Karonrr o cHoBHbre gTalbl peanv3 arltar,r MoAeJrr,r rus opnraqv onuofi 6esonacHo cru ?
10. Kaxu:e MeponpIt;rrufl. tro 3arqr.rre r.rnEopnraquu [poBoA flTcfl, B opraHusaura.f,x?
I 1. Karu:u o6paror'r (foprraupyercr [oJrr4Tr4xa 6esouacHocrr4 n opranrEsaquz?
r-2. Kar<nnr o6pasorr,r [por{3BoAr4Tc{ ylpaBJre]Hr4e p}rcKaMr,r B ct4creMax
6egonacnocrra.

un(foprra



13. Kax orleHrrBaercr essexrvnnocrr v peHta6elrHocrb clrcreM r4H
6esouacuocrra.
14. Karue Mero.{onorrlu oIIeHKLI 6esouacHooru rH(fopMarlrroxrHofi cracreurr
lrcloJrb3yrorcr cero4nr?
1 5. 9ro raKoe Kpr{rrrorpaQuuecrax 3arqr4ra unt[oprrlaqura?
16. Karue xnaccu(furaquu ruz$poB cyrqecrByror Ha ceroAgrrrrHuft geur?
17. ormrnwre rnup(prr u ycrpoficrBa Kraccurrecrofi xpunrorpa(frzz.
18. B .IeM 3aKJrroqaercfl cyrb [oAcraHoBoqHbrx ]r repecraHonoo"rx rur,r(ppor?
19. Pacrpoftte cyrr rnzQpa l{esapr.
20. Onzuure ruu(fp Bzxenepa.
2r . Y xaxure o cHoBHbre nprlHrlr4 rru ruu (pp o n aH r{f, raMM[p o B aHr,reM.
22. Kax rrcnonrcyercx urr.rspoBaHrre MeroAoM oArrropa3 oBoro 6nor<nora?
23. B .reM 3aKJrroqaercr cyrb crzMMerprlqnoft xpunrorpa$uu?
24. Kat< $opnrzpyerc-r cerb (Deficrels?
25. Kar<rav o6pasonr opfaHrl3oBauu uru(fpbr Ha ocHoBe cerr,r (Deftcrels: |OCT, Blowfi
26. Onu:lulzre mu(pp DES.
27. Onwture rprzHrlrdn geficrnux run(ppon Rijndael, AES.
28. KaroeH oco6ennocrr.r rroroKo 42
29 . Y xaxure ocHoBHbre npr,rnrlrz[
30. Onuurrare rur.r(fp RSA.
31. Onurnure MareMarrEqecKyro 6ary uzQpa Olt favals.
32, C{oprr,rynrapyfire noH.flrr{e OU[I.
33. Ouzruure DSA iuropprrM (fopur.rponauzr O{lI.
34. cQopruynupyfire rroHf,Tr.re xgrrr u ero oc'oBrr*,re csoficrsa.
35. Onzruure Errrropt4rMsl SHA u N-hash"
36. Onuurprre MareMarr,rqecKyro 6a:y anropr.rrMoB rzna MD.
37. Kaxr'ru o6pasou npol{3BoAllrcs rorrr6raruapoBaHr{e crzuuqrpvr.*rofi vr accu
Kpr.rrrrorpa$uu?

i! Karnu o6paroru peaJlI43yrorcr rI I4crronmyrorcr Kpr.rrrrorrponaftreprr na39. C racnolrgoBaHl,IeM KaKI,IX nporoKoJroB ocyuecrBJr.flercr iarq"ta ranlfoprrraquu n
40. Karrae o cHoBHbre MeroAbr Kp\r [ToaH.nr,r3a cyqecrnyror?
4 I . Pacxpoftre ocnosHbre MeroAbr qra$ponofi creranorpa$zu.
!4Aaqu Ans xoHrpons caprocrosrelruofi pa6gTEIi
3aaa.ra J\b1.

I'lcnolrlyr urnQp I{esapx, sauu$pyftre cBor4 @aruramEro Irlirr.r Or.reorso. BeruqzHa
HOMepy BapLraHTa.

3a,qa.ra lllb2.
3aurraQpyftre crroBo AJIOABI4T no raunre I4A4IHITX.
3aaa.ra J'.lb3.

3auu0pyfire cJroBo AJIOABI4T uu0pona Buxenepa c KJrroqoM MI4p
3aaaqa Jtlb4.

Coo6rqenue S OKYDIOLIGCWUUHO s aurz$pon auo ruz(f poira neprzranrnofi
(L234s6.\

pacnz$pouarr coo6qeHr,re. 
\3 5 4 1' 6 2)

3aaa.ra Il!5.
3aruz0pvftTe rlpeAnoxeHI4e, npLIMeHI4B cJreAyrouyrc [epecraHoBKy cJroB: MeH.srorcs
nepBoe I4:nocJleAHee cJroBa' 3areM BTopoe u [pe,]uocneAHee v"r.A.
3ala.ra Ns6.
cronrro AorroJrHvreJrbHbrx 6ur ualo Ao6anra'r x coo6qeu[ro AJrr{Hofi 100
KOAr{pOBAHr4e OAHOTO Cr4MBOJra rpe6yer 86ur lr 6noqurrft rrrdsp pa6oraer c
646wa?
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3a.uaqa J',1b7.

Brrnonnurr 3 payuga ruz(pponantrfr 14 [er]rrr$ponanr.rx cerbro @efiqrers coo6ueurae <
F=(L+n)mod256 (mod - ocraroK or AeJreHr.r), n - nouep Baptralra.
3a,qa.ra Ns8.
Orrprr:ruft TeKcr I4 ero rru(ppotexcr rzMeror AJrr4Hy 46ura, Arru:rra Klroqa 36ura.
I'I3BJIeKaer 1-uftu 3-uit 6utrt KJIroqa, I,IHTeprrperr.rpyer r.rx KaK Aecflirr.IqHoe rlr.rcJro, Bo3B
KBaApar I4 I'IHTepnperLIpyer pe3yJrbrar rar 4-6uroByro [ocneAoBareJrbgocrr. Haftru
sauru(pporaHrrfl':lr pacruzQpoBal:zs, ecJrr{ repBoHaqurJrbHbrft ucxoAnnrfi TeKcr -0111. rnr
3ala.ra l.l!9.
Creneprpyfire otrpurrrfi z sarprrrrrfi KJrroqlt B arrropr,rrMe urr,rQponaHrEs RSA, nrr6pa
qI'IcJIa p u q I43 nepnoft corHI'I. 3aruuQpyfire coo6ueHr4e, cocrorrrlee r43 Barrrr{x prHurfr4a)
3ata\aNb10.
Crolrro lrMeercr HarypaJrbHbrx
puBfinr,rqHhle rrpocTbre rauclrLa?

qr{ceJr, MeHbrrrrrx N=pq r,r B3ar,rMHo rrpocrbrx c N, r

6. YqEEHO.MET OAI,ITIE CKOE I,I U]HOOPMAIINOHHOE OEE CIIEqE
NI{CUI{IIJITIHbI

6.1. Kuraroodecne.reHHocrb

16>, r

(Dyuxl

4lIT er\
,e3yJrb'l
.Fl01.

rrpocTl

s: OI4t

p.u q
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fl.

B

Har,il,renosaHr,re Jrrrreparypbr: aBTop, Ha3BaHrre, BkrA u3;talnl,
I,I3,UATEJIbCTBO

fos
vt3IIAHWI

KHI4fOOEECNEqEI HOCTb

Harv\ue B 3Jr€K'rpr

raralore 3E(
HHOM

Ocnonuarr nureparyl a
l A.O. Kyuepur, A.IO. JIercuH, A.H.Byxapon, AJO.ll6ypr{Ha
Kypc nexqlrfi lro ArzcrlrrrrJrr{ne <3au1zra unQoplraqrar,r> /B.niruu.
roc. yHr,r-T uMeHr,r AlexcanApa fpuroprennva r.r Huronas
fplrropresnra CroreronHx. - Bla4ruup: Zsa-so Brfy

2017 http : //e. lib. vlsu.ru./bitst;
56789t6466nt0071

>am/1232

pdf2.

z. Kyrepr,rK A. O. ,byxapon [. H.
Hosurona O. A., Caurrrurnn B. ,{. Mero4r,rvecr(lre yKa3aHrr.fl rro
BbrrroJrHeHr.rrc la6oparopuux pa6or rro ArrcqurrJrr{ne <3aqnra
ttttt[opnaaqrau> Bna4lnu. roc. yHrr-T r{MeHrr ArexcauApa
fprlroprennv a u Huxo tas, fprropreruua Cronelonrrx; --
BraAnazp: Hga-so Brfy

2017 http ://e. lib. vlsu.ru/bitstr
s6789t5886/t/006'

:amJl23z

3.pdf

i. boneroBa 3.A., IlnQopuaquonurrfi nazp XXI rera.
KpunrorpaQr{r - ocHoBa unQopuaqlronnofi 6esonacHoc:frr
[3nerrponmrft pecypc] / Eonenona O,A. - M. i ,I[arrrKss r 11

20t8 http ://www. studentlibra
/rsBNg7853940303

/.ru/bool
Lhtml

,{ononrurel L,Har JIureDa
L ArepueHron B.I'I., Kpunrorparluqecxue rvrero.{br 3 orrllrrrJ
usQoputrqnlr [Snexrpounuft pecypc] / Anep.remoa B.I,L - M" :

OJIIIHTA.

2017 htp ://www. studentlibra
/ISBN978s9765294',

i.ru/bobl,
l.html

2, AsAouuu C.M., ,{trcxperHaf, MareMarzxa. Mo4yl"p.,a"-
arre6pa, xpranrorpaQur, KoAr4poB aHr.re [3nexrpouurrfi p ecypc] /
AnAoruun C. M., Ha6e6un A. A. - M. ; lMK llpecc,

2017 http ://www. studentlibra
/rsBN978s9407 4401

3. Buproron A.A., Znr[opMarluoHHaf, 6egon.acnocrb: 3arur{ra r,r
HarraAeHtre [3lercrpouHrrfi pecypc] / Er,rproron A. A. - M. : {MK
IIp9"c.

20r7 http ://www. studentlibra;
/rsBN97859706043:

,.ru,/book

),html

6.2. IlepuoArrrrecKrre lasaamilfl
1. Xypnan "3atquta ran(foprraaquu.LIucair,4". - Pexzu Aocryna: http://www.inside
2. .LlnSoprvrawrs'w 6esouacHocrb. - Pexr4M Aocryrra:http://cchgeu.ru/science/naucl

izdaniy al informats iya- i - b ezop asno st/
3. Information security. - pexnM Aocryrra: http://www.itsec.ru/

6.3. I4HrepHer-pecypcbr
1. Oner fpanzurlu, Bna4uunp Kzsen Begouacuoctr rau(fopMarlrroHHbrx cr{creM. -

Aocryrra: https ://www,intuit.ru/studies/courses/ 1.1 g45/l 242linfo
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2. ольга Лапонина Криптографические основы безопасности. - Режим доступа:
https ://ил,w. intuit.rrrlstudies/courses/2 8/2 8/info

3. Га.пина Басалова Основы криптограф"".- Режим доступа:
https://www.intuit.ru/studies/courses l 69 l l 5 47 l iпfо

7. МАТЕРИАЛЬНО_ТЕХНИЧЕСКОЕ ОБЕСПЕЧЕНИЕ ДИСЦИПЛИНЫ

ДЛя реализации данной дисциплины имеются специапьные помещения для
проведения занятий лекционного типа, занятий пабораторного типа.

Лабораторные работы проводятся в ауд. 1 00-3, 1 0б-3, 5 1 1 б-3, 5 1 1 г-3.
Перечень используемого лицензионного программного обеспечения: MS Visual

Studio.

Рабочую программу составил
(ОИО, должность,

Рецензент Генера.пьный директор ООО <ФС Серви С. Квасов
(место работы, долж

на заседании учебно-методической комиссии направления 01.03.02 Прикладная математика
и информатика )
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