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1. OEJIM OCBOEHUSA JUCIUIIJINHBI

Henbro ocBoenus mucnmmmuisl «3ammra HHOOPMALMHY SBISETCS o0ydeHue ¢TyaeHToB
METOMOJIOTHH DENIeHHs mpoliieM M 3ajau B o0nacTd MHQOPMAIMOHHON Ge30MacHOCTH  C

HCTIOIE30BAHNEM MaTEMAaTHIECKOr0 alapaTa i KpHITorpaguueckux mpeoGpasoBanui,

Samaun;

OBnanenyie HaBBIKAMH aHAJIN3A 3AMALICHHOCTH MH(pOPMAIMOHHOM CHCTEMEI -
Wsyyenne npuHImnoB paGoTsl ¢ KpHITOrpadHUecKAMH ANrOpUTMaMH H ONEHKOH X

KpHIITOCTOMKOCTH,

QopMHpOBaHKe HABEIKOB PaGOTHI CO CTAHIAPTHBIMH KpUITOrpahuUIeCKUMH ar0pHTMAMH
C HCTOJIb30BAHMEM COBPEMEHHOTO aNliapaTa MporpaMMHpOBAHHS

y4eOHOTO ILIaHa.

2. MECTO JUCHUILIMHBI B CTPYKTYPE OIOII
Aucnumnusa  (3amura MHGOPMAIME» OTHOCHTCS K OGS3aTEIBHBIM

JUCITHTITIHHAM

3. INTAHUPYEMBIE PE3YJBbTATHI OBYUEHUS IIO AUCITUIIIMHE

Dopmupyemsic
KOMMETEHLHN
(kom, cosepkanue
KOMIETCHILHH)

HHaHpreMB]C PEIYNbTATHI OﬁquHHﬂ No AMCLUIIIUHE, B COOTBETCTBHU C
HHAHKATOPDOM JIOCTHMEHHA KOMITETEHIINM

HunkaTop MoCTHIREHHA KOMIETEHLMH
(k00, codepacative unduxamopa

Pe3ynbrarsl 06yuenus no avcumnanHe

HaumMeHosanne
OUEHOYHOIO CPEHCTBA

OIIK-1. Crioco6en | OITK-1.1. 3naer nputuynsl | 3uats: TecroBbie Bormpock|
MIPHUMEHSTh HCHOJIB30BAHNA . o TIPMHLATIEL
dyHIamenTanpupie | OYHAAMEHTANBHEIX 3HAHUH, HCIIO/Ib30BAHHS
3HAHWA, TOJYYCHHEIX B 001aCTH byHIaMEeHTABHBIX 3HAHMIA,
MOJTYYESHHEIE B MATEMATHYECKHX 1 (i) MONYYEeHHEIX B  obmacTu
€CTECTBEHHBIX HayK.
obmactu OIIK-1.2. Vmeer MaTeMaTHYeCKUX W  (WIIH)
MATCMaTUICCKUX M | peronp30BaTh 6a30BbIE CCTCCTBCHHBIX ~ Hayk B
(n) 3HAHHUA U3 06IACTH obnactH 3aIIUTHI
€CTECTBEHHBIX MaTeMaTH4YeCKUX U (WIK) uHpOpMaLUK
HayK, U ©CTECTBEHHBIX HAYK B VMeTs:
UCITOJb30BATh UX B | MPOdeCCHOHANBHOI ®  HCHONB30BATH
npodeccHonanbHo | ACATENILHOCTH. Ga30BbIe 3HAHMSA U3 061aCTH
i mesTeIbHOCTH OIIK-1.3. Bnaneer HaBbIKaMH MaTeMaTiveckux u  (sim)
BbI6Opa METOLOB PeLICHNUA €CTECTBEHHBIX  HAayK B
3a71a4 MpodeCCHOHANBHOM SOTESTH SALATEI
JeATeTFHOCTH Ha OCHOBE nrbopMaimn
TEOPETHUYESCKHX 3HAHHUE Brazers:
HABEIKAMH BBIOOpA METOIOB
pELIeHMUS 3a0a4 3aUTEI
uH(OpPMALINK Ha OCHOBE
TEOPETHYECKHUX 3HAHUE
OIIK-2. OIIK-2.1. 3uaer 3HaTh: TecToBbIE BOnpock!
Cmocoben MaTeMaTHYCCKUE OCHOBEI, ° MaTeMaTHYEeCKHe
HCTIONIB30BaTh U OCHOBHBIC TIOJIOXXCHUA OCHOBEL, OCHOBHEIE
aJanTHPOBaTh ﬁgﬁfg:;ﬁﬁﬁozggiim HOJIOKEHUS W KOHUEIIUHA B
CYILLECTBYIOLIHE OITK-2.1. Voot oGnacti
MaTeMaTHYECKHE L I [IPOrpaMMHUPOBAHUL
METOJIBI ¥ CHCTEMB! | o60cHOBAHHEH BBIGOP AITOPUTMOB 3ALIUTHI
NpOTPaMMHPOBAHH | MaTeMaTHIECKUX U MHGbOpMaLyy.
A1 1A paspaboTKU M | KOMITBIOTEPHBIX METOMOB, a VYMerts:
peau3aluu TaKKe Heo0X0aMMOro ) OCYIIECTRIIATH
aJIrOpUTMOB IPOrPaAMMHOr0 0GeCTeYeHMs | o6ocHOBAHHBII BBIOOp
peleHus TIPH PELICHHH 33184 MaTEeMaTHYECKHX "
MPUKIaHBIX 3aqau | PODECCHOHANBHOM KOMIIBIOTEPHBIX METOMOB, a
ACGIENBHOCTLL: TaKKe HEOOXO0AMMOT0

OIIK-2.3. BiasieeT HaBbIKAMU




TNIPUMCHCHUS MaTEMATHYECKUX.

U KOMITBFOTEPHBIX METOJOB U
IporpaMMHOro obecreueHus
IIPU PEHICHHH KOHKPETHBIX
3a7au.

HPOTPaMMHOIO
obecrieyeHus: Ipy pelleHnH
3a/1a4 3alUTH! HH()OPMALK
Bnapets:

HaBbIKAMY IIPUMEHEHUA
MaTeMaTHYECKHX 1
KOMIIBIOTEPHBIX METOIOB U
IpOrpaMMHOI0
obecrieueHus py peleHHH
KOHKPETHBIX 3a/1a4 3aIllUThI

MHbOPMaLIHH. |

OIIK-4. Cnocoben | OTIK-4.1. 3HaeT npuHummel | 3HaTh: TecroBsie Bonpock!
OHHUMATh palboTHI M UCTIONB30BAHUSA ®  NpMHIUNE! PaboTel Y
TIPUHUHAIEL pabOThl | COBPEMEHHBIX UCIOJIb30BAHHS
COBPEMEHHBIX HUH(OPMALIMOHHEIX COBPEMEHHBIX
HMHGOPMALIMOHHEIX | TEXHOJIOTHI B MHGOPMALHOHHEBIX
TEXHOJIOTHH B IpodeccHOHAILHOM TEXHONOTUMH B oOjacTi
HCIIOIB30BATh X MeATEJILHOCTH, OCHOBHBIE 3AIHTHI UHpOpMAaLUK
AJs pelleHus 3ana4 | TpeGoBaHHUA HHPOPMALMOHHON OCHOBHEIE TpeGoBaHus
npodecCHOHATILHO | 6e30MaCHOCTH. MHGOPMALIHOHHON
# nedaTensHOCTH OIIK-4.2. YMeer Oe3omnacHocTH.

OCYIIECTBJIATh OOOCHOBAHHEIH | YMeTh:

BEIGOp HEOOXOIMMBIX ®  OCYWIECTBIATH

MH(OPMAILIHOHHEIX 000CHOBAHHBIH BBIOO]]

TEXHOJIOTHIA IpH peIICHUN Heo0Xxo TUMBIX

3ajgay HpO(beCCHOHaJILHOﬁ HH(bOpMaLII/IOHHBIX

JEATEILHOCTH,
OIIK-4.3. Bnageer
NMPaKTHYCCKHMH HABBIKAMH

TEXHOJIOTHl TMpH  pelIeHHY
3a7a4 3alUTEl HHPOPMAIIWH,
Baagers:

HCIIONB30BAHUA ®  [PAKTHYECKUMH
MH(OPMaLHOHHO- HaBBIKAMH  KCIIOJIB30BAHUSA
KOMMYHHUKAIMOHHBIX MH(OPMAIIMOHHO-
TEXHOJIOTHH NP PeIICHUH KOMMYHHKALHOHHBIX
3a1a4 npohecCHOHaNbHOM TEXHOJIOTHH MNpH peIueHuH ‘
NEATENBHOCTH. 3a1au 3ALIATHI
uHbopManuy. _
OIIK-5. Criocoben | OITK-5.1. 3HaeT 0CHOBHEIG 3HaTh: TecroBbie porpock:

pa3pabarbiBaTh
aJITOPUTMBI U
KOMIIBIOTEPHEIE
HpOrpaMMBl,
NPUrOHbIE YIS
MPaKTHYECKOro
MPHUMEeHEHHH.

TIOJIOXKEHUSA H KOHLICIILHK
NPUKIAIHOTO H CUCTEMHOIO
MPOrpaMMHPOBAHKS,
ApXHUTEKTYPhl KOMITBIOTEPOB
U ceTeii,

OIIK-5.2. Ymeer
pa3spabaTeIBaTh AJITOPUTMEI U
KOMIIBIOTEPHBIE IIPOTPAMMEI
C UCITOJIB30BAHUEM
COBPEMEHHBIX A3BIKOB H
HHCTPYMEHTOB
NPOrpaMMHPOBAHHS,
OIIK-5.3. Bnageer
TEXHOJIOTHAMH CO3IaHUI U
IKCIDTyaTallux
NPOrpaMMHBIX POAYKTOB H
MIPOTrPaMMHEIX KOMILUTEKCOB.

L4 OCHOBHEIE
TIOJIOKCHUS M KOHIICIIIIHNH

HPUKJIAZIHOTO U
CHCTEMHOI'0
IpOrpaMMHUpPOBaHKS,
apXUTEKTYPHI
KOMITBIOTEPOB M CeTeH B
obnactu 3ALUTEHI
uHpopManum.

VYmMeTn:

*  pa3spabaThIBaTh
AITOPUTMBI U
KOMOBIOTEPHBIE TIPOTPAMMBI
B obnactu 3aLUTHl
HH(OPMALIUH c
HCTIONBE30BaHHEM

COBPEMEHHBIX A3BIKOB M|




HMHCTPYMCHTOB
IpOrpaMMHPOBAHH.
Brnanets:

TCXHOJIOTHAMU CO3JaHHU

H SKCIUTyaTaluu
IPOTrPaMMHBIX
IPOIYKTOB H
IPOrPaMMHBIX

KOMILIEKCOB B 00JIaCTH
3aIUTE HHGOPMAIHK

4. OBBEM " CTPYKTYPA JANCHUITIJINHBI
S 3aUETHHIX €AMHMI,

T]JY,HOCMKOCTB JAUCHHUINTHHBI COCTABJIACT _

—_—
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1 TeopeTraeckue 0CHOBEI 3a10HTHI 1-4 |4 2 25 PERTHHT-KOHTPOIL Ne |
HH(pOpManun ol
2 Kpunrorpaduieckue MeToms! 5- 28 12 25 peiruHr-K0HTpOIL NoZ
3aIIUTEL UHGOPMAaIH 14
3 OCHOBBI KpHIITOAHAN3a 15- |2 2 24
16
4 OcHoBsl cTeranorpadun 17- | 2 2 25 PEHTHHT-KOHTPO/IE No3
18
Beeroza 7 cemectp: - 36 |- 18 |- 99 3K3aMeH 27 u,
Hamuane B aucnunnune KI/KP - - - - - -
Hroro no aucuumiae - 36 |- 18 |- 99 3K3aMeH 27 y,

Coneprxanue 1eKIMOHABIX 3aHATHI M0 AHCIMILIHHE
Pasnen 1. Teoperudeckie OCHOBEI 3aIMUTEH uudopMaImu
Tema 1. INonsTue unpopManuonnoii 6e30nacHocTy. Kiou

0e3omacHoOCTH.

PaccMarpusarorcs

IMOHATHUA

OKOHOMMYECKOH ¥  HH(POPMALHOHHOM
OrmceiBaercs ofwast cTpykTypa HH(YOPMAMOHHON GE30IACHOCTH ¢ TOUKH 3peHus TpeboBaHuid

€BBI¢ BOIIPOCHI HHPOPMAIIHOHHOH .

3

0e30macHoCTH,

UHQOPMAIMOHHON 6e30ITacHOCTH, PaccmaTpuBaroTcss KIrOYeBBIE BOIPOCH! HHQOPMAIFOHHO]
0e30MacHOCTY: HaIO JIH 3aLUIUIIATECA M 9TO CIIE/yeT 3allUINaTh? OT KOTO HAZO 3aIlHINATECA? OT

9€ro HaNO 3aIlUINATECA? KaK HaJo 3allWIIATbea? uYTO OOECIEUHT 3
4ro oboiinercs paspaborka, BHE/PEHUE, DKCIL

3AITATEL?

Tema 3.

0e30macHoCTH

Tema 2. Buzsl yrpos udopManuoHHolH 66301acHOCTH
IpuBonsates BUOBI yrpo3 MHPOPMAIMOHHOM 0e30acHOCTH, KIaCCHOMKALMS  MCTOUHUKOR
YIPO3 ¥ 3alMINAcMOl HHYOPMAIHH,
OCHOBEI  3aKOHOJATENHECTBA B OGNACTH  OOCCIEUCHHS uHOpManoHHOH

PaccmarpuBaercss HopMaTHBHOM Gaza uIst 3ammuTHI uHpopmMarmy. 3akonoxatensctso CIITA

¥ EBporier B cdepe samrer uadopMarmu. 3akononatenserso PO B cepe 3amuTE HHGOPMAIHHL.

Tema 4. TToctpoerne cucremsr HHPOPMAITHOHHOH 6€30IacCHOCTH

I
|

(bdexTuBHOCTS 3A1MUTE? BO |
TyaTallis, CONPOBOXICHHUE M Pa3BUTHE CHCTEM ;



PackprIBalOTCS MOHATHS OTBETCTBEHHOCTH H HporpaMMe! HHQOPMAIIMOHHOM 6e301aCHOCTL.
PaccmatprBatotest Moenn HHGOpMAIHOHHOM Ge30macHOCTH, TPeGOBAHMA M OCHOBHBIE STAIIBI
peamsanuy  MHGOPMANMOHHON O€30IAaCHOCTH.  YKA3BIBAIOTCS MEPOIIPUATHS . [0  3aIUTE
HHQOpMANMY, NpUMEHAEMBlE B  OPraHM3alHH. PaccmarpuBaercss OHATHE —[TONHTHKH
0e30MacHOCTH, IPOBOIUTCS PACCMOTPEHHME METONOB AHATH33 U YIPaBIEHUS DPUCKAMH TIpU
peaym3anuy HHGOPMaHOHHOM 6e30macHOCTH

Paspen 2. Kpunrorpaguueckue MeTORBI 3a1TUTE] UHbOpMaLH

Tema 1. OcHoBHBIE TOHATHA KpUnTOrpadhuy. Kiraccuduxauus mudpos.

PaccmarpuBarorcss  moHsTHS — kpumTorpadHH, — KiKo4a, mudpa,  KPUNTOTPAMMEL,
KPUNTOrpauyecKoro ImpeoGpazoBanus, MH(pPOBAHU, nemmndpoBanus. I[IpuBoguTcs cxem
NPOCTEHINeH KpUITorpaguieckoit cucrems! o Illennony. PaccmarpuBaetcs wnaccupukanum
WHGPOB IO Pa3sHBEIM IIPU3HAKAM.

Tema 2. Knaccugeckas kpunrorpadus.

PaccmatpuBarores mcToprudeckue KpunTorpahuuecKue CHCTEMB (mupd u mudposanbHBE
YCTPOMCTBa) ¢ ApeBHEHIINX BpeMeH 110 cepenunsl XX B. I

Tema 3. TlepecTanoBo4HBIE U UMD 3aMEHEL.

PacemarpuBarores mmdps! nepectanoBok u 3aMeHsl, MOHOaJI()aBUTHEIE U HOMAAI(ABATHBIC.
B xauectse mprmepoB paccMatpuBaroTes mubpsl Iesaps u Bixenepa. VKaskIBAIOTCS METOB! HX
KpHUIITOAHAJTN3A.,

Tema 4. IllndpoBanne rammupoBannem u OJXHOpPa3oBbIe OJOKHOTE! (bp Beprama).

Paccmartpusaercas  amroputm  mmdpoanus raMmupoBandemM u mudp Beprama,
ITokaskIBaeTCs KPUNTOCTORKOCTD mudppa Beprama.

Tema 5. Cummerpuunsie mudpsr. Cets Deiicres.

PaccmarpuBaetcst aroput™ mmudpoBaHHA ¢ HCMOTB30BAHHEM CETH QeiicTens, a Tak e
OCHOBHBIC mpeoOpasyromue OGYHKIHH, WCHONB3YeMBle B TAHHOM anropur™e. [lpumepni
mu(poBanms/ e poBanus. YKa3bIBAIOTCS METOIEI KPUNTOAHAIH3A JAHHOTO mHpa. '

Tema 5. Cummetpuunsie mudpsr. DES

Pacemarpupaercss anroputm mmdposanus DES, pexumer ero padorel (CBC;CFB;OFB),
[Tpumeper mudpoBanus/nemudpoBaHys. YKa3LBAIOTCS METOILI KPUIITOAHAN34 JaHHOT(
mudpa.

Tema 6. Cummerprransie muppsr, upp TOCT 28147-89, mmdp Blowfish.

PaccmatpuBatorcs  anroputmel  mmdposanms T'OCT u  Blowfish. YKasbIBaroTCH
IperMyIecTsa o cpasuenuto ¢ DES.

Tema 7. CummeTprunbte mudper, Anroput Rijndael, mmdpp AES.

PaccMarpuBaroTcs anropuTMel mudpoBanms Rijndael u ocrHoBaunsIif Ha HeM AES,

Tema 8. CummMeTpuuHbIe AGPEL YIIpaBieHre KIIOYeBOi uHpopMaIuei. 1

Paccmarpusaercs [Ipotoxon Kerberos.

Tema 9. TToTokoBEIE HGPEI
PaccmaTpuBaetcst oHsTHE IOTOKOBOrO mudpa. THIE IOTOKOBBIX mMHQPOB, UX OTIHUHE OT
OMOYHEIX. !

Tema 10. IMoroxossie mudpsr [upp RC4.

Paccmarpupaercst anroputm RC4, ero kpurrroananmus u IPUMEPBI UCTIONB30BAHUS.

Tema 11.Accumerpruroe mudpopanwe.

PaccmarpuBaeTcst IOHATHE ACCHMETPHYHOIO wpa. Ero oTiudmie oT cHuMMETpHYHOTO.

Tema 11.Accumerpuunoe mmdporanue. Pacmpenenenne kmoueil mo cxeme Hndpon-
Xennmmana

PaccmatpuBaercs  anmroputM Huddu-Xemwmana, mo3BomsOmmit ABYM  aGOHEHTaM,
OOMEHHBAsCh COOGINEHHAMH IIO He0e30IaCHOMY KaHAly CBS3H, PACIIPENCIIATH MEXIy coboH
CEKPETHBIN KIIOY MU POBAHUS.

Tema 12.Accnmerpranoe mudposanue. [udpsr RSA, Dp-Tamans.

PaccmarpuBaroress kpunrorpaduueckue CHCTEMBI Ha OCHOBE anroputMoB RSA u Oun-
["amass,



Tema 13. KomOunupoBaHHast KpuntocucreMa mubpoBanms

PaccMaTpuBaroTCss ~ METOABI  COBMECTHOTO  HCIIONb30OBAHHE CUMMETPUYHBIX U
ACCHMETPHYHBIX IIH(POB.

Tema 14. Xom dyakuun. Anroprrmet SHA-1 1 N-hash.

PaccmatpuBaroTes moHATHS  Xomr  QyHKuMM, nafikerca W HX ocoGeHHOCTEI,
PaccmatpuBaores peanusanmu Xom QyHKIEHA i IEpPOB HA U3 OCHOBE 110 amroputMam SHA-1 u
N-hash. .

Tema 15. Onexrponnas mudpoas HoxmuCh (SUID). Anroput™ hopMUPOBARUSA SNEKTPOHHO-
mudposoit moanucu DSA.

Paccmarpusaercs monstue 1, a Takske ee popMUpOBaHTe HA OCHOBE anroputma DSA.,

Tema 16. 3amura unpopmanuu B IP cersx.

PaccMaTpHBArOTCs. OCHOBHEIE IIPOTOKONEI CETH Wureprer, obecneunBaroimme 3amury
uadopmanum: S/MIME, SSL u TLS, IPSec, SKIP, ISAKMP 1 MeKceTeBhIe 9KpaHBL.

Tema 17. Kpunroarroparmer npoctparctsa .Net.

PaccmarpuBaercs mpocTpaHCTBO HMeH lIpoctpanctBo mmen Cryptography B8 .NET
Framework.

Tema 18. XML- kpunrrorpadus :

PaccmarpuBarotes BosmoxaOCTH XML —KpUNTOrpaQuu, CPaBHUBAIOTCA PATHYHEIE THUIIL]
XML —noanuceit

Paznen 3. Kpunroananmus.

Tema 19. Kpunrroanamms

PaccMatpuBaroTes METOABI KpUNTOAHANM3A: YaCTOTHEIN, METON TIONHOTO nepebopa, araka
o0 wmovaMm, MeTox "BCTpeunm mocepenuue". Kpumroanamus CUMMETPHYHBIX  IH(PPOL,
KPHNTOAHAIN3 aCHMMETPHUHBIX MWQPOB, KPUNTOAHANM3 XUl (QYHKIMH, KPHITOAHATH3 MO
MoOOYHBIM KaHAJIAM, KBAHTOBEIN KPHITOAHAINS,

Paznien 4. OcHOBHI creranorpaduu

Tema 20. OcHOBEI cTeranorpapun

Ilonstne w BUABI creraHorpadmuL. Creranorpagus M H300paXKeHHS: METOJ LSB,
creraHorpagus u BHACO, cTreraHorpadms u aymuo. CreraHorpauYecKHe MPOrpaMMHbLE
IIPOJTYKTEL,

Copeprxanne 1a60paTopHbIX 3aHATHIA 110 U CIUILTHHE

Pasnen 1. TeopeTnueckne 0CHOBEI 3aIIUTEL HHQOpMAHH

Tema 1. Ilonarue undopmanuonHoit GesomacHocTH, Kiroueskie BOIIPOCKHI HH(OPMAITHOHHOI
Oe3omacHoCTH.

JlaGopatopnas pa6ora Nel, «eHepamus [ICEBIOCTYYAHHBIX MOCTEA0BATEILHOCTEI

W3y4enne,mporpaMMHuas renepamis 1 omeHKa IICEBAOCITYYalHbIX TOCIIEI0BATEIEHOCTEN .

JlaGopaTopnast  paGora Ne2. «IloacHcTeMbl DAapoIbHOM  ayTemTHdMKANHY
noak3oBaTeseil. I'enepaTopsl mapoureii. Ouenxa crenenn croiikocTn NAPOJIBHON 3AIHTHLD)

HccnenoBanue HapoNBHBIX  ITOACHCTEM ayTeHTHQMKAIHUKM TONb30BaTenell. Peasmsarmis
NPOCTEHIIIEro reHepaTopa naponei, 0611a1aromero TpeGyeMoii CTORKOCTEIO KO B3JIOMY. "

Pasnen 2. Kpuntorpadudeckue MeToasr 3ammTs uHGOpMaIUH

Tema 1. Knaccuueckas kpunrorpadus

JlabopaTopHas pa6ora Ne3. «Knacenueckas kpunrorpadus. Mndp Hezapa»

W3yyenne u nporpaMmmHas peanusanus mudpa Le3aps.

Tema 2. CummeTpuunas kpunrorpadus

JlaGopaTopHas paGora Ned. «Cummerpuunast kpunrorpadus. Cern Deiicress

Wsydenne ocoGeHHOCTel M IporpaMMHast peasmsanys cety DeifcTes.
JlaGopaTopHass paGora NeS5. «Cummerpuunast kpunrorpadus. IToTokoBhrii wudgp
RC4»

PeanusoBaTh mpoCTEHIIMIT ITOTOKOBEIM mAdp ¢ CHMMETPHYHBIM KIIOYOM HA OCHOBE
anroputMma RC4,



Tema 3. Accumerpuanas xpumrorpadus

JlaGopaTtopHas paGora N6, «ACCHMETPHYHBIE AJTOPHTMBI muppoBaHUd JNAHHBIX.
Aaroputm RSA» !

V3yyuts npunmun paGoTHI acCHMMMETPUYHEIX aIrOPUTMOB IIM(GPOBAHUS HA IpUMEpe
anroputma RSA.

Tema 4. Kpunrorpapus 8 OC Windows

JIabopaTopHas paGora Ne7, «IIporpammupoBanne kpunTorpaduaecknx npoBaiaepos
Ha miargopme .NET: Anropurmer xomuposanus SHA-1 g1 MD5» *

Hayuutscs mcmone3oBars Kpuntorpapuyeckne mnposaiizepsl xom-dymxumit B NET
Framework.

Pazzmen 3. OcHOBEI KpunNTOaHAI3A

Tema 1. Tuddepennnansuplii KpUITOAaHAIH3

JIaGopaTopHas paGora Ne§. «uddepernuansHpIil KpUNTOAHATN3 GJI0UHAIX mu@posy»

Wsyunte meton muddepenumansroro kpunroanamsa INPHUMEHUTENEHO K MHOTOPAYHIOBLIM
anropuTMam 6JI0YHOTO MKUpPOBAHUSL.

Pasnien 4. OcHoBeI creranorpaduu

Tema 1. Cxpsrtre TexcToBol MEGOPMANIT B datine u3soOpaxeHus

JlaGopaTopuas paGora Ne9, «Creranorpapus. CKpbITHE TEKCTOBO HHpOpMAUKH 3
¢aiine n3zobpaennn»

Peaymsosbisate Metox LSB, koTopblif 3axmodaeTcs B 3aMeHe MOCTCAHUX 3HAYAIMX GuTOR
B KOHTCHHEPEe H300pakeHHs Ha GUTHI CKPHIBAEMOT'0 COOBIIEHNS.

5. OIEHOYHBIE CPEJCTBA JIJISI TEKYINETO KOHTPO.ISl YCIIEBAEMOCTH,
HPOMEXYTOYHOH ATTECTAITMH ITO HTOTAM OCBOEHWSI TACIIATLIMHBI
I YYEBHO-METOANYECKOE OBECIIEYEHNE CAMOCTOSITEILHOM PAEOTEI

CTYJEHTOB |

3.1. Texymuii KOHTpPoJIL ycnieBaeMocTH

KoHTpomnbHbIe BOIPOCEH! PeRTHHI-KOHTPOIIS:

Peiimunz-xonmpons 1

Bapuanr 1

PasBepHyTO OTBETHTH Ha BOIIPOCHL.

Bonpoc 1. Kirouessie Bonpocsr UHPOPMATHOHHOM 6e30acHOCTH.
Bonpoc 2. Buas! yrpos HHOPMALHORHON 6e3011aCHOCTH,

Bompoc 3. Anroputv npoBeeHus aHAIN3A B OLIEHKY YTPO3 HHQOPMAIMOHHOM 6e300acHOCTH.
Bapnanr 2

Pa3BepryTo oTBeTHTH Ha BOIIPOCHL

Bomnpoc 1. Cocrasistionme nHOPMATHOHHOH Ge30IaCHOCTE.
Bomnpoc 2. Mozens yrposst mHbOpMaumHOHHOM 6e301aCHOCTH.
Bompoc 3. OcHoBHbIE BUIBI 3amUmaeMoi HHOpMAIHH,

Bapuant 3

PasBepryTo 0TBETHTH Ha BOTPOCHL.

Bompoc 1. Buas! yrpos nrdopMannonto 6e300acHOCTH.

Bompoc 2. 3akoxonarensctso PO B 061acTH 3ammuTh HH(pOpMAaIWH,
Bomnpoc 3. Conepsxanne Momenu UHGOPMALHOHHO} 6e30acHOCTH.
Bapuaur 4

Pa3BepnyTo 0TBETHTH Ha BOIIPOCHL

Bonpoc 1. Kimouepsie BOmpock! HHpOpMAanEoHHON 6e30IaCHOCTI.
Bomnpoc 2. Buznst Moneneit HEGOPMAaIHORHO 6e30MaCHOCTH.
Bompoc 3. ITonutuka HHGOPMAIMOHHOM 6€30MaCHOCTH.

Peiimunz-xonmpony 2



BapuanT 1

PasBepHyTO OTBETHTH Ha BONpPOCEHL.

Bomnpoc 1. Anroput™m pacmmudposarns IT'OCT 28147-89.

Bompoc 2. Anroput™ pacnpeneneHus Kimoueit mo cxeme Huddu-Xennmana

Bompoc 3. Anroputm RC4

Pemmwts 3amauy.

3amaga Nel. Anroput™ mmgpoBaHus rsa.

CreHepupyliTe OTKPBITHIN M 3aKPHITHIA KITFOYH B anroput™e mupposanus RSA, BriGpas npocrhre
HdHCIA P U q U3 IEPBOH COTHHU. 3aumppyiite cooOIIEeHHUE, COCTOALIEE U3 BAlUX HHAIUANOB: DUQ).
Bapuaur 2

Pa3BepHYTO OTBETHTE Ha BOIIPOCHL.

Bompoc 1. Anroput™ pacuudposanns TOCT 28147-89. O6mas cxema.

Bonpoc 2. [ITugp Blowfish

Bompoc 3. TIporokon Kerberos

3anaga Nel. Anroputm mmgppopanus rsa.

Pemmts 3amauy.

CrenepupyiiTe OTKPBITEIH B 3aKPHITEIM KIEOYH B anroput™e mwuppopanus RSA, BeGpar nmpocrhie
HHCNIa P U q U3 BTOPO# coTHU. 3aumdpyiiTe coobluenre, COCTOAIIIEe U3 BAIEX HHAIHAIOB: OU().
Bapuant 3

PassepHyTO OTBETUTH Ha BOIPOCEHL.

Bompoc 1. Kakue GbyHKIHH MOTYT HCIONB30BaTHCS npu mupposanum B cetd Deticrens?

Bompoc 2. Onmcats anroput™ pacupeneneHns Kouel mo cxeme Huddu-Xennmmana

Bonpoc 3.0mucars anroputm RC4

Peumirs 3amauy.

3amaga Nel

Bremonmuts 3 paynna mubpopanus u meumbposanus ceTrio Melicrens coobmenue «2014y, rie
F=(L+n)mod 256 (mod — ocraroxk ot IeJNeHUA), N — HOMep BApUAHTA.

Bapuant 4

Pa3BepHyTO OTBETHTH Ha BOMPOCHL

Bompoc 1. Kakumu cBolicTBaMu 061a1af0T X311 byHKIHMH?

Bomnpoc 2. Ommcats anroput™ mupposanus yib- amas

Bomnpoc 3. Onucats anroput™ mudposanus DES

Pemmts 3anauy.

3amaya Nel,

Hcnonesys mudp Llesaps, sammdpyitte cBou Gamummro Mms OTUecTBO. Benuuuna cxsura pasna
HOMEpY BapHaHTa.

Peiimunz-xonmpons 3

Bapmnanr 1

PasBepHyTO OTBETHTH HA BOIIPOCEHL.

Bonpoc 1. KombuanpoBanHas Kpunrocucrema I poBaHUs

Bompoc 2. AnroputM popmupoBanms OnexTpoHHO-1M(poBoit mogmucH DSA
Bompoc 3. TIpotokoner SSL u TLS

Bompoc 4. Kpunroananus cuMMETpHYHEIX mudpos

Bapuanr 2

PasBepHyTO OTBETHTH Ha BOIIPOCEHL.

Bomnpoc 1. Xom pyrxknuu it
Bompoc 2. Anroputv SHA-1

Bompoc 3. IIpotokon S/MIME

Bonpoc 4. Kpuntoananms aciMMeTpHYHEIX MAppoB

Bapuanr 3

PasBepHYTO OTBETHTH Ha BOIIPOCHL



Bompoc 1. DnekrporHas nudposas moamuch
Bomnpoc 2. Anropurm SHA-1

Bompoc 3. IIpotoxon S/MIME

Bomnpoc 4. Kpunroananus xem-¢ynximuii
Bapnanr 4.

Pa3BepHYyTO OTBETHTB Ha BOIIPOCHL

Bompoc 1. Creranorpadugeckue metosm:
Bomnpoc 2. Kpunroanropurme mpoctparcTsa .Net
Bompoc 3. YacToTHBIH KpUNTOaHAIN3

Bompoc 4. KBaHTOBEIE KPHIITOAITOPHTMEL

5.2. IIpomMe:KyTOYHAS ATTECTALHU 110 HTOTAM OCBOCHHS JUCIUIUINHBI
IK3aMeHANMOHHBIE BOIPOCHI 110 ) IMCHHILUIHHE;

1. CTpyKTypa ¥ OCHOBHBIC COCTABIISIONINE HHQOPMANOHHOM G€301aCHOCTH

2. O6mme Bonpocs! HHGOPMAITIOHHON Ge30MaCHOCTL.

3. Bunge! yrpo3 nHGOpManuoHHOMN Ge30macHoCTH.

4. 3axononarenscTBo P® B 0611acTH HHPOPMALMORHOH GE30IACHOCTH.

5. Kimacenueckas kpunrorpadus.

6. Hludp esaps.

7. Cers Deiicrens.

8. OyHKUMH, HCIOTB3yeMble TPH MHGPOBaHuH B ceT Deffcrels.

9. Anroput™m mmmpposanus I'OCT.

10. Anroput™ mudposanus Blowfish,

11. Anroput™ umdposanus DES.

12. Anropur™m mudposanus Rijndael.

13. Anropurm mudposanms AES.

14. IToroxossie muppel. Anroputv RC4.

15. Anroput™ pactipesieneHus KIoueit mo cxeme Jubdu-Xennmmana.

16. Anroputm mupposanus RSA.

17. Anroput™ mmdposanust Dib- Tamas

18. Anroput™ mudposanns SHA-1,

19. CpoiicTBa 0AHOCTOPOHHUX (GYHKIHIA.

20. KpunroanroputMer npoctpanctsa Net.

21. Tlporoxons! 3ammuTe! nHGOpManuy B IP ceTsx.

22, MeTons! KPUITOaHAIH3

23. Meronsl cTeranorpaum.

3.3. CamocTosTeapHas padoTa o6yuaromerocs.

Bonpoce! 1iist KOHTpoIst caMocTosTENBHOM PaGOTHL:

1.PackpotiTe OHATHS HHPOPMALNOHHOM W SKOHOMHYECKOI 6e30macHOCTH.

2. Ilepednciute U ONUIIMTE BABI HCTOYHIKOB yrpo3 uHGOPMANMOHHON Ge30IIaCHOCTH U HX
0COOEHHOCTH.

3.VKkaxuTe OCHOBHBIE BUJIBI 3aIIUIIAEMO uHopManuu.

4. OnMImMHUTE MEXIYHAPOTHOE 3aKOHOIATEIBCTRO B cdepe 3auTH HHGOPMALIHH.

5. OnumuTe cTaHAAPTH! K 3aKOHOATENBCTBO PD B chepe 3amuTh HHGOPMATTH.

6. YKaxMTe OCHOBHBIE 4CIIEKTHI TOCTPOSHHUS CHCTEMEI HUHPOPMAITHOHHON GE30IaCHOCTH.
7. Coopmymnupyiite Hporpammy HHGOPMAIHOHHOM Ge30IIACHOCTH.

8. [lprramciuTe Monen HHPOPMAIIMOHHOM 0e30MacHOCTH, YKa)KHTe MX 0COGEHHOCTH.
9. KakoBEI OCHOBHBIE OTallbl pEeaTH3alui MOIEITH UHPOPMAITHOHHOM (Ge30IIacCHOCTH?
10. Kaxue meponpusTis no samure nadopmarin MIPOBOAATCA B OPraHU3alAaX ?

11. Kakum 06pa3om GopMHpyeTcs TONMTUKA 6e30IaCHOCTH B opraHusanuu?

12, Kakum 06pasoM mnpowssonutcs ympapieHHe puCKaMH B CHCTEMaxX HHQMOPMaLMOHHOM
Oe30ITacHOCTH.
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13. Kak onenuBaercs 3QQeKTHBHOCTE u PEHTAa0ENBHOCTE CHCTEM HMH(DOPMALHOHHOH
6e3omacHoCTH.
14. Kakne meTomonorun oneHku Ge3onacHocTd MHMOPMAIIHOHHON CHCTEME CYIIECTBYIOT H
HCIIONB3YIOTCS CETOIHA?
15. Yro Takoe kpunrorpaduyeckas sammuta HEGOPMALIA?
16. Kaxue knaccnpuxamuu mudpos cymecTByior Ha CETOHAINHHMA JeHB?
17. Onamure mmpder u yeTpoiicTBa KIIacCHYecKoit Kpunrorpabuu.
18. B yeM 3akmroyaeTcs CyTh MOACTAHOBOYHEIX H HEPECTAHOBOYHEIX mugpoB?
19. Packpoiite cyts mudpa Llesaps.
20. Omummre mmdp Buxenepa.
21. YxaxwuTe OCHOBHBIC IPUHIMIIEI IU(DPOBAHMS TaMMUPOBAHUEM.
22. Kak ncnons3yercs mu@poBaHie METOIOM 0IHOPA30BOTO GIOKHOTA?
23. B 4eM 3aKIIOYACTCS CYTh CHMMETPHYHOM Kpunrtorpaguu?
24. Kak popmupyetcs cets Delicrena?
25. Kaxum 06pa3oM opraHu3oBass! MHMPEL Ha 0cHOBE cetr Meiicres: ['OCT, Blowfish?
26. Onmummute umgp DES.
27. OnumyTe npuHIMN AelicTBHS mEdpPoB Rijndael, AES.
28. KakoBsl 0COGEHHOCTH IIOTOKOBOI'O I (pPOBAHHS 110 anroputmy RC4?
29. Yxkaxxute OCHOBHEIE IPHHIIAIIB! aCCUMMETPUYHOH Kpuntorpadumu.
30. Onummre mmdp RSA.
31. Onmnmure MateMaTHyeckyro 6asy mmrdpa Db [amas.
32. Copmymupyitre nmorsrue DL
33. Onmmmmre DSA anroput™ dhopMupoBasus SUII.
34. CoopmynupyifTe HOHATHE X3II X €r0 OCHOBHEIE CBONCTRA.
35. Onummure anroputMer SHA u N-hash.
36. OnuunTe MaTeMaTHYecKyro 6asy anroput™MoB trma MD.
37. KaxuMm o6pasoM mpousBomutCs KOMOHMHHPOBaHHE CHUMMETPUYHON I aCCUMETPHYHOM
KpHIrrorpagpuun?
38.  Kakum oGpasoM peanusyrores u HCIOJIb3YFOTCS KPUNTOIIPOBARAEPHI Ha miargopme NET?
39.  C ucnone3oBanneM KakuX IPOTOKOJIOB OCYIIECTBIIACTCA 3amuTa nHpopManuu B IP cersx?
40. Kaxue 0cHOBHBIE METOZIBI KPHIITOAHATA3A CYIIECTBYIOT?
41. PackpoiiTe ocHOBHEIE MeTO B! I POBOIL cTerasorpaduu.
3agauu 1s KOHTPOJIS CAMOCTOATENLHOM PAGOTHI:
3amayga Nel.
Hcnonbsys mmdp Llesaps, sammdpyitre cson Oamimmio Vims OtuectBo. Bennunua capura pasHa
HOMEpY BapUaHTa.
3amaya N2,
3aumppyiire cnoso AJIOABUT no ramme UJTOHTX.
3amaua Ne3.
3amm¢pyiite cnoso AJIOABUT mudpom Bixenepa ¢ kmouom MUP
3amaua Ne4.
Coobmenne SOKYDIOLIGCWUUHO 3alH(POBaHO MHPOM BEPTHKATLHON I16pECTAHOBKH

(1 2 3 4 5 6)

35 4 1 6 2

Pacmudpomars coobmenne.
3amgaga Neo5,
3ammbpyliTe NpeaTOKeHHne, TPUMEHHB CICOYIOUIYIO TIEPECTAHOBKY CJIOB: MEHSIOTCS MECTaMH

IICPBOC U IIOCJIEIHEE CII0BA, 3aTEM BTOPOE U MPENNIOCIETHEE U T.JT.
3amaua Ne6,
CKOJNIBKO JIOTONIHUTENRHEIX OUT HANO NOGABHTE K coobmenuto mmuaod 100 cuMBONOB, eciy

KOZIMpOBaHHE OMHOTO CHMBONA TpeOyeT 86ut u Giounbii mudp paGotaer ¢ GroKaMu JUITHHO
646uta? '
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3amaua Ne7.

Bemonnuts 3 paysaa mudpopanns u memmpposanus cetsio Deticrend coobmenne «2016y, rjie
F=(L+n)mod 256 (mod — ocratok ot menenus), n — HOMED BapHaHTA.

3amava Ne8.

OTKpBITBIA TEKCT M €r0 IMH(BPOTEKCT UMEIOT IMHY 46WTa, IMHA KToua 3GHT. Oynkns
M3BNIEKACT |-britu 3-uit GUTHI KIOYa, HHTEPIIPETUPYET UX KAK JECATHIHOE 9HCJIO, BO3BOJUT €TI0 B
KBaJpar W MHTCPIPETUPYET PE3yNbTaT Kak 4-OMTOBYIO ImocmenoBaTensHocTs, Haiitu pesymbrar
3aH(POBaHKA ¥ pacIIubpoBaHKs, eCI IePBOHAYATBHBIN HCXOHELE TeKeT —01 1 1, kmou-101.
3amaga Ne9.

CrenepupyiiTe OTKPBITHIA M 3aKPBITHIM KIIOUM B anroput™e mubposanus RSA, BriGpas mpocthie
HHCIIA P M ( U3 IEPBOH COTHA. 3aimuppyiTe coOBIIEHNE, COCTOSINEE U3 BAIINX HHAXAIOB! OHO.
3amaga NelO. 4
CKOJIBKO HMeeTCs! HATYPATbHBIX YHCEN, MEHBIIHX N=pq u B3ammmuO mpocteix ¢ N, rie p u q —
Pa3IIMYHBIE IPOCTHIE YUCIIA? v

6. YYEBHO-METOJIWYECKOE U UH®OPMAIIMOHHOE OBECIIEYEHNE

JACHATLINHEI
6.1. KnurootGecneueHHocTh
HauMenoBaHue uTepaTypel: aBTOp, Ha3BaHHeE, BUL W3JAHUS, Ton KHUT'OOBECIIEYEHHOCTH
H3JaTeJIbCTBO HU3IaHuA —

Hannyne B amekTpoHHOM
karasiore ObC

OcHoBHasI TuTeparypa

1. A.O. Kyuepux, A.FO. Jlexcun, J[.H. Byxapos, A.IO. Iarypuna 2017 http://e.lib.visu.ru/bitstream/1234
Kype nexumit no aucuumiune «3amura urpopmanmm» / Bragum. 56789/6466/1/00702.pdf
roc. yHu-T uMeHu Anexcannpa I'puropeesuua u Hukonas
['puropsesuta CToneToBbIX. — Bramumup: Usp-so Bal'y |
2. Kyuepuk A. O. ,Byxapos JI. H. 2017 http:/e.lib.visu.ru/bitstream/1234
Hosukosa O. A., Camsiukun B, JI. Metoanueckue yYKa3aHuA 110 56789/5886/1/00678.pdf
BBIOTHEHHUIO 1a60paTOPHBIX paboT Mo AUCHHILTHHE «3amuTa
uHpopmMamu» BlaauM. roc. YHE-T UMEHH AnexcaHzapa
I'puropresnya u Hukonas I'puroprepnaa CroneToBhIX; —~
Buagumup: Han-o Bal'y
3. bonenosa 3.A., UndopManuonnsiii Mup XXI Bexa. 2018 http://www.studentlibrary.ru/book
Kpunrorpadus - ocHoBa uHbOpManmonHO Ge3omacHoeTH /ISBN97853940303 14.html
[OnexTponHbIit pecype] / Bonenora D.A. - M. : Iamkos u K
HononuuTensHas Jiuteparypa

1. Asepuenko B.H., Kpunrorpagudeckie MeTOMbI 3aIMUTbI 2017 http://www.studentlibrary.ru/book
uHbOpManMy [DneKTpoHHsI pecypc] / Agepuenkos B.H. - M. ; /ISBN9785976529472 .html
QJIMHTA.

2. Apniommn C.M., JTuckpeTHast MaTeMaTika. Moxy/spHas 2017 http://www.studentlibrary.ru/book
anrebpa, kpunrorpadus, Koauposasye [NeKTPOHHBII pecypce] / /ISBN9785940744083.htm]
Asnoumn C. M., HaGe6un A. A. - M. : JIMK TIpecc. |
3. bupiokos A.A., UHdopMarnoHHas 6e30acHOCTS: 3aIATa 1 2017 http://www.studentlibrary.ru/book
Hananenue [OneKTpoHHbIH pecype] / Buprokos A. A. - M. : JIMK /ISBN9785970604359.html
Hpecc.

6.2. Ilepuoauyueckue u3ganus
1. XKypnan "3amura nagopmamun. Uucaiin". - Pexum nocryna: http://www.inside-zi.ry/
2. Mnpopmanus u GesonacHocTs. - Pexxum gocryma: http://cchgeu.ru/science/nauchnye-
izdaniya/informatsiya-i-bezopasnost/
3. Information Security. - Pexxum noctyma: hitp://www.itsec.ru/
6.3. HHTepHET-pecypchl
1. Oner I'pannyun, Bnagumup Kuses BezomacHocTs HHQOPMaIMOHHEIX cHCTeM. — PexnM
mocryma: https://www.intuit.ru/studies/courses/13845/1242/info
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2. Onbra Jlanornnna Kpunrorpaguueckne ocHOBBI Ge30macHOCTH. — Pexxum 10CTyma:
https://www.intuit.ru/studies/courses/28/28/info

3. I'anuna bacanoBa OcHOBEI kpumrTorpaguu. — Pesxum goctyna:
https://www.intuit.ru/studies/courses/691/547/info

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUILINHBI

g peanmsanuy HaHHOW IOUCLHWMIUIMHBL HMEIOTCA CIENUATBHBIC IIOMELICHUS U
TPOBEACHUS 3aHATHM JICKIIMOHHOTO THIIA, 3aHATHH JJaGOpaTOPHOro THMA.

JlabopatopHbie paboTh! poBoasTes B ay. 100-3, 106-3, 5116-3, 511r-3.

Ilepedens HCHOMBE3yeMOro JIMIEH3MOHHOTO IPOrpaMMHOro obecmedeHus: MS Visual
Studio.

Pa6o4yro nporpammy cocrasuin byxapos JI.H., crapiuui [PEMOABATE ) b—— L

(®HO, nomKHOCTS, I'IOJJ',I'IHCI:) 7 ’ "
Penensenr ['enepanpusrii qupexrop OO0 «®C Cepaucy < ( 77 JI.C.Ksacos
(mecTo paboThl, nonm—mcn, ®HO, noanuce)
[IporpamMma paccMoTpeHa u 0,100peHa Ha 3aceJaHuK Ka(penpbl (DHHM
Hpotokomn Nel or 30.08.2021rona

3aBenyromuii kadempoi

A

o

(®UO, nozmncx,)
Paboyas mporpamma paccMoTpeHa u 0106peHa
Ha 3ace/]aHNH yueOHO-MeTONYeCKON KoMuccun Haupasienns 01.03.02 TIpukiagHas MaTemMaTHKa
U uHbopMaTHKa —
IIpotokon Nel or 30.08.2021rona —

-
e

e

Hpe,IIce,I[aTeJ'Ib KOMHUCCHH <
(®HO, nomxuocTs, MOATHCH)

JUCT ITIEPEYTBEPKJIEHUSI
PABOYEH ITPOT'PAMMBI TUCIATLIMHBI

Pa6ouas nporpamma onoGpena na 2047 /20,273 y4epmplii roza

IIporoxon 3acemanus kageapsr Ne 7 ot 3/ Of Hid [Oﬂa

2, 7
AaBenyfonmﬁ kadenpoit / % _4}///;5£J’%4/4
7
Pabouas nporpamma onoGpena Ha 20 /20 H/J6Hb i roja
I[IpoTokoun 3acenanus kapeapsr Ne oT rona

3aBenyromuii kadeapoii

Pa6oyas mporpamma onoGpena Ha 20 /20 y4eOHbIH rojia

IIporokon 3acenanus xadeapur No oT romaa

3aBenyromuii Kadempoii
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