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1. HEJU OCBOEHWS TUCHHUILINHBI

[{ens OCBOSHHS JUCIUIIEHBI «3aluTa HHGOpManvuy - OOYUCHHE CTYJIECHTOB METOLONIOTHH PEILCHIA
npobreM W 3ajiad B obnactd MHGMOPMAUMOHHOH OE30MACHOCTH € HMCIOJB3OBAHMEM MATCMATHHCCKOLO
amIapaTa i KpUnrorpahuueckux peodpasoBanuy.
3amaum:
e OBJlaficHHE HABBLIKAMHE aHAJIM3a 3AINUINCHHOCTH HH(POPMAIMOHHON CHCTEMBI
o l3ydenne NpPUHIMIOB DabOTHI ¢ KPUNTOrPaQUUYCCKMMU QITOPUTMAMH U
KPHUIITOCTORKOCTH.
o OOpMHPOBAHKE HABBIKOB PabOTHI CO CTaHAAPTHLIMU xpunTorpahuIecKuMy  JITOPUTMAMU €
HCIIONIB30BAHMEM COBPEMEHHOTO allliapaTta mporpaMMHIPOBAHKS

OLICHKOH HX

2. MECTO JUCITUILINHLI B CTPYKTYPE OIIOII BO

Jucnumivna «3ampra MHPOpMAUn» OTHOCHTCA K pasjieiy 51.0.19 - OO6s3arenpuble IUCHUANIHHBL
nampasiernst 01.03.02 TlpuknanHas maTeMaTHKa H undopmarika. VzyueHHe OUCIHUILUIMHBI MPOXOJAT B 7
CeMecTpe, MPEIIIoNIaraeT HalIHIHe Y CTYICHTOB HaBBIKOB POrPaMMHUPOBAHUS, KOTOPBIE MOTYT OBITH [1OJIYYEHBI
B paMKax TUCIEMIHH «OCHOBBL IPOrPAMMHPOBAHHSD), «OOBEKTHO-OPHEHTHPOBANHOC POrPAMMIPOBAHNICY.

3HAHUS, [OJydeHHbIE B paMKaX H3yYEeHMsl [aHHOM JUCLHMIUIAHBL, MOTYT ObITh MPHMCHEHBL LIS

HAITFCAHYIS BBITYCKHOM KBaIAGUKAMOHHON pabOoThL.

3. IJIAHUPYEMBIE PE3VJILTATHI OGYMEHUS 10 JUCIHUTIINHE

Kon popmupyembix VY'poBeHb OCBOEHHS [Inanupyemblie pe3yabTaTbl O0YUEHH s MO IMCLUUIIIMHE
KOMITETEHIMH KOMIIETEH 1M XapaKTepr3yIoLLUE dTanbl GOPMHUPOBAHH KOMITETeHLMId
(noxa3aTenn OCBOCHHWA KOMI’IGTGHU,HI/I)
I 2 3
OIlIK-1 HOAHOE 3HaTh; Ga30BbIe 3HAHUS, [TOTyYCHHBIE B 00J1aCTH
Cnocoben npumensme MaTeMATHUCCKUX ¥ (M) ECTECTBEHHBIX HAYK
yHoamenmanorble VY MeThb: UCIIOIB30BATh Oa30BhIC 3HAHUA U3 00JIacTH
Hargs, MOg;NeHHEIE 6 MaTeMaTHUIeCKHX U (MJTH) eCTECTBEHHBIX HAYK B
Gnac 1podeccHOHaNIbHON ACATCIBHOCTH
Zzzeiiﬁzlx;;u;b:; Bnaners: HaBLIKaMfI BBIOOpA METONOB PELICHUS 3a/1a4
HaYK, U UCHOTB306aMb npodecCuoHaTbHON )IE::HTQHBHOCTI/I Ha OCHOBE
wx 6 NpogheccuonanbHol TEOPETUUECKUX 3HAHUN
desmenbHocCmu _ o
OIIK-2 RONHOE 3HaTh: MPUHIMIILI MATEMaTHIECKOTO MOJACIHPOBAIN,
Cnocoben npumeranmv u THIOBBIE (YHUBEPCATHHBIC) MATEMATHUECKIE MOACHH,
MOOUPUYUPOEAMb (OopMYJIBL, TEOPEMBI ¥ METOJIBL, HCIIOJIB3yEMBIC B IIIMPOKOM
e nabope ob6nacTeil IPUMEHSHNS IPUKIALHOH MaTeMaTHKH;
MOOERU O PEULEI S VMeTb: OCYIIECTBIIATH 0G0CHOBAHHBIN BHIOOD
3a0ay 8 obaracmu
T MaTeMaTHUYECKUX U KOMITBEOTEPHBIX METOJI0B, a TaKXKe
DesMensHOCTTY HeoOX0AUMOro IPOrPAMMHOr0 00ECIICUCHHUS [IPH PEITEHIH
3aa4 podecCuoHaNIbLHOM JICATC/IBHOCTH,
BrianeTs: HaBBIKAMH NIPUMEHEHUs JAHHBIX METOJOB U
IIPOrpaMMHOT0 0OecneyeH s U PEIEHHH KOHKPETHBIX
3a1a4, )
OIIK-4 noJiHoe 3HaTh: OCHOBHLIC MTOJIOMKEHUS U KOHIECTIIUH IIPUKIAAHOr0
Cnocoben pewiams U CHCTEMHOTO IIPOrpaMMHPOBAHUs, aPXUTCKTYPBI




3a0ayy
npogheccuonanbHoU
OesAmenbHOCHY C
UCNHONb308AHUEM
CYUeCcmByIoujux
ungpopmayuonno-
KOMMYHUKAYUOHHBIX
MexXHONI0_UL U C YHemom
OCHOGHBIX MPedOBanUl

UHDOPMAYUOHHOU

6e30nacHocmu

KOMIIBIOTEPORB 1 CETEH; COBPCMCHHBIC A3BIKH
ITPOrpPaMMHUPOBAHYIS; TEXHOJIOTHH CO3IAHMS 1
JKCIITYaTalliy [[POTPAMMHBIX IIPOAYKTOB M IPOrpaAMMHDIX
KOMILICKCOB; OCHOBHBIE TpeOOBaHUsI THPOPMAIMOHHOH

0e3011acHOCTH;

VMeTh: OCYIIECTBIATH 000CHOBAHHbIH BHIOOD
He0OX0IMMBIX HH(QOPMAITMONHEIX TEXHOJIOTHH IPH
pelenuy 3a1a4 IpodecCuOHAbHOH NeATENLHOCTH,
Braners: HpakTHYSCKEME HABBIKaMHI UCIIOJB30BAHKS
H(OPMATMOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOIHH 1PU
penIeHUH 337184 IpodhecCHoHaNbHOMN JIEATENLHOCTH;

4. OFBEM U CTPYKTYPA JUCHUIIINHBI

Tpya0eMKOCTb MUCITHINTHHBL COCTABILIET __S 3aUETHBIX EAUHHIL, 180  4yacos
Bujer yueOHOH
paboTHI, BEIIIOYast
CaMOCTOATEIBHYIO
paBoTy CTYIECHTOB
o ! TPYLOEMKOCTS (B O6bem yueGHol ®opmnl
B yacax) TEKYLIEero
a paborsl, KOHTpPOJIA
=l o ¢ [PIMEHEHMEM
Ne | HawuMmeHoBaHWe TeM W/WIM Pa3IeNoB/TeM | § o 3 = yCIEeBaeMOCTH,
g o E S HMHTEPaKTHBHBIX
n/n JIUCLIVTI/IHB] 5 w 5 o ¢dopma
© 5 3|8 MeTonoB MPOMEXYTOYHOM
5 | E| o & |0 (B wacax / %) .
T =1 g 0 Q arTecTaluu
5 3 = O (no cemecmpam)
= 2 &
| 2
5|2
=
|1 TeopeTuueckue OCHOBEI samurel |7 | 1-4 | 4 2 25 | 4/67 PEUTHHT-KOHTPOJIb
uHpoOpMaLKU Nel /
2 Kpunrorpapuueckue METOAbl 3aumtuTel | 7 | 5- 28 12 | 25 | 30/75 pPEeUTHHT-KOHTPOJIb
nHQOpPMALMH 14 No2
3 (OCHOBBI KPUIITOAHAIN3A 7 15- |2 2 24 | 3/75
16
4 OcHoBEI cTeraHorpabun 7 17- | 2 2 25 | 3/75 PEHTHHI-KOHTPOIIb
18 Ne3 B
Beerosa 7 ceMecrp: 18 36 18 | 99 | 40/73 9K3aMEH
(27 qacoB)
HlToro no AUCLHINIMHE 7 |18 36 18 99 | 40/73 9K3aMCEH
(27 yacos)

Coaepxanne JeKIUOHHBIX 3AHSTAH M0 JUCHUILINHE
Gamura uadopMaHmy

Pasnen 1. TeopeTrueckue OCHOBBI 3aIUTH MH(OPMALIIH
Tema 1. Ilomsitme wnHpopMmamuonHo# 6esomacHOCTH. KifoyeBble BONPOCHL rHGOPMAIAOHHOM

0e30MIacCHOCTH.

PaccMaTpHBaioTCs TIOHATHS 9KOHOMHYECKOH M HMH(OpMAIMOHHOHU 6e3omacHOCTH. ONHCHIBACTCS
obIast cTpykTypa HHPOPMAIMOHHONW Ge30MacHOCTH ¢ TOHMKHM 3pPCHUL TpeGoBanuil MHOOPMAIIMOHHOH
6e30MacHOCTH, PaccMaTpUBaroTesl KIOYEBBIE BOMPOCH  HHMOPMAIMOHHOH 0e30IaCHOCTH: Hano JIH
3AIIMIIATHCA M UTO ClIeIyeT 3aMHarh? OT KOTo Halo 3anlUIIarbes? OT Hero Hano 3aIMUIIATBCA?  KaK
HAJI0 3amumaTbes? uro obecnedunt 3G HEKTUBHOCTD 3aIUUTE? BO UTO oboliyieTcs paspaboTKa, BHEIPCHUE,
SKCILTYATaIWs, COMPOBOMKACHUC ¥ PA3BUTHE CHCTEM 3ALIUTHI?

Tema 2. Bups! yrpos uidopMalinoHHOHR 6€30IacHOCTH

IIpuBosTcs BAABI Yrpo3 MHQOPMAIMOHHON 0E301IaCHOCTH, KIaccH(HUKanys UCTOYHUKOB Yrpo3 U

3almInaeMoil HHQOpMaLiHs.




Tema 3. OCHOBBI 3aKOHOIATENLCTBA B 00/1acTH 06ecTeuens HHPOPMAIEOHHOK 6e30TacHOCTH

PaccmartpuBaercst HOpPMATHBHOH 0asa IS 3allUTEL undopmarmy. 3akoHoparensetso CILUA ¥
Esponsl B cdepe 3ammuthl HHGOpMaruy. 3aK0HOAaTEIECTBO P® B cepe 3anTEl KHOOPMAIUH.

Tema 4. [TocTpoenue cucTeMbl HHYOPMAIMOHHOH GE30MaCHOCTH

PackppIBaroTcss MOHATHA ~OTBETCTBEHHOCTH M IIPOTPAMMBI MH(pOPMAIMOHHON  0€3011aCHOCTH.
PaccMaTpuBaroTes MOJENX HHPOPMAIMOHHOKR O€3011acHOCTH, TpeGOBaHMs U OCHOBHBIC TAllbl PEANTU3AIH
HH(POPMAIMOHHOHA 6€301acHOCTH. YKa3bIBAIOTCA MEPONPUSATHS 10 3aNTE uHpOpMAIKH, TPUMEHSIEMbIC B
opramusanyi. PaccMarpuBaeTesl OHATHE IOIUTHKA 6e30MacHOCTH, MPOBOJIUTCS PaCCMOTPCHUE METOIOB
AHAIIU34 ¥ YIPABICHUS PUCKAMH NIPY peann3aluu MH(POPMAITMOHHOH 0€3011aCHOCTH

Paspen 2. KpuntorpapudecKue METOIbI 3AIIATHI HHpOPMAIINY

Tema 1. OcHOBHBIE TOHATHs KpunTorpaduu. Kiraccubuxaims mu@pos.
PaccMaTpUBaroTCA [OHATHS KpHNTOrpaduu, Kioya, mudpa, KPAINTOrPAMMBL, KPUNTOrpaguyecKoro
npeoGpasopanus, muposanus, nemudposarus. IIpuBoauTCs cxem npocTeiieil KPUITOrpapUuUCeCKOm
cucTempl 110 LlernoHy. PaccMaTprBaeTcs KiIacCH(UKauy HHQPOB 0 PAsHBIM [PH3HAKAM.

Tema 2. Kiaccuueckas kpunrorpadus.
PaccMaTpUBalOTCs. HCTOPUYCCKUE KPHIITOTPAUUCCKHUE CHCTCMBI (mmpd # muppoBaIBLHEIE YCTPOHCTBA) C
ApeBHEHIIMK BpeMeH 10 cepeaunbl XX B.

Tema 3. [lepecTaHOBOYHBIC U MIU(PHI 3aMCHEL
PaccMaTpHBarOTCs MUGBPHI IEPECTAHOBOK M 3aMEHBl, MOHOANIABUTHRIC 1 nonvandaBuTHbIC. B xauecTse
Ip¥MepOB pacemarpuBatoTest mudpsr Liezaps u Brokenepa. YKasplBaOTCsa METO/IBI X KPUITOAHAIHIA.

Tema 4. [lIudhpoBaHue raMMHPOBAHUEM H OJTHOPA30BBIC 6rokHOTH (mudp Bepnama).

PaccMarpuBaeTess alropuTM MA(POBAHUS TaMMHMPOBAHHCM U mudp Beprnama. IlokasbiBaeTcs
KpUnToCcTOiKOCTh LM(ppa BepHama.

Tema 5. Cummerpuunbie mudpsl. Ceth OeifcTes.

PaccMaTpuBaeTcsi &ITOPUTM IMH(PPOBAHFKS ¢ UCHOJIL30BAHUCM CETH deiicTens, a Tak ke OCHOBHBIC
peobpasyromue GYHKIUH, ACIOIb3YeMbIe B TaHHOM aNrOpUTME. [Tpumepst mvibpoBaHus/ AN POBAHHS.
V Ka3BIBAIOTCSL METOJIBI KPUIITOAHANIM3a JAHHOIo I dpa.

Tema 5. Cummerpuynsle mudpsr. DES
Paccmarpusaercss anroput™ mudposanus DES, pexumbl ero padorer (CBC;CFB;OFB). Ilpumeps
i poBanus/ ienGpoBanus. Y Ka3biBAIOTCS METO/IBI KPUITOAHAIIN3A JAHHOTO mudpa.

Tema 6. Cummerpuusbie mudpst. Hupp FOCT 28147-89, mudp Blowfish.
Paccmarpusatorcs  anroputmel mudposanus I'OCT u Blowfish. VYkaspiBatoTcs NIPEHMYIIECTBA 10
cpaBHennto ¢ DES.

Tema 7. Cummerpuanpie mudpet. Anroputy™ Rijndael, mndp AES.

PaccMmaTpiBaloTcs anropuTMbl mrdposanus Rijndael u ocHoBaHHEIHA Ha HeM AES.
Tema 8. CuMMeTpruHble IMAQPsL. Y IPaBJICHAE KITIOYEBOH nHDOpMaLuei.

Pacematpusaercs [Tpotoxon Kerberos.
Tema 9. [ToTokoBEIE AP

PaccMaTpHBaeTCs MOHATHE ITIOTOKOBOTO W (pa. THIIBI IOTOKOBBIX muQpoB, KX OTIHYHE OT OJOYHBIX.
Tema 10. [Totoxossie rudpsl. Hudp RCA.

PacemarpuBaetcs anroput™ RC4, ero KpUIToaHaIu3 ¥ NPUMEpPbI HCIOIb3OBAHML.

Tema 11.Accumerpuytoe IHGpoBaHUE.

PaccMaTprBaeTCs MOHSTHE ACCHMETPHUHOTO Li(pa. Ero oTMune 0T CHMMETPUIHOTO.

Tema 11.Accumerprunoe mMppoBanue. PacipeneneHue KIoUeH Mo cXeMe Jubdu-Xemmana

PaccmarpuBaercss anroput™  Juddu-Xenmana, MO3BONMIOITHN JBYyM aboHEHTaM, OOMEHUBASACH
COODIIEHUAMHE TI0 HEOE30MacHOMY Kanally CBSI3H, PacCIpelciuTs MCKILY cOOOM CEKPETHBIA KIIOY
mupoBaHusL.

Tema 12.Accumerpuunoe nmdposanue. Tudper RSA, Dite-Iamalrs.

PaccMaTpuBarOTCs] KpUIITOIrpaduuecKre CHCTEMBL Ha OCHOBE aJITOPUTMOB RSA n Dup-1"amasst.

Tema 13. KomMGuuupoBanHas KpUITOCHCTEMA AP POBAHAS

PaccMaTpUBAIOTCS  METOABI  COBMECTHOIO HMCHONL30BAHMEC CHMMCETPHUHbBIX N ACCUMETPUYHBIX
¢ poB.

Tema 14. Xom gyuxuuu., AnroputMsl SHA-1 u N-hash.

PaccMaTpUBAIOTCs MOHSTHS Xoml (QyHKIMH, AaHDKeTca U ¥X ocobenHocTedl. PaccMmarpuBaroTCs
peanu3anuy Xau QyHKIui 1 mppos Ha U3 OCHOBE 110 AJIMOPHTMAM SHA-1 u N-hash.



Tema 15. Diexrponnas uudposas nommmcs (OLII). Anroputm GOpMUPOBaHUS  OJIEKTPOHHO-
mudposoit noamucu DSA.

Paccmarpusaercs noustre DIIL, a Tawke ee OPMUPOBAHKUE HA OCHOBE AIITOPUTMA DSA.

Tema 16. 3amura undopmarnyy B IP ceTsx.

PaccMaTpUBAIOTCS OCHOBHBIC IPOTOKOJBI ceTH MHTEpHET, ofecreurBaroIye 3aiuTy MHpopManun:
S/MIME, SSL u TLS, IPSec, SKIP, ISAKMP u MEKXCETEBBIC SKPAHBIL.

Tema 17. KprnToanropur™st mpocTpanctsa Net.

PaccMaTpuBaeTes MPOCTPAHCTBO UMEH [IPOCTPAHCTBO UMEH Cryptography B NET Framework.

Tema 18. XML- kpuntorpapus

Paccmarpusarotest Bozmoskaoctd XML —kpurrTorpaQuy, CpaBHABAIOTCS PasjIMYHbIC TUIIBI XML —
nojnucei

Pasgen 3. Kpunroanaius.

Tema 19. Kpunroanaims

PaccMATpUBAIOTCSl METOIBI KPHITOAHANK3A: YACTOTHBIM, METOX IIOJIHOTO nepebopa, araka 10
KmrodaM, MeTox 'BeTpeud rmocepenune’.  KpunroaHands CHMMETPHUHBIX IQpoB, KPUIITOAHAIMA3
ACHMMETPHYHEIX IMM(POB, KPHITOAHATU3 XM (YHKIUH, KPHITOAHAIM3 1O noOOYHBIM  KaHaJaM,
KBAHTOBBIN KpUIITOAHAJIM3.

Pasnen 4. OcHOBEI creranorpaguu

Tema 20. OcHOBBI cTeraHOrpa(uu

lonsitie W Buybl crerasorpaduu. Creranorpadus U u300paxeHus: METOA LSB, creranorpagus 1
BuJe0, creraHorpadus u ayauo. Creranorpadudeckue NporpaMMHBIC IPO/LYKTDL.

Cojep:xanne J1aG0PATOPHBIX 3AHITHH 10 JHCUMIIHHE
Pazzen 1. TeopeTHueckue OCHOBBI 3aIMTHI HHPOPMAITHH
Tema 1. Ilomstue wuadopManuonHoii GesomacHocTH. IKIOYEBBIE  BOMPOCHL uH(GOPMAIUOHHON
6€30IacHOCTH.
JaGoparopumas paGora Nel. «JluHeliHble KOHIDYIHTHBIC TI'E€HCPATOPEI NCEBAOCTYIAHBIX
I0CJIEI0BATENBLHOCTEH»
V3yuenne W TPOrpaMMHAs peanu3aiis JTHHEHHBIX KOHTPYSHTHBIX ICHEpATOpon ICEBIOCITY AN HBIX
I10CJIEI0BATEIFHOCTEH.
JlaGoparopnas pabora Ne2. «IloacmeTembl napoJbHoil  ayreHTHhUKANHH oJb308aTeaen.
I'eneparopbl napoJeil. OueHKka cTeNeHH CTOMKOCTH MAPOJIBLHOI 3aLUUTHD
VccnefoBanye [apoibHBIX IOJCHCTEM ayTCHTH(HKAIMY monb3oBarenell. Peanuzalys [POCTCHINIETO
reHepaTopa aposiel, 06/1aamero TpeOyeMoi CTOHKOCTBIO KO B3JIOMY .
Pasgen 2. Kpunrorpadhuyeckue METOIB! 3aAThI HEPOpMALUHI
Tema 1. Kiraccuueckas kpunrorpadus
JlaGoparopuas padora Ne3. «Kiaaceugeckas kpunrrorpadust. Hludp Hezaps»
Vi3yuenye ¥ IporpaMMHasi peasisanus mudpa Lezaps.
Tema 2. CuMMeTpu4Has Kpunrorpadus
JlaGopaTopunas padora Ned. « CumMmeTpuiIHast kpuntorpadus. Cerp DeficTens»
Nsydenue oco6€HHOCTER U ITporpaMMHast peausanus CCTH deitcrens.
Jla6opaTopuas pagora NeS. «CummeTpunas kprnTorpadus. Ilorokosblil mudp RC4»
PeaNi30BaTh [IPOCTERIIHIT IOTOKOBBI IH(P ¢ CHMMETPHUHBIM KIHOYOM Ha OCHOBE AJIIOPHIMA RC4.
Tema 3. AccuMeTprYHast KpHIITOrpadust
JlaGopaTopuas paGora Ne6. «AccuMeTpHIHbIe ATOPUTMEI mudpoBanus AaHHbIX, Asropurm RSA»
U3yquth OprHLIEALT paOOThl ACUMMETPUHYHBIX AJITOPUTMOB M hpOBAHHUS HA NPHMeEpE allrOpuT™Ma RSA.
Tema 4. Kpunrorpadust 8 OC Windows
JlaGopaTopuas paGora Ne7. «IIporpaMmmupoBanmne KpunTorpaguuecKux 1poBaiaepos Ha narpopme
NET: Aaroputmsl xamuposanus SHA-1 1 MD5»
Hayaurbest Wenob30BaTh KPUNTOrPahHIecKue nposaitiepst xow-Qyuknui B NET Framework.
Pasmen 3. OCHOBBI KpUIITOAHAINU3A
Tema 1. JuddepenuanbHbli KPAUITOAHAIA3
JlaGopaTopHast padora Ne8. «Ind PepeHuaibHLIA KPHNTOAHAJIMS oounbIX G poB»
Usyunts Meron AubepeHnHaIbHOT0 KPHITOaHAI3a IPUMCHHTEIRHO K MHOI'OpPayHIOBBIM ArOPUTMAM
OIOYHOT0 MHPPOBAHHUIL



Paznen 4. OcHOBEI cTeraHorpadpuu

Tema 1. CKpBITHE TeKCTOBON HH(pOpManuu B (aiine n300pakeHus

JaGoparopuast pabora Ne9. «Creranorpapus. CKpbITHE TEKCTOBOI undopmanuu B (aiiae
U300 pasKeHus»

Peam3oBsBaTh MeTon LL.SB, KOTOPBIH 3aK/IF0YAeTCd B 3aMCHE HMOCICIHUX 3HAYAIMNX OUTOB B KOHTEHHEPE
H306paKenus Ha GUThI CKPHIBAEMOTO COOOIICHHUS,

5. OBPA3OBATEJBHBLIE TEXHOJIOT'YN
B npernonaBaHWd  TUCLUMIUMAHBL  «3auuma ungopmayuu»  UCIONb3YIOTCH paznoobpasHbie
0Gpa3oBaTeNbHbIC TEXHONOTHM KaK TPaIMLUMOHHDIE, TaK U ¢ NPAMCHEHHEM AKTUBHBIX ¥ HWHTEPAKTHBHBIX
METOJIOB 00y4eHHUs.
AKTHBHbIE ¥ HHTEPAKTUBHBIC METOIBI OOy YCHHS:
—  Humepaxmusnas rexyus (mema Ne_1-20 );
— I'pynnosas ouckyccus. (mema Ne_2 )y
—  Ananuz cumyayuti (mema Ne_4_);
—  [Ipumenenue UMUMAYUOHHbIX MOOEIell (mema Ne 19 );
—  Pas6op xonxpemuvix cumyayui (mema Ne_4 )

6. OLEHOUHLIE CPEJICTBA JIJI51 TEKYIEIO KOHTPOJISI YCIIEBAEMOCTH,
MPOMESKYTOUHOM ATTECTAIITA 11O UTOI'AM OCBOEHNSI JUCIAIIJIMHDBI 1
YYEBHO-METOJNYECKOE OBECHHEYEHUE CAMOCTOSITEJBHOMN PABOTBI
CTYJAEHTOB
Texyiuii KOHTPOJIb YCHEBAEMOCTH
KOHTpOJIbHbIE BOIPOCHl PEHTUHT-KOHTPOJIS:
Peiimunz-konmpose 1
Bapuanr 1
Pa3BepHyTO OTBETHUTH HA BOIIPOCHL
Bompoc 1. KitoueBbie BOIIPOCH HPOPMALHOHHOM 6€30M1aCHOCTH.
Bompoc 2. Bujtel yrpo3 nEGOPMAIHOHHOR 6€30IMacHOCTH.
Bormpoc 3. AJropuT™ MPOBEACHUS aHATA3A i OLCHKH yTpo3 HH(OPMAIIOHHON 6€3011aCHOCTH.,
Bapuant 2
PasBepHyTO OTBETHUTH Ha BOIPOCKL.
Bonpoc 1. Cocrasisomiie AH(GOpMaIOHHON 6e301acHOCTH.
Bonpoc 2. Mogens yrpo3sl nH(OpMAIHOHHON O€3011aCHOCTH.
Bompoc 3. OCHOBHBIE BH/IB! 3aLUITACMON HH(OPMAaTIHH.
Bapuant 3
Pa3BepHyTO OTBETHTH HA BOIIPOCHL.
Bompoc 1. Buap! yrpo3 HEQOPMAIHOHHON ©e30MacHOCTH.
Bonpoc 2. 3akoHonarensetso PO B 061aCTH 3aIINTEL uHGbOpMALHIH.
Bonpoc 3. Coaepxanue MOAEIA HHPOPMAIMOHHON OC30TaCHOCTH.
Bapuanr 4
Pa3pepHYTO OTBETHUTH Ha BOIPOCHL.
Bompoc 1. Kniouesbie BOIIPOCEI UHPOpPMAIHOHHOK 0e30MacHOCTH.
Bompoc 2. Buapl Moaeei HH(GOPMAIIMOHHON 0€3011aCHOCTH.
Bompoc 3. [Nomraka nHbOpMALUOHHOU 6e3011aCHOCTH.

Peiimurnz-konmpons 2

Bapuanr 1

Pa3sepHYTO OTBETUTH Ha BOIIPOCEHL.

Bompoc 1. Anroput™ pacmuadpoBaHis OCT 28147-89.

Bormpoc 2. AIropuT™ pacipe/Ie/ICHUs xarogeit mo cxeme Juddu-Xennmmana
Bompoc 3. Airoputm RC4

PemuTs 3a1a4y.



3amaua Nel. Anroput™ muQpoBaHus rsa.

CreHepupyHTE OTKPBITBIM U 3aKPBITHIA KIIOUM B allTOPUTME muposanyss RSA, BEIOpaB MpoCThIE YUCIA P U q
13 mepBoil cotH. 3amudpyiite cooOImeHne, COCTOAIICE U3 BALIMX HHALHAJIOB: OUO.

Bapuanr 2

PasBepHyTO OTBETUTH Ha BONIPOCHL.

Bompoc 1. Anroput™ pacum@poanus TOCT 28147-89. Ofmasd cxema.

Bompoc 2. ugp Blowfish

Bompoc 3. ITporoxon Kerberos

3amaua Nel. Anroput™ mu(ppoBaHus rsa.

Pemuth 3a1auy.

CreHepurpyiiTe OTKPBITBIN B 3aKPBITHIA KIIOYH B allOPUTME mmpposanus RSA, BpIOpaB pOCTBIE YKUCIA P ¥
U3 BTOPOi coTHY. 3arudpyiTe cOOOIIEHIE, COCTOAIICE U3 BANX HHUIUATIOB: ®NoO.

Bapuanr 3

Pa3BepHyTO OTBETHUTE HA BOIPOCHI.

Bonpoc 1. Kakre ¢pyHKIMHA MOTYT HCIIOJIB30BAThCSA NPH mugposanuu B cet Deiicrens?

Bompoc 2. Onucath aJlrOPUTM PAcIpe/IesieHUs KIIOUCH 110 CXeMe Jluddu-Xemmana

Bompoc 3.0mnucars anroput™ RC4

Pewuts 3amayy.

3anaua Nel

BLITONHUTD 3 payHja MudpoBanus 1 AeHbpoBanus ceTbio Percrens coobmenne «2014», rue F=(L+n)mod
256 (mod — 0CTaTOK OT JIENEHUS), N — HOMEP BapHaHTa.

BapuanT 4

Pa3BepHYTO OTBETHTH HA BOMPOCHIL.

Bompoc 1. Kakumu cBoKcTBaMHu 00/181al0T X311 byaKIAR?

Bompoc 2. Onwmcars anroput mudpoparus ib- ['amans

Bompoc 3. Omnucars anroput™ mudposanus DES

Pemuts 3a1a4y.

3aayga Nel.

Ucnonszys mudp Lesaps, sammbpyiite csorr DamMuiuio ms OtuecTso. BenuuuHa casura paBHa HOMEPY
BapUaHTA.

Petimunz-xonmpons 3

Bapuanr 1

PassepHyTO OTBETHTH Ha BOMPOCHL.

Bormpoc 1. KomOunuposanHas KpUIITOCUCTEMA mmdpoBaHus
Bompoc 2. Anroput™ GOpMUPOBaHUs DiexTpoHHO-1M(poBOi moamcn DSA
Bompoc 3. [porokoursr SSL 1 TLS :
Bomnpoc 4. Kpunroanasan3 CHMMETPUYHBIX LK(PPOB
BapuanT 2

PasBepHyTO OTBETUTH HA BOTIPOCHL.

Bormpoc 1. Xom GyHKImu

Bomnpoc 2. AnroputM SHA-1

Bompoc 3. IIpotokon S/MIME

Bompoc 4. Kpunroananis acHMMETPHYHBIX DIH(POB
Bapuant 3

Pa3BepHyTO OTBETHTH Ha BOIIPOCHIL.

Bompoc 1. DnekrpoHHas HX(poBast HOAMUCH
Bomnpoc 2. Anroput™ SHA-1

Bomnpoc 3. [Tporokon S/IMIME

Bomnpoc 4. Kpuntoananus xem-QpyHKIuin

Bapuanr 4.

PasBepHYTO OTBETUTH HA BOIIPOCHL.

Bonpoc 1. Creranorpaduueckue MeTOAbI

Bompoc 2. KpumnroanropatMsl npoctpadcTsa .Net
Bompoc 3. YacTOTHBIM KpUNTOAHAIN3



Bomnpoc 4. KBaHTOBBIE KPUNITOAITOPUTMEL

IK3aMEHANMOHHBIE BONPOCHI 110 AUCHHILIHHE!
. CTpykTypa ¥ OCHOBHBIE COCTABIISIONHE HH(OPMANUOHHOH 6€3011aCHOCTH
. Ob1mue Bommpockl HHPOPMALMOHHOH 0€30IaCHOCTH.
. Bugsl yrpos wabOpManinoHHO 6€30I1acHOCTH.
. 3akonogatensctBo PO B obact MHGOPMALOHHOH O€30IIacHOCTH.
. Knaccugeckas xpunrorpadusi.
. Hudp Liesaps.
. Cetp Qeticrens.
. OyHKIWH, HCIIOIb3yeMble IpH WH(poBanuu B cetn Delcrens.
. Anroput™ mudposanus I'OCT.
10. AnroputM mudposanust Blowfish.
11. Anroputm mudposanus DES.
12. Anroput™m nmmdposanus Rijndael.
13. Anropurm nmdposanus AES.
14. ITorokoBsle mugpsl. Anropur™ RC4.
15. AnropuT™ pacnpenenenus kioueit mo cxeme npou-Xenmana.
16. Anroputm muposanus RSA.
17. Anroput™ mudpoBanus Jib- ['amans
18. Anroputm mudposanust SHA-1.
19. CpolicTBa 0JTHOCTOPOHHUX (PYHKIIHUHA.
20. Kpumrroanroput™sl mpoctpaHcTsa Net,
21. [Iporokost 3amwmTel nHGopManuu B IP cerax.
22. MeTonpl KpUNTOaHATU3A
23. Merosbl cTeranorpaguy.
3agavun:
3anaua Nel.
Ucnonszys umdp Llesaps, samudpyiite ceon Pamunuro Mmsa Otuyectso. Benmmunna cjsura paBHa HOMEPY
BapuaHTa.
3anaua No2.
Bammdpyiite cmoo AJIGABUT no ramme UJIOHTX.
3agaga Ne3.
Bammdpyitre cnoso AJIOABUT mmdppom Buxernepa ¢ ximrouom MUP
3anaya Ne4.
Coob6menne SOKYDIOLIGCWUUHO 3amu¢poBasno muGpoM BEPTHKAILHON MEPeCTaHOBKH
(1 2 3 4 5 6)
3 54 1 6 2
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Pacmudpomars coobreHue.
3amaya NoS.
Bammdpyiire MpeaioKeHe, MPAMEHUB CIEAYIONIYIO IIE€PECTaHOBKY CIIOB: MCHSIOTCS MECTaMH IIEpBOC U

MOCJIeJHEE CJIOBA, 3aTeM BTOPOE U IPEANIOCIICAHEE U T. 1.

3anmaua Neb.

CKOJIBKO JIOTNOJIHUTENbHBIX OUT Hamo A00aBuTh K coobinenuto miarHod 100 CHMMBOJIOB, €Clit KOAWPOBAHUE
OZIHOT'O CHMBOJIA TpeOyeT 8OUT u Os10uHBIH mHpp padoTtaeT ¢ Giokamu JIMHON 646uTa?

3ajtaua Ne’7.

BrimosHuTh 3 paynia mudposanus u aemudposanus cetbio Oeiicrens coobmerue «2016», rie F=(L+n)mod
256 (mod — oCcTaTOK OT JIeJIeHHs ), N — HOMEp BapuaHTa.

3anaua Neg.

OTKPBITBIA TEKCT ¥ €ro IH(BPOTEKCT UMEKOT 1mnily 46uta, AnuHa Kinoua 36ura. Oynkiuus ussiexaet 1-piiin 3-
Ui OUTLI KIFOYa, MHTEPIPETHPYET MX KaK JCCSITUUHOC YUCIIO, BO3BOAUT €r0 B KBAJApaT ¥ MHTEPIPETHPYCT
pesyasTaT Kak 4-GHTOBYIO TocienoBarenbHOCTh. Haifty pesynsrar 3ammdpoBanus U pacliupOBaHus, eCIH
nepBOHAYANBHEIN BeXoHbIH TekeT —0111, kmoy—-101.

3anaga Ne9,



CrenepupyiTe OTKPBITBIH U 3aKPBITHIN KITFOUM B anroputMe mdposanust RSA, BriGpas mpocTeie yuciia p v
U3 11epBoil cotHU. Jamudpylite cooOmEenne, cocTosIee 13 Banmx naunmanos: GHO.
3agaua NelO.
CKOJBKO MMeeTCs HAaTypalbHBIX YHCEl, MEHBIMUK N=pq M B3aUMHO HPOCTHIX ¢ N, TJie p U q — Pa3IHIHbIE
IIpOCThIE Yncna’?
Bonpock! 4151 KOHTPOJIS CAMOCTOATEIbHOIT paboThI:
1. Packpotite moHsTHI HHPOPMAITHOHHON W 5KOHOMHYECKOH O€30TMaCHOCTH.
2. llepeurcnuTe ¥ ONUUIWTE BHUJIBI HCTOUHUKOB yrpo3 WHGOOPMAIMOHHONW OE30HacHOCTH W WX
0COOEHHOCTH.
VYKaxkuTe OCHOBHBIE BU/IBI 3alITUINACMON HH(OPMAITHH.
OnumuTte MeXTYHAPOIHOE 3aKOHOJATEIECTBO B chepe 3armuThl HHGOPMAITHH.
Omnummute cTaHAapTH U 3aKOHOAATeNhcTBO PO B cdepe 3ammThl HHPOpMAITHH.
YKaXkuTe OCHOBHBIE aCIIEKTHI IIOCTPOSHUS CUCTEMBI HH(POpMAITMOHHON 6€3011aCHOCTH.
CohopmynupyiiTe mporpaMMmy HHGOPMAIMOHHON 0e30MacHOCTH.
IIpryucanre Monenu HHGOPMAITMOHHON OE30ITACHOCTH, YKAXKHTE HX OCOOCHHOCTH,
9. KakoBb! OCHOBHEBIE 3Tallbl PeaTu3auy MoJIeIA HHPOPMAHOHHOH Ge30macHocTH?
10. Kakue MeponpusiTis o 3armuTe “HGOPMAITIH IPOBOJISITCS B OPraHH3aI|usax ?
11. Kakum oOpa3om Gopmupyercs NOMTUTHKA OE30MaCHOCTH B OPTaHU3aIlHK?
12. Kaxum 00pa3oM IpOU3BOAUTCS YIPABICHAE PUCKAMHU B CHCTEMax HHGOPMAIIMOHHON 6€30acHOCTH.
13. Kak onenuBaercs 3()heKTUBHOCTD U PEHTA0ETBHOCTD CUCTEM HH(POPMAITHOHHON GE30MaCHOCTH.,
14. Kak#e METOMONOTHM OLEHKH O0e30MacHOCTH WH()OPMANHOHHON CHCTEMBI CYLIECTBYOT M
UCIIOJIB3YIOTCS CCTOJTHSI?
15. Yro takoe kpunrorpapudeckas 3auuTa nHGOpMarum?
16. Kakue knaccudukanuu mudpoB CyIMeCTBYIOT Ha CErOHAIIHME JeHE?
17. Onmmte mupdsl 1 yCTpoHcTBa KIACCHYSCKON KpUITorpaduu.
18. B 4em 3axioyaeTcs CyTh MOJICTAHOBOYHBIX W IEPECTAHOBOYHEIX IH(POB?
19. Packpoiite cyts mmdpa Lle3aps.
20. Onuute mudp Bmxerepa.
21. YkaxuTe OCHOBHBIE IPHHIUIIHI IMTA(PPOBAHUS IAMMHPOBAHHEM.
22. Kax ucnonpiyercs UG poOBaHUE METOIOM OJHOPA30BOT0 OJIIOKHOTA?
23. B ueM 3aximoyaeTcs CyTh CHMMETPUYHOM KpUITorpadumn?
24. Kak dopmupyetcs cetb Deticrens?
25. Kakum o6pazom oprasuzoBanbl mudps! Ha ocHoBe ceti Peiicrens: TOCT, Blowfish?
26. Onumute umdp DES.
27. Onmure npunnun neicTeus mudpos Rijndael, AES.
28. KakxoBbl 0COOCHHOCTH IIOTOKOBOTO MU POBaHUS 110 aroputMy RC4?
29. VkaxunTe OCHOBHBIE IIPUHITHIIEI ACCUMMETPUYHON KPHIITOrpadhHH.
30. Omummre mugp RSA.
31. Omumute MatemMaTueckyto 6a3y mudpa b [amais.
32. Chopmymupyiite moustue DI,
33. Onumute DSA anroputm ¢opmupoBanus DIIII.
34. ChopmymupyiiTe TOHATHE X3II U €T0 OCHOBHBIC CBOMCTBA.
35. Onummre anroputMsl SHA u N-hash.,
36. Onuurre MaTeMaTHYECKYIO 6a3y airoputMoB tuma MD.
37.Kakum  oOpa3oM  IIPOM3BOJMUTCS  KOMOMHHMPOBAHHE CHMMETPHYHOM ¥ acCHMETPUYHON
Kpunrorpabpun?
38. Kakum 06pa3zoM pealusyroTcs U UCHOJB3YIOTCS KPATITOIIpoBalifeps! Ha miardopme NET?
39. C ucnonb30BaHHeM KaKHX MPOTOKOJIOB OCYIIECTBISICTCS 3aquTa uudopmanuu B IP cersx?
40. Kakue 0CHOBHBIE METOJIbI KPHIITOAHAIU3A CYIICCTBYIOT?
41. PackpoiiTe OCHOBHBIC METOJIbI UGB POBOI cTeraHOTpadUu.
@oHp OLEHOYHBIX CPEJICTB AJ NMPOBEJICHHS aTTCCTAlUM YPOBHS CHOPMUPOBAHHOCTH KOMIIETEHITHI
00y4aromuxcs o1 AUCIUILIHHE 0(QOPMIISICTCS OTACIBHBIM JIOKYMEHTOM.
7. YYEBHO-METOINYECKOE 1 THOOPMAIIMOHHOE OBECIIEYEHUE

JIACTIATLINHBI
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7.1. KuurooGecrneueHHocTb



HaumeHoBaHKe JiTEpaTypbl: aBTOP,
Ha3BaHUe, BUJI N3AaHu1,
U311aTeBCTBO

["on n3naHuA

KHUTOOBECIEYEHHOCTDb

KoninuecTBo SK3EMINIAPOB Hanuuue B 3JEKTPOHHOH
u3panvil B Onbnuoreke Bal'V B oudnuoreke Bal'y
cootBercTBru ¢ PTOC BO

3 4

OcHoBHas nuTeparypa*

1. A.O. Kyuepux, A.1O. Jlekcun,
J.H. byxapos, A.10. Illarypuna
Kypc nexnuii no nucourimae
«3anmra nHGopManun» / Bragum.
rocC. YHH-T WMECHH ANEKCaHApa
['puropsesuua u Huxonas
['puropuesrua CTONETOBBIX. —
Buagumup: Usn-o Bal'V

2017

http://e.lib.visu.ru/bitstream/12
3456789/6466/1/00702.pdf

2. Kyuaepuk A. O. ,Byxapos JI. H.
Hosukosa O. A., CambiwkuH B. J1.
MeTtoauueckue ykazanus o
BBITIOJIHEH IO JTabopaTOPHbIX paboT
MO AUCLMIVIMHE «3aliuTa
uHdopmaunu» Bianum. roc. yRu-T
umenu Anekcanapa I'puropbeBuua u
Hukosnas ['puropbesuva
Cronerossix; — Bnagumup: M3a-so
Bal'y

2017

http://e.lib.vlsu.ru/bitstream/12
3456789/5886/1/00678.pdf

3.bonenosa 3.A., MadopMalmoHHbLH
mup XXI sexa. Kpunrorpadus -
OCHOBA HH()OPMALIMOHHON
6€30MacHOCTH [ DNMEeKTPOHHbI i
pecype] / bonenosa 3.A. - M. :
Jawkos 1 K

2018

http://www.studentlibrary.ru/bo_
ok/ISBN97853940303 14.html

ﬂOﬂOﬂ HUTECJIBHAA JTUTEpaTypa

1 ABepuenkos B.1.,
Kpunrorpapudeckue METOIb!
3alIUThl nHGOpMaLIMK
[OnekTpoHHsit pecypce] /
Asepuenkos B.1. - M. : @JIMHTA.

2017

http://www.studentlibrary.ru/bo
ok/ISBN9785976529472.html

2. Apmowud C.M., uckpernas
Matemaruxa. MoaynspHas anredpa,
kpuntorpadus, KOAUWPOBaHUE
[DnexrpoHHblit pecypc] / ABnowuH
C. M., Habebun A. A. - M. : IMK
Ipece.

2017

http://www.studentlibrary.ru/oo
ok/ISBN9785940744083.html

3. Buproxor A A., MHopmalLMoHHas
6e30MacHOCTD: 3aIUTa ¥ HaNaJeHue
[DaexTponnblit pecype] / Buprokos
A. A. - M. : IMK Ilpecc.

2017

hitp://www.studentlibrary.ru/bo
ok/ISBN9785970604359.htm]

*ne bonee 5 UCMOYHUKOB

7.2. llepnogndecKkue U3aAHMS

1. Xypuan "3amura nadopmanuu. Mucain". - Pexum jroctyna: http://www.inside-zi.ru/

2. ludopmarms u 6e300acHOCTB. - Pexxum gocTymna: http://cchgeu.ru/science/nauchnye-

izdaniya/informatsiya-i-bezopasnost/

3. Information Security. - Pexxum joctyna: http://www.itsec.ru/

7.3. UaTepHeT-pecypenl

1. Oster I'panyaus, Biagumup Kusties Bezonaciocts HHGOPMaNMOHHBIX CUCTEM. — PEXHM J0CTyma:
https://www.intuit.ru/studies/courses/13845/1242/info

2. Onera Jlanonuna Kpurnrrorpagudeckre 0CHOBBI 6¢30IaCHOCTH. — PexuM J10CTyna:

https://www.intuit.ru/studies/courses/28/28/info




3. Taymna bacamosa OcHoBbI KpuIrTorpadguu. — Pexxum joctymna:
https://www.intuit.ru/studies/courses/691/547/info

8. MATEPUAJILHO-TEXHUYECKOE OBECITEYEHUE JUCIUAIIIAHBI

JIng pealu3alyy NaHHOM JMCIUIUIMHBI MMEIOTCS CHIELUANbHbIE MOMEIICHHUS JUI NPOBEACHU
3AHATHH IeKYUOHHO20 MUNQ, 3aHAMUL 1a00PaAmMopHO20 MUnNQ.

JlaGoparopusie paGoTsl mpoBoasites B ayn. 100-3, 106-3, 5116-3, 511r-3.

TlepedeHb HCIIONE3yEMOro IMIEH3UOHHOTO IporpaMMuoro obecnedenns: MS Visual Studio

Paboudyro mporpammy cOCTaBHUII Byxapos JLH. 7
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[Iporpamma paccMoTpena i 0100peHa Ha 3aceanny Kabenprl o A/
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JIMCT IIEPEYTBEPKJIEHHN ST
PABOYEH NPOI'PAMMBI TN CHATIJINHBI

PaGouas mporpamma ofo0peHa Ha yueOHBIH Ioft

ITporoxoin 3acenanus kadenpsl N oT rojga

3apenyronmit kagenpoi

Pabovas mporpamma onoOpena Ha yueOHBIN roz

[Tporoxon 3acenanus kapeapnl Ne oT roja

3aBemyromuit xageapoit

Pabouas mporpamma onoOpeHa Ha yueOHBIN roz

[Mporokoi 3acenanus kapenpsl Ne oT roja

3aBenyromuit kahenpoi




