
MuuucrepcrBo HayKIr Ir Br,rcuero o6pa:onanurr Poccufi crcofi Oegepaqr.ru
(De4epanrnoe rocyAapcrBeHHoe 6rcANersoe o6pa-:onareJrbHoe yqper(AeHze

Bbrclrlef o oopa3 oBaHr.rt

<<Br aAuuupcnlrfi ro cyAap creeuHl,rfi yHrrB ep crrrer
HMeHI{ A;rer<canApa fpuropbeBrrqa n Huxolan fpuropreeu roJreroBbrx))

(BrrY)

YTBE

llpoperrop
no o6paso

$ranon

20

PAE OrrA-fl rIP O f PAMMA AI4 C IIr{fI JII4TIbI
(3AIIII4TA I4HOOPM AIfI4I4 >)

(H a u N.reHo sa H u e aucuu n.r n H ur )

Hanpanneuue rroAforonr<la 0 1 . 03 . 02 llpurrrtaAHaq rdareldarrKa ra un6opruaruxa

|Iposurrr/upofpaMManoA|oToBKuMareuarI4IIecKoeI{KoMOBaHI4eI4
cucrerugrrft anaIrv3

Yponeur Bbrcrlefo o6paronaHut 6axmaspual

@onnaa o6vqeszs oqHa-q

Cevecrp
TpyAoeurocru
lau. e.4,/ uac.

JIercqun,
qac.

flpaxruu.
3AH9 tUA,

qac.

,T1a6opar.
pa6orsr,

qac.

CPC,
qac.

(Doprvr a npourerryrou Ho il
ATTECTAUH 14

(:x:air,teH/raver/saqer c

oqeuxoil)

7
5/1 80

36 t8
99 3xsaNaeu

(27 uacoz)

14roro
5/1 80

36 IB
99 3x:auen

(27 uacos)

Bmaurrrup2020



l. IIBJII4 OCBOEHVfl, IVCL\I4IIJII4HbI

I{e:rs ocnoeHr4r Arrcqr{nJlgHbr <3aqvra uH$opvraUm>> - o6yueuue cryAeHToB MeroAoJlofLrv pelJJi'eHnfl

npo6letr v 3aliaq e o6racrr4 uHoopnraqraoHsofi 6esonacuocrr,r c I4cIIoJIb3oBaHI4eM MareMaruqeoKofo

arilapara I4 KpllrlTorpaQuvecrcux npeo6pasosaFIIafi .

3araqu:
o OeraAeHrre HaBbrK aMu alarrLrc a 3alqnueHHocrlr uu$opuauuossoii cl4creMbl

o I4syqeHr4e rrpr{Hrlr4rroB pa6oru c I(plrnrorpatpuuecxur,tu anropI4TMaMI4 v oqeurofi r4x

Kpulrocrofircocru.
o (DoptrupoBaHr4e HaBbrKoB pa6ortr co crar{AaprHbrMrr Kpl{nrorpa$uuecxuvlt anropl{rMaMl'I c

I4CIIOJIb3OBaHI4eM COBpeMeHHOTO aIIr]apaTa IIpofpaMMVpCtBAHVfl'

2. MECTO AI,ICUUIJII4HbI B CTPYKTYPE OTIOTI BO

nzcuuuuna <3aruura un$opvrarrr{r4) orHoczrcq r( pa3Aeny E1.O.l9 - O6ssareJlbHble nHcIllI4[JII4HbI

HanpaBJreHus,07.03.02 flpux.ua4Hax MareMarrrKa u uHsopMarr4r{a, I4:yueHue AI4cuI4rItII4HbI npOXoAI{r s 7

ceMecrpe, lpeArronafaer HaJlr{r{rze y cryAeHToB HaBbIKoB IIporpaMMHpoBaHI'Ls, KoropE'Ie Moryr 6url nolyr{eHbl

B paMKax ArrcqurrJrr.rH <Ocnosbr [pofpaMMrrpoBaHllq), <O6r,exruo-opueHTIrpoBaHHoe [pofpaMMHpoBaHI{e)'

3nanul, loryqeHHbre B paMr(ax r43yqeHr4.f, Aanuofi AItcIII4rIJrI4HbI, Moryr 6url npI4MeHe:HbI Ant

HarrvcaHtfl nrtnycxuoit xnalu$nxaquoHnoft pa6oru.

3. TIJIAHI{PYEMbIE PE3YJIbTATbI OEYTIIIH\Ifl.TIO AIICIII4IJII{HE

Ko4 Qopr'lrzpyeMbIX
xol,rnerenuufi

Vpoeeur ocBoeHnt
xowtlIe.tettuultl

flnaHrzpyerurbte pe3yrbrarsl o6yveHnr tto AHcuhnnHHe

xapaKTepn3yrou H e 3Tan bl $op n'r rzpo naH H t Ko M n ere H un ii
(norca:arel n ocBoeH Ht rcounereH qr a)

I 2 3
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norHoe 3Harr: oasoBrte aIHaHrfl,, flonyrreHHble B OOJIaCTI4

MareMarlrqecKux. u (uttu) ecrecrBeHHrIX H&]K

Vvem: ucno,'Ib3oBarr 6asonue 3HaHHt tzs o6lacrlt
MareMarl4qecKl4x u (urm) ecrecrBeHHblx HayK B

npodreccuonalrnofi AeqreJlbHocrI'I
BlaAert: HaBbIKitMI,l nrr6opa MeroAoB pelxeHl4fl 3ara.l

npooeccraonalrnoft AeqrerbHo c'ru Ha oeHoBe

TeopeTurlecrux :lnanuft

3sarr : npHHuI4nbI M areMarnqecKof o M oAenl4poB aHar,

TrrrroBble (yHranepcantHrre) MareMarl4qecKI4 e M oAeJIu,

$opnrynu, TeopeMbI I1 MeroAbI, Ircnonb3yeMble B IIrI4poKoM

ua6 ope o6nacreii [pIrMeHeHIrs npl4Kn aAHofi rvtarelt arvKu1,

Vverr: ocyurecl'BJlqrb o6ocHoeaHHlIfi nu6op

M ATEM ATI4I{ECKI{X I-I KOM TIbIOTEPHT,IX METOAOB, A TAK)I(E

g e o 6 x oAu n l o f o rI p o f p aM M H O f O O 6 e c n e.re u vfl, rrpLl p e uI eH 14 IZ

3aAaq lpo$eccrzona,rlsofr AesrerlbHocra'
BraAert: HaBbIKAMI'I ilpI4MeHeHI4t AaHHbIX MeroAoB I'I

lpolpaMMHoro o6 ecneqeHlrt nplz peIIIeHHII Ko HKperHlbIX
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Cnoco6eu peruan'Ib

norHoe 3sarr : ocHoBHbIe ilorox(eHuq I4 KoHuerIuI4H rIpI4KnaAH:oro

14 cHcTeMHOfOnpofpaMMUpOBaHI4-tI, apxl{TeKTypbl 
--



KOMrIbroTepoB 14 CeTeil; coBpeMeHHbIe f3bIKI',I

[p o f p aMM I4p O B U LHX4S ; TexH o JIo rl4vr c 03 AaIIId.A 14
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Heo6xoAunmx un$oplraqploHHbx rexHoJlofl4ft upra

p errreHI4LI 3 aAarl n p o (p eccnonzulrnoft Ae.fl TenF'Ho crra ;

B laAerr' : ttp aKT'I{qecKlIMI4 HaBbIKaMIt ucrlo JIb3 oBaHI{fl

uH{opnraquoHHo-KoMMyHI4KaIIuoHHr,x rexHoJlofl4ft rlpu
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TeopernvecrlEe ocHoBbI 3aIqrITbI

uurboplrauuu

7 r-4 4 2 25 4t6',7 pefirtlur-xoHrpolr
Nsl

2 KpnrrorpaQr,ruecxne MeroAbI 3alqrrrbl

Hstbopuauuu

7 5-
14

28 12 25 30t7s peilrttrr-rourPolr
Ns2

3 Ocsoarr KpI4[ToaHaJIIr3a 7
5

2 2 24 317 5

4 OcHosrt creranorpa$tlu 7 7-
8

2 2 25 317 5 pefiruur-rrrurpolr
Ne3

Bcero sa Z_ celtecrP: 18 36 18 99 40113 3K3AM9H
(27 tacon)

I,lroro no AucrlrrrrJrr,rHe 7 18 36 18 99 401'73 3K3AMEH
(27 \,acos\

4. OEbEM I,I c TPyKTyPA I[I4CUIIrrJII4HbI
5 saqerHbtx eMHI{IL -1-88 - 

qacoB
Tpyloev rcocrb .4I4cIIll[JI I'IHbI cocraBru{er

C o4epxarur e JreKIIrroHHLrx : anqt afi rI o Arrcqrr[Jrl{H e

<<3 aurura nuQ opua quro>

Pas,qen 1. TeoperraqecKlre ooHoBbI 3aqI4TbI un$opruaquu

Teua 1. lloHxrr.re vHOopMaUraonnofi 6egonaurocrrz" Knroqeerre Borlpocbl rzuSopruaulroHHoft

6e:onacHocru.
paccrr,rarpuBarorcr noHsrrzs oKonoMuqecKofi I,I undlopnraquonHofi 6econacHoctu' OrrucHeaerc-fl

o6ulas crpyKTypa un6oprvraqr{oHHofi 6esouacnocrl,I c ro,rIK}I 3peHl4t rpe6onanvfi nuftoprvrallnoHHoft

6egonacHocru. PaccvrarpzBarorc-f, KJrroqeBbre Bonpocbl .nu(fopuaul4oHHoft 6esonacHocru: rlaAo Jrr4

3a.rqurlarbcs u rrro cneAyer 3arrlr4xrarb? or xoro HaAo 3alltl4Iqarrcx? or r{ero HaAo 3aruurqarrcs? KaK

Ha.{o 3arrlr4ularbc{? r{To o6ecne.rr4T sOOeKTrrBHocrb 3axlrrrEr? Bo rITo o6ofiAerc-s pa3pa6orKa' BHroI[peHIae,

SKcIInyaTauI4g, coflp oB o x(Ael{IIe V p a3BLITve cI4 cT.eM s arqrnrr,r.?

T ewa 2 " BuArr yrpo3 I4HO opMaulaonnofi 6egonacnocrra

flprano4xrc5r 81rA6r yrpo3 raH$opuaqrroHHofi 6esonacuocrl{, KJlaccuSuxauux I4croqHpIKoB yrpo3 I4

3 auluilIaeMofi nuQ opu awv.



Teua 3. OcHoelr 3ar(oHo.4areJrbcrBa e o6racrr4 o6ecneqesul unsopuaquonirofi 6esonacuocrl4

paccuarpuBaercr HopMarrrBHoia 6aza Anfl 3arIIHTu Iau$opvtarJuv. 3arouoAareJlbcrBo ClIllA u

Enponsr n c$epe 3arrlr4Tbr lzu$oprvraqun. 3arono.qareJlbcrBo PO n ccfepe 3aullrrbl ran$oprraallutl'

Teva 4, flocrpo eHra e cr4cTeMbr uH tf opnaquossofi 6egou aur c, ctu
pacxprmarorcr rroHflTrrs orBercrBeHHocrr,I v ilpofpaMMbr rznt|oprvlaquossofi 6e:onacsocru'

paccuarpuBarorcf, MoAeJlH uHoopuauuoHuofi 6egonacHocru, rpe6onaH]/^tI v ocHoBHbIe 3TaIlbI peaIrv3al\vrv

rarr{opruauuonsofi 6esonacHocrz, YnaguBarorc.r Meporlpusrl4fl tlo 3aulure uu{opvauul4, rlpuMeHfleMble B

opiu""ruuru. PaccvarpvrBaerctr rroH.flTr4e rroJrr4TI4KLI 6esonacHclcrlt, rpoBoAI{TctI paccMorpeHl4e l\'{eronoB

aH:ant3alz yIIpaBneHufl.pucKaM:a npz peanll3aqnu zudlopMalllloHHofi 6egonacHocru

Pasaen 2. Kpunrorparf rauecxrEe MeToAbr 3au{I{TbI Un $ Oprvrauuu

Tervla 1 . O cHosHue roH.flTr4q Kpr4rrrorpa$r,ru, I{nacc u$uxayut uru$pon'

PaccttarpuBaloTcf, IIoH.f,Tlrfl rplturorpa$uu, KJIIoqa' urnSpa, KpI4nrorpaMMbI, I(pI4nrofpaQuqe0Koro

npeo6paso BaHr4A, ruu6ponaHrar, 4euruQpoBaHuf,. llpuno4Ilrct cxeM npocrefiurefi punrorpa0uqecxofr

.r.t.rut no llleuHoHy. Paccuarpr{Baercfl rcraccu$uraqrau urra$poB no pa3HbIM npI43HaKaM.

T etra 2. KlaccuqecKat KpI'IrIrorpaQu.a.
paccl,rarpuBarorc{ ucropuqecKrre KprrnrorpaSuuecKl4e cl{creMn (mrap$ u uru$ponaJlbHble ycrpoficrna) c

Apennefiurux BpeMeH Ao cepeAl4Hrr XX s'
Terr,ra 3. flepecraHoBoqHble z ruucppu 3aMeHbI.

paccrrarpuBarorc.f, uruspu [epecraHoBoK r4 3aMeHbr, uoHoardranl4THble Ia loluanSaBlrrHble. B Ka'Iecree

nprrMepoB paccMarpgBarorcq ruzspu I-{esapr ra Buxreuepa. Vxa:lr'tsalorct MeroAbl I4x I(pllnroaHanI43a'
^ i.ru +. Llu@ponaHr4e raMMrrpoBaHrreM r{ oAHopa3osrIe 6roKHorrr (ura$p Bepuarr'ra).

paccuarpuBaercf, aJrroplrrM urusponannr faMMI4poBaHI4eM h url{Sp Bepnava" floxasbln'aercs

Kprrrrrocrofirocrt uruQpa Bepnaua.
Terr,ra 5. CuvtuerpuqHble lrraQpu. Cerl Oeficrels'
pacctrarpu"uat"" anroplrrM ura$ponaHl4q c I4ctlorr,3oBalllreM ceru cDeficreInt, a ral( )I(e ocHOBHbIe

upeo6paayrou;e fyurquu, r4cnonb3yeMbre B AaHHoM anropl4rMe. llpunrepu uru$ponauut'lgeruu|poBaHa'q'

VKa:rmalorc.f, MeroAbI KpuilToaH urv3a AaHHoro ruu Qpa'

Tevra 5. Cuuuerpnr{Hble uru$pu. DES
paccnarpuBaerc.,r -ioprtr -r6pouutt"" DES, pex(LIMbI efo pa6oru (CBC;CFB;oFB)' flpllt\tepu

uru$ponau nxlptstuftpouunr". Yrastmarorct MeroAbI KplrrlroarlaJrr43a AaHHofo nz0pa.

Tevra 6. Ctannretprunrre ruu$pu. lIIuSp |OCT 28147-89, llluop Blowfish.
paccuarpuBarorc.s alropr4rMbr nru$ponaHun foCT v Rlowfish. YragrBalorcq [pel4MyxrecrBa IIo

cpaBHeHLIIo c DES.
Teva 7. CuMverpur{Hbre ruu$pu. Alropuru Rijndael, UIUQp AES.

Pacct,rarpuBalorct -.optttut urucpponauul Rijndael u ocHosansrtfi na nerra AES'

Ter'ra 8. CuunrerpuqHbre uuoprr, VnpaueHlae Kruo'reeofi u$opn'raquefi'

PaccvarpnBaercq flpororon Kerberos.

Tena 9. floroKosrte rltuQPrt
paccvarpuBaercfl [oHqrue floroKoBofo mra@pa. Tunrt IIoroKoI]bIX IlaQpoe, I4x orJII4rIIre or oroqHblx'

Teva 10. lloroKoeue uu$pu. lllu$p RC4'

PaCOUarpUBaeTCq anrOpIITM RC4, erO KpHIITOaHa,'IlI3 I'I nptlMepbl VCnOnb3OBaHI4-['

Tenra I l .Accuuerpl4qHoe uru$poeanue.
paccuarpnBaercq iloHsrr.re accrrMerplrrrHofo nru$pa. Ero o:tru'{I4e or clrMMerpl4rIHoro'

Tevra 1 l.Accunrerpur{Hoe ruusponaHue. PacupeAeneHue Kmo'{efi lro cxeMe [uSQu-XeJIJIMaHa
paccuarpnBaercs aJrroprrrM Au$Su-XeJrJrMaHa, flo3BonflIotuuft 4nyu a6onenrarra, o6tr4eHasascs

coo6ueHuqNaq rro ne6egonacHoMy KaHany cBfl3ar, pacnpeAenl'ITb Me)Iqy co6ofi cerperultfi I{JIrOq

uruQponaHIal.
Tervra 1 2.Accr4Merpprqu o e uru$poBaHr4e. llha spu RS A, 3lr,-f aual.s.
paccir,rarpu"urta" Kpr4nrorpa4"-raanra cucreMbl Ha ocHoBe anroplrrMos RSA u 3ru-faNaarq'

Teva 13. Korvr6ustrpoBaFrHar Kpr{nT cIIcTeMa [rUQpOnaHur
paccvarpuBalorcg MeroAbr coBMecTHOfO 14cnoJIb3oBaHIre CI4MMerpl4qHbIX V &ccI{MerptHqHbIX

ruurppon.
Ter,ra 14. Xsur $ynrcquu. Alropl'IrMtI SHA-1

PaccuarpuBarorcl iloHsrlls xsur Qyutcuuu,
peanl43aul4li xoul fyuxuufi ra ruradlpon Ha H3 ocHoBe

ra N-hash.
AafiAxterca v r4x oco6eHHoc'refi. PaccvarpulBalorct

rlo aJlfopuruarvr SHA-1 ra N-hash.



Teua 15. 3ler<rPouuar qlrQPonar

qudrponoft tIoAIIIzcI4 D SA.

rroAnLIcb (3Ull). Anropurv tpoplrauponauur 3JIeI(rpoHHo-

PaccvrarpuBaercq rloHqrne 3UlI, a raK)I(e ee

Tevra 16. 3aulura r,rntpopnraquu e IP cerqx'
rpoplauponaHLte H& ocHoBe aJIropI4TMa DSA'

PaccuarpuBaloTcf, OcHoBHbIe IIpoTOI(OJIII ceTI4 I4urepuer, o6ecnequearcrUl4e

S/MIME, SSL ll TLS,IPSec, SI(IP,ISAI(MP Ir Me)I(cereBble 3Kpallbl'

3auII,Iry liucpoPv aLqun :

Tema 1 7. Kpunroanf opl'ITMbI rlpocrpaHcrsa'Net'

PaccvarpuBaercfl npocrpaHcrBo I4l\{eH flpocrpa lcrBo I4MeI{ Cryptography a 'NET Framework'

Teua 18. XML- riPnnrorPa$nx
paccuarpllBarorctr Bo3Molrgocru XML -KpI4[Torp a$uu, cpaBHl4Balorc.f, pa3nuqHble rI{IIbI X}v{L -

uornuceft
Pa:Ael 3, KPnnroaHiuII'I3.

Terraa 1 9. KPnnroaHalIa:
paccuarpuBalorcfl MeroAbr KpunroaHanl43a: qacrorsuy't, MeroA IIorIHoro IIepeOopa' 'dral<a ro

KJrrorraM, nnaioa ,'Bcrpe9r4 nocepe4zue". KpunroaHa,rus cr4MMerpHqHbIX tuu$pon, Kpl4nroaI{aJII{3

acrrMMerpr4rrHbrx r-uuQpon, KpunroaHaJrr{s x3lx tfyurcqrlfi, KpI4tIToaHaJII43 Io no6oqnulr KaHa'IIaM'

KsaHrosrIfi KpI4nro aHaJIIi3.

Pasaer 4. OcHoslr creranorPa$uu
Telraa 20. OcHoesl creranorPaSuu
flonsrue r4 Br4Abr crefaHorpa$uu. Creranorpadtux u uzct6pax<eHLr'. MeroA LSB, crerauorpa{pux a

Br4AeO, cTefaHorpaQnxu ayillIo. Crerauorpa$uvecxue nporpaMMHble [poAyKTbI'

C ogepxanue .na6 op aropnllx s aHsrufi rro Arr cqu[JII{He

PasAer 1. TeoperuqecKl4e ocHoBbI 3arqI4TbI unQopuaqzu

Teva 1. lloHqrrae un6opuaquousofi 6esonacHocrr4. Itffoqeelle Botlpocbl unSopr'lauuonsofi

6egonacnocru,
JIa6oparopHan pa6ora Np1. <<Jlunefinsre noHfpy3HTHble feHeparopbl rIceBAocJlyqauHLIX

rrocJIetroBarelrnocrefi >>

Ik3y,,teuue v flporpaMMHa.f, peanvsa\Lrs ruHeiis ,tx KoHrp'y3HTHbIX feHeparopoB TIOeBAOCJIYqaI4HbIX

rI o c JIeAO B arel r'u o cre fr .

JIa6oparopHaa pa6ora Ne2. <<fIOgCuCreurt napolruoli ayreHruQuKauHII II0JIb3OBaTe'refi'

f'eueparoput napolefi. OUenrca cTeIIeHIn c1.oiircocur napolstroii 3aIIIIITI'I>)

I4cc.ne4onauue napoJrbHbrx rroAcr,rcreM ayrenruSuKauI4I,I nomgosarerefi' Pealagaqnx npocrefiurero

reHeparopa lapolefi, o6naAarouero rpe6yeuofi crofixocrblo Ko B3nOMy'

P a:Ael 2. Kpunrorpasuvecrr,re MeroAbr 3auII4rbI rAnQ optr,lauuu

Tena 1. KlaccuqecKaq Kpurrorpa$rar
Jla6oparopnan pa6ora Ne3. <<K.naccuqecKarl

LI:y,1s tt a 14 rlpo rp aMMH aq p eanlt 3 arryls' uru fr p a

Kpurrorpasnn. [Iur[P I{e:aPn>
I-{esapr.

T' er,q.a 2. CunuerpuqHaq Kpl4nrorpa$rar

Jla6oparopnan pa6ora Ns4. <<Cuu*rerpuqHaq KpIIIITorp a$un' Cern Oefi creJlq))

Ll:yueuue oco6ensoc t efi, u [porpaMMH afl peurnsail u.t ceTI4 Oeilcrerts'

Jla6oparopuan pa6ora Ns5. <<Cumvrerpuqllaq KpLIIITOfpa$un" florotcoebrfi ruu{lp RC4)
p,earra3oga6 npocrefiruuft noroxonufi ruusp . ctnrtetpl{qHblN4 KJIIotIoM Ha ocHoBe anropurua RC4'

T'eua 3. AcctltuerpurrHas KplrnrorpaQux
Jlaooparopnan pa6ora J\!6. <AccuuerplrqHr,re aJlroptrrMrr uru$ponaHHl AaHHux' Alroplrrn'r FISA>

tr4:yvurt [pr4Hrrr4rr pa6oru acr4MMerpr{r{Hbrx anropldrMoe ruusponaHLrl Ha ilpl4Mepe anropurr'ra RSA

Tevra 4. Kpunrorpa@ral n OC Windows

Jlaooparopnat pa6ora Ns7. <Ilporparr.rMr{poBaHHe KpurlTorpaQuuecxux uponafiAepoB ua nlarSop*re

.NET: Alropurn'rbl x3llrupoBaHltq SHA-I u MD5>

I{ayuurtcr ucrroJrb3oBuro nprntorpa$uuecxue nponait4eplr xern-syuxuufi n 'NE'l' Framework'

Pa:Ael 3. Ocuosrt KPHnroaHaJIPI3a

Tevra 1 . [n$SepeHqualrHufi Kpl4nroaHarIlr3

Jla6oparopuan pa6ora Nb8. <[ur[{epeHIIIraJIr,Hr,tfi rcpunroaHaJlu3 6lo'rnrrx rurnSpon>

I4syuurt MeroA aussepeu{uanbHofo Kpr4rrroaHanr{3a [pI4MeHI4TeJrbHo K MHoropayHAOBbIM anfopl4TMaM

6roquoro ruu$Poeauur,



Pa:,nel 4. Ourosu creranorPadluu
Tena 1. Crprnue rexcroeofi unooprr,raquu u $airJte uso6parreuur

Jla6oparopnan pa6ora Nb9. <Creranorparllrn' Crpsrrue
nro6paxeuun>>

rerccronofi nut[oplraquu B tlt:lii'ne

PearusoetrBaTb MSTOA LSB, roroprfi rarmoqaeTcf, B 3aMeHe IIOCJISAHIIX

nso6paxteH rrs. Ha 6uru ctcpllBael\loro coo6nleHufl '

3HaqaruLIX 6uroe n ttoHrefruePe

5. OFPA3OBATEJIbHbIE TE XHOJIOfPII'T

B npe11oAaBaHllll ALISIII4IJII4HII <<3au4unta uuQtopntaquu>> ucnonb3ylorct pa:uoo6pasuue

o6pa:onareJrbHble rexHoJroruu KaK TpaAI4rII,rOHHbIe, TaK I4 C npaMeHeHI4eM aKTI',IBHbIX l{ I',IHTepaKrl4BHLIX

MeroIIoB o6yueuur.
AKrusubIe I4 I4HTepaKTI4BHbIe MeroAbI o oyr{eHuq :

Irlumep arcmulH an neK\un (meua Ne -l-2!) ;

fPYnnoaan ducrcYccun (meua Ne-2),'
Auanus cumYa4uil (meua Ne-{-)''
II puueu euue uMumaquo HHbtx uo d eneit (meu a Ns --U) ;
Pas6op KoHKpemHbtx cumyal4uil (meua Ne-4)''

6. OIIEHOTIHbIE CPEACTBA AntI TEI{yIIIEf'O KOHTPOJI.fl yCIIEBAEMOCTI4'

rrp o MErrTyT orIH o fr a.mn cTAIII4II IIo I4T OIAM o CB o F,IJurfl AI4 C IIUII JII4BIbI I4

yrIEEHo-METoApIrrEcKoE oEEC[ErrEHtrrE cAMocroflTEJIbHofr pano'If,t

CTYABHTOII

Tcrcvfillfi rcourpo-tlr vcnenaeNtocrpl

KoHrpolrHble Bonpocrt pefrruur-KoHTponq:

Peilmunz-xoumPono I
Bapuaur 1

Pa:nepuyro orBerl4Tb Ha BoIIpocbI.

Bonpoc 1. Knro.reebre Bonpocu uHQOprr,raquonnofr 6esonacHocrfi.

B oupoc 2. Buas yrpo3 uu$oprr'tauuonsofi 6egouacno cru'

Bonpoc 3. AlropurM npoBeAen''ll aHantl3a I{ oIIeHI(H ylpo3 uH(ropua{pIonsofi 6egonacsocru'

Bapuaur 2

cHocrl4.
cHocTI4.

W.

Bapuanr 3
Pa:nepuyro orBerl{Tb Ha Bonpocbl"

Bonpoc L Bnasr yrpo3 uusopnaaquosnofi 6egonacuocru'

Eionpoc 2. 3axosolur.n""t"O PO s o6IaCTI4 3aIIII4rbt nH$OpltauUu.

Eionpoc 3. Co4epxaHl4e MoAenu uH$opvaquoHsofi 6e:onacsocru'

Bapnanr 4

P'a:nepuyro orBerurb Ha Bonpocbl'

Eionpoc 1. Knroqesble Borlpocn nn$oprvraquossofi 6esonacHoc'ru'

I| onpoc 2. Bulst voAelefi uuQ oprtaaquouuofi 6esolacHocru'

[] onpoc 3, llom'rrur<a uu$ opvraqnouHofi 6esonacHocru'

Iteilmuuz-xoumPonu 2

Ilatrluanr tr

Paseepnyro orBerl{Tb Ha Bonpocbl.

Ilonpoc 1. Amopurvr pacuua$poBaHl{.f, fOCT 281'47 -89 '

Iloupoc 2. AmopurM pacrpeAereHl4.s xJlro.Iefi rlo c(eMe [us$n-XeJIrIMaHa

l3onpoc 3. AnroPnru RC4

lleururr 3aAarly,



3araqa J\bl. Alropzrv nu$poBaHus rsa.

Creuepupyftre orr<pu1,;1fi, i sarpmtrfi r(Jrrorrr{ B anfopl4TMe ruu$ponasus RSA, nrt6pan npocrble rIHc'[a p u q

". n.p"# corHr4, 3a1ru$pyfire coo6ureHue, cocroqxlee I43 BaIrII4x I4HI4IIIIaJIoB: OhO.

BapuaHr 2

Pzunepuyro orBerl4Tb Ha BoIIpocbl.

Bonpoc 1. Anropurnr paclru$poBaHllfl fOCT 28147-89. O6rqatl cx'eMa.

Bonpoc 2. llln$p Blowfish
Bonpoc 3. llporoxol Kerberos

3aAa.{a J\!1. Anropuru urutppoBaHl,lf, rsa'

Peurum 3a4aqy.
Creuepupyfire orxprrrufi u sarcpurrIfi Kruo.ru B aJlropurMe urra$ponanzq RSA, nu6pan npocrble LII4cna p 14 q

"t 
uropol corHr4. 3aurn$pyfire coo6qeHl4e, cocro.fltuee I43 Ballrux I4HI{IIuanoB: OI4O'

Bapuaur 3

Pasnepnyro orBerl{Tb Ha BoIIpocbI'

Bonpoc 1. Karue $yuxqun Moryr I4crloJlb3oBarbcfl rIpI{

Bonpoc 2. Onucau' anroplrrM pacnpeAenenus Krlo'refi

Boupoc 3.Ouucart anropzrvr RC4
Pemnru 3a4arly.
3a.naqa Nb1

coo6uresae <<2074r>, rae F:(l-+n)modBr,rnolsum 3 payu4a ruraQpoean:afl v AeLtfv$ponaHI4r ceTblo @efir;rels

256 (mod - ocraroK or AeneHu.q), n - HoMep Bapl4aHra'

Bapnaur 4

Pa^:nepHyro orBernTb Ha Borlpocbl.

Bonpoc i, I(arcunru ceoficreaN4n o6laAaror x3lII tfyuxuuu?

Bonpoc 2. Onucarb anroplrrM ruu$ponaHug 3ll- fartals
Boupoc 3. Onucarb anropl4TM lruSponanr'rq DES

Peururr 3aAarly.

3araqa Ns1.

Izlcnolt:yr muop I{e:apr, sauru$pyitTe cBor,r @auulprro tr4rr,rs Orqecrso. Beruql4l{a cABIrra paBHar HOMepy

Bapr{aHTa,

I'eilmuuz-xoumponu 3

BapuaHr I
Pasnepnyro orBerIITE, Ha Borlpocbl

Bonpoc 1. Kov6unupoBaHHaq Kpllnrocl4creMa uuQpoBaHl4q

Bonpoc 2. Anropurrra $opruupo Balafl, SlexrpouHo-UuSpoeofi no4nrzcu DSA

Bonpoc 3. llpororonrr SSL er TLS
B onpo c 4. Kpunroa Halwr3 cl'IMMerpuqHux urutppon

BapuaHr 2

Pa:nepuyro orBerLITb Ha Borlpocbl.

Bonpoc 1, Xgru Synrcquu
Bonpoc 2, Alropnrru SHA-1
Bonpoc 3, llpororor S/MIME
Bonpoc 4. KpunroaHaJII{3 acI4MMerpI'{qHbIX ururf pon

Bapuaur 3
Pa:nepuyro orBerlrrb Ha Borlpocbl.

Bonpoc 1. 3nexrpoHuax quSpoBas noArllcb
Bonpoc 2. Anropurrvr SHA-1
Bonpoc 3. flpororol S/MIME
Bonpoc 4. KpnnroaHaJII43 xeru-SyHr<qufi

Bapuaur 4.

Paenepuyro orBerl4Tb Ha Bonpocbl.

Ilonpoc 1. Crerauorpaftuuecxue MeroAbI

[] onpo c 2. Kpunroanropl4TMbl npocrpaHcrea .Net

Ilonpoc 3. 9acrorur,Ifi rpulro aHaJrv3

urnSponanlll{ B cerl{ Oeficrels?
rro cxeMe l[u$fr u-XerIJIMaHa



Bonpoc 4. KsaHroeE re Kpr4rrroanropl{TMbl

1 . Crpyxrypa rl ocHoBHbIe cocraBnslotqIle uu$oprraaquoHHofi 6esonacHocrl4

2. O6uue Borrpocbl IruS oprvraquonnofi 6esonacuocru.
3 . Bu,uu yrpo3 un(f opvraquonHofi 6esouacuocru.
4. 3axonoAareJrbcrBo PO e o6racrra un$opuaquoHnofi 6esonacHocru.
5, ItnaccIa.IecKa.fi xplEnrorpanur.
6, llln$p I-{e:apr.
7. Cerr Oeficrerq.
8. Oynxquu,I4cIIoJIb3yeMbIe npra mu(fpoBaHLrLr B ceru Oeficrer.fl.
9. Arropurrnr uruSponauus |OCT.
10. Anropuru ruzSponaHuq Blowfish,
1 1. Anropuru ruutpponasns DES,
1 2, Anroplrrvr urrztf poeanux Rijndael.
13, Anropurlr urraQponanuq AES.
14. floroxonue urzSprt. Arropuru RC4.
15. AnropurM pacnpeAereHuq rruoqefi ro cxeMe la$Qu-XeJIJIMaHa.
16. Amopurrr,r ruraQponaHuq RSA"
17. Arropzrlr urzrfponanus 3rt- faMars
18. Anropuru uruQpoeanus SHA-1.
1 9. CsoficrBa oAHocropoHHI,IX Qynxuufi .

20. Kpunroanropr4rMbr rpocrpancrsa .Net.
21. llpororoJlll 3alrll4rrr uuQopuaullz B IP cerqx.
22. Merclbr KprrnroaH Nrur3a

23. Vleroabr creraHof pa|uu.
3aaaqu:
3araqa J\bl.
I4cnolr:yl rtru$p I-{esapx, :auru$pyfire cBor{ Oavururo tr4ntq Orqecrso. BeTLILIHHa cABIrfa paBHa IIoMepy

BapvaHTa.

3a.uaqa Nb2"

3aurrn$pyfire crroBo AJIOABI4T no rarr,rve I,I[@HTX.
3ara.ra Ne3.

3arunspyitre crloBo AIIOABI4T ururpponr Bux<enepa c KrIotIoM MI4P
3a.ua.ra Ne4.

Coo6ulenrae SOKYDIOLIGCWUUHO:auu$ponano ruuQpoM BeprliKanluofi nepecraHoBKz
/1.23455\
ls s41'62.)

Pacruu@polrarr coo6ueHl4e.
3a..na.ra Ns5.

3aurra$pyftTe npeAnoxeHrre, [pr.rMeHrrB cneAyroilIyrc [epecraHoBKy cJIoB: MeH.tllorc.f, MecraMI,I nepBoe I{

nocneAHee cJIoBa, 3aTeM BTOpOe I4 npeAnocneAHee 14"r.A,

3ara.ra J\b6.

Cxolrxo AorioJrHqTeJrr,Hbrx 6ur gaAo Ao6aszrr r coo6ulesl4rc ,{JIHHofi 100 cIrMBoJIoB, ecrll4 KoAI/tpoBaHI4e

ottHofo cuMBoJra rpe6yer 86ur u 6roqHrrfi mpltpp pa.6oraer c 6loxavz Alnsofi 646ura?

3a4a.ra Nl7.
B;rnoluum 3 payu4a uru$ponaH:afl v Aexwfipoeanr.ir cerblo Or:ficrer.f, coo6uesvte <<2076>>, rae F:(l--Fn)mod

256 (mod - ocraroK or AereHz.f,), n - uorraep Bapl{aHra.

3aaa'ra Nq8.

Orrplrrsrfi TeKcr u ero ururpporeKcr HMeror Anr.rHy 46ura, [nvHa Krloqa 36ura. (Dyur<qur I,I3BJIeKaer l-t'ti'n 3-

uft 6urs KJtoqa, r,rHTepnperr4pyer vx KaK Aecqrr4rrHoe r{IzcJIo, Bo3BoAI4r ero B KBaApar I4 liHrepnperupyer
p€)3ynbrar xax 4-6uroByro flocneAoBareJrbHocrr. HafirLI pe3ynbrar :auru$poeaHlafl pr paclru$poBarnfl) ecIrr4

repBoHaqannsrtfi ucxo4urtfi TeKcr -01 1 1, rnroq-101.
3araqa J\s9.



Creuepupyfire orrpurttit u:arprnrrfi KJrroqu B anropr4TMe rru$ponauus RSA, nrr6pan flpocrbre .urrcra p u q
n: lepnoft corHl4. 3aruuSpyfire coo6qeHrre, cocrorrlee r43 Barrrprx rrHr4rlr4aJroB: OZO.
'.Jala\a J$10.
lSromrco HMeerc.lt HarypaJrbHbrx rrr4ceJr, MeHbrrr[x N:pq n B3ar.rMHo rrpocrbrx c N, r4e p r4 q - ]la3n[rrHbre
ilpocTbre 'aucna?

1. Pacrpofire rtoH.trTr4.tr ran(foprr,raqraonnofi r.r oKoHoMr4-{ecr:oit 6egonacnocrrE.
2. flepeuucmare v orrrurrrre Br4Abr rrcrorrHrrKoB yrp()3 ranQoprraaquonnofi 6egonacuocrz kr lrx

oco6enuocrn.
3. YraNure ocHoBHbre Br.ubr 3arrlnruaeMofi rau$opua\lra.
4. Onnlrure Mex(AyHapoAHoe 3aKoHoAareJrbcrBo n c$epe 3irrqrrrbr nuQopuaquz.
5. Ouuurprre craHAaprbr 14 3aKoHoAareJrbcrBo P@ n c(fepe 3arur,rrbr raHSopruraqnn.

6. Yraxcnre ocHoBHbIe acrIeKTbI nocrpoeHr4{ cr.rcreMbr ranQopmaquonnofi 6esonacuocrz.
7 . C$opuynupyfire rporpaMMy rzH(popuaquounofi 6esonacuocru.
8. flpuuuclzre MoAeJII{ uu$opuaqraonnofi 6esonacHocrr4, yKa}rorre r{x oco6eHnocru"
9. Kaxoslr ocHoBHbre erarrbr peanrl3arlvr4 MoleJrrr un(fopruaquonnofi 6e:onacnocrra?
10. Karne Meponpr4rrr4flrro 3arrlrrre zu$opuaqv[ rrpoBoAfflcfl B oprauz:aqzrx?
1 1. Kaxun o6pa:orr,r (foprrrupyerc.f, rorurlrKa 6esonacuocrm n opranuraquz?
12. Kar<zn o6pasou npol{3BoAl4Tcs ynpaBneHrre prlcKaMrz Er cr4creMax lrHSopvraqzonnofi 6egonaonocrz.
13. Karc olleHlzBaercx s@Seru,IBHocrb z penra6err,Hocrb cr.rcreM rtn(fopvaqzoHuofi 6egouacnocrz.
14. Karue MeroAonorrrl4 oIIeHKI4 6esonacHocu ranrfoprr,raqzonHofi cr4creMbr cyulecrBylor r4

I{Cnonb3yrorcx cero4ur?
1 5 . tlro raKo e Kpr.rrrro rpaSravecxax 3 arqr.rra un$ opnraquz?
16. Kaxrze rlaccuSuraqrau lru$poB cyrqecrByror Ha ceroAnj{urHnfi Aess?
17, Onwsmre ruup$u z ycrpoficrBa KJraccnqecxofi rprznrorpa$uu.
18. B .reNa 3aKJlloqaerctr cyrb noAcraHoBorrHbrx r4 nepecrar{onoqHr,rx mz(ppon?
19. Pacrcpofire cyrt mu$pa I-{erapl.
20. Onwtrure ruu$p Bu>neHepa.
2 I . Yr<axcure o oHo BHbre [prrHrlrzlu ruu $p on aHr{fl f aMMr.rp c}BaHrreM.

22. Kat< r4crronmyercx uru$poBanpre MeroAoM oAHopa3oBoro 6loxnora?
23. B .{eNa 3aKrroqaerc.s cyrb cr.rMMerpr.rqHofi npranrorpa$urz?
24 " Kax Qopnrupyercr cerb (Deficrens?

25. Kaxrarra o6pasona opraHrr3oBausr urz$pbr Ha ocHoBe cerm rDeficrers: |OCT, lllowfish?
26. Onn:rmre rnu$p DES"
27. Onuumre npr4Hur4n 4eftcrnux ruutfpon Rijndael, AES.
28. Kanoerr oco6esnocrr4 noroKonoro uru(fpoBaHrrr rro anropr.rrruy RC4?
29. Yrcaxure ocHoBHbre nprzHrlr4rrbr accrrMMerpzvuofi rpv nlorpafrzu.
30. Onuruure urraQp RSA.
31" Onuurnre MareMarr4qecKyro 6aty urrzQpa 3nr faMarq.
32. C$opuynupyfire roHrrrre 3I]|I"
33. Onunrrare DSA anropr.rrM (fopuraponauzr 3Il["
34. C$opuytupyfite noH{Tr.re xgilr u ero ocHoBnrre csofictea"
35. Ouraurzre ilnfopr4rnau SHA u N-hash.
36. Onuruure MareMarrzrrecKyro 6asy anropltrMoB runa MD"
37" Itanurr,r o6pa:orr,r rlpolI3BoArrrcfl roru6uuzpoBanrae czuuerpravHofi kr accurr,rerpuvuofi

KprrrrrorpaQuu?
38. Kaxurr,r o6pa:ona peanlr3ylorcs I4 Hcrorb3)rorcr Kpr4rrronpoeafi4eprr na nlar$opnre .NET?
39. C ucuoJlb3oBaHlzeM KaKAX [poroKonoB ocyqecrBJrqerc.r sar]\vrraran(fopvraqzrz n IP cerqx?
4 0. Kar<ue o cHoBHbre N{eroAbr Kpr.rrrro aHaJrrz3 a cyuecreyrol?
4 1 . Pacrpoftre ocnosHr,re MeroAbr rlz$ponoft creranorpafr nu"
Oon.q olleHorrHr,rx cpeAcrB Ans npoBeAeHl4s arrecrarluplFpoBHs c(fopuzpoBaHHocrr{ rolrnenenqufi
o 6yu aroquxc{ rroA Ar{currnnrzH e o (f oplrruerc.rr orAenbHr,rM AoKyM eHToM.

7 . yIIEEHO-METOAI4TIECKOB I4 mH@OPl!{ ATII4OHHOE OEECITETIEHI4E

ArlrcquIIJrrrrHbr
7.1" Knuroo6ecneqeHHocrr!



HalrMeHoaaHr4e Jrr,rreparypbl : aBTop,

Ha3BaHIle, BUA U3AaHl.lt,

T{3.IIATEJ]bCTBO

foa n:AaHnn I{H I,,I f O O B EC TI ETI EH H OCTb

I{or H qecreo 3K3eM nJIfl poB

vtzllasvti,t s 6il6r[orerce B,rfV e

coorBercrBl.{I4 c @fOC BO

I larH,r rae e uerrpouHofr
6u6nnorexe Blf'V

2 3
/l

OcHoeHar n rarepalypax

l. A,O. l(yuepr.rx, A.lO. JIercuH,

!,.H. Eyxapor, A.IO. lllarypnua
Kypc nexurft rlo AIIcIILIIJIZHe
<3auura nHrlopruauuu> / Bna,uuvr.

foc. yur4-r HMeHI4 Alexcaugpa
lpuroprenuua u Huxolas
fpHroprenuua Crorerosutx. -
EraaHvr,rp: I4sn-so BrfV

20tl http ://e. I ib. v lsu.ru/bitstream/ I

3 4 s 61 89 I 6466 I 1 I 007 02.pdf

2. Kyvepnx A. O. ,Eyxapon,{. H.
Floeuxosa O. A., CaivrslLlrcHu B. ,{.
Meroanqecxae yKa3aHI4t no

BbrrroJrHeHaro la6opatopnux pa6or
no aucunnJl 14He <3aulnra
raH$opuauru> BlaAatra. roc. yHI't-T

lrMeFru AlercanApa I-puropsenuua u

Fluxo,qar lpnropueouua
Croreroesrx ; - BnaArarraup: I4:n-eo
BrI-Y

2017 http://e.lib. v lsu.ru/b itstrearn/ 1 2

3 4 5 61 89 I 5886 I I I 00 6't' 8.p df

3.8o,'renosa 3.A., 14HSopnaquoHHltfi
vrap XXI eexa. KpunrorpaSnr -

ocHoBa nHQopvrauuoHuoi
6esouacnocru [3rexrpouun fi
pecypcl / Borerosa 3.A. - M. :

Aaurxos r K

2018 http://www.studentl i brary.ru/bo
ok/l S BN9785 3940303 I 4.htm I

Aonorsurt )nbHar nr4TepaTypa

I Anepuenr<on 8.14.,

Kpunro rpaQlr.recKae MeroAbl

3arrlr4Tbr an$opvauau

[3nexrpoHusrfi pecypc] /
AseoqeHKoe 8.I4. - M. : OJIhHTA.

20t7 http://www.studentl ibrary.ru/bo
o k/ I S BN9 7 8 5 9'7 6 529 4'7 2,htnl

2. AsAouraH C.M.,,{ucxperwar
MareM aru Ka. Moaylrpuar ar re6pa,

r:parrorpaQufl , KoAhpoBaHue

[3ner<rpoHHurfi pecypc] / AenoutaH

C. M., Ha6e6ran A. A. - M. : [MK
floecc.

2017 http ://www. studentl ibrary. ruibo
ok/l SBN 97 8 5 9 401 4 4083 .html

3. Brlproxon A.A., hnQopMauuoHHafl
6esoflacHocrb: 3arqara I{ HanaAenae

[3nexrpouHufi pecypc] / Buptoron
A. A. - M. : nMK flpecc.

2017 http ://www. studentl i brarry. ru/bo
o I</ I S BN 97 8 5 97 0 60 43 5 9 .html

*ue 6onee 5 ucmoquurcoe

7 .2. flepuoAlrqecKHe LI3AaHIrl

1. Xypuan "3aulura un$opvraunu.Vl:ncait4". - Pexturra Aocryna: lrttp://www.inside-zi.ru/

2. TtuQopu aqtzfl v 6egonacsocrb. - PexuM Aocryrla: http://cchgeu.ru/science/nauchnye-

lzdani yali nfbrmatsi ya- i -bezopasnost/

3, Information Security. - Pex(I4M Aocryna: http://www'itsec.ru/

7.3. LIHrepHer-pecypcbr
1. Oner fpauuvuH, Bla4rzvup Kusee Beeonacuocrb HH0opMaIJIIoHHbIX ct4creM. - Pex<zna Aocryrla:

https://www,intuit.r infb

2. O lr,r a JlanonrzHa Kpuurorpa$uuecrze ocHoBt I 6esonacHo c'rr4. - P erruu Aocryrla :



3. fanuua Bacaroea Ourosrt Kpl4nrorpa|uu.- Perxuvt Aocryrla:

httrrs : //www. intuit,ry/studies/courses/69 1 /5 4 7/info

8. MATEPIIAJIbHO-TEXHI,IqECKOE OEECilETIEHI4B AI4CIIUIJII{HbI
[nr pealu3arlr.rr4 Aannoft Ar{cllr4nlrrrHbl r4Merorcr cneqplaJlbHble rIoMeIrIeHIrt AJIx [poBeAeHI4t

za;lsruit neKquoHHoeo mLtna, saunmuil na6opamopHozo muna.

Jla6oparopHue pa6orbl rlpoBoAqrcfl B ayA. 100-3, 106-3, .5116-3, 511r-3.
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