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1. IIEJIII OCBOEHT4fl Ar{Cllr4rrJrr4rrbr

I{elr ocaoenvrfl [vc;r1urrJrr{Hbr <3aulzra uu$oplraquu>
npo6neu u 3aAaq n o6lacru rauQoprraaquoHsofi 6egonacnocru c
rcpalrorpaQuqecxrlx npeo6pasonauuft .

- ooyqeHr4e cryAeHroB MeroAoJrorHr.r perueHrit
IICTIOJIb3OBAHI4EM MATEMATI4qECKOIO ANilADATA V

3alaqu:

' QBnaIeHlIe) HaBbIKaMkl aHaJrk&a 3arrlr4lrleHHoc:rra uu$opuaqraoHHofi crrcreM6r

' Lby'{eHI'Ie upI4HIII{[or pa6orrt c Kplznrofpa$uuecrcuuu anfopt4rMaMu u oqeunofi r4x Kpr4nroorofixoclu.
o OopnrupoBaHlre HaBbIKoB pa6orrr co craHAaprHrrMlr npr.rnrorpaQuqecxuMrr iurropr.rrMaMr{ c r4crroJrb3oBaH}reM

coBpeMeHHoro alnapara rrporpaMMr.tpoBaHvq

2. Mt0cTo AI4CIU4I.]IIIHbI B CTpyKTypE OItOttI BO

lucqnn.luua <3aqura arrQoprraaqr.rrl> orHocaros K pa3Aeny 81.O.19 - O6.ssarerrHrre Aucrrr4nnaH[,r
HarIpaBJIeHI4s 01 .03.02 llpuxnaAHat MareMarnrca n uH$opMarrrKa. Llzyueaue Ar4crlr.in.ruHbr nproxo4r4r n 7 ceuecrpe,
rlpeArlonaraer H€uII4'{ue y cryAeHToB HaBbIKoB rtporpaMMlipoBaHrz.fl, Koropbre Moryr 6trls nolyveHbr B paMKax Ar4ar\HrrnLrH
<OcHoglt trpofpaMI\{HpoBaHu{)), <O6r,enrHo-opr4eHTr{poBaaHoe nporpaMMHpoBauHe).

3nauux, noJIyqeHHbIe B paMKax H3yqeHlzr 4annoi Ar4crll{nJrr4Hr,l, Mor-yr 6srm npurreHettbr rrrs. HarrvcaHul
nrrrycxnoft reanuQurcaquoHsofi pa6orrr,

3. IIJIAHIIPyEMbIEPE3yJILTATITIOEytIEHI4fl tIOru4(:lltII4IIJII4tHE

Koa 0oprtlupyerv{brx
rcolrnereHunffi

Yporrlut ocBoeHlrt
KOIvIneTeHulru'

fln anupye*rbre pe3yJr bra.rrr o 6'y.1s 11 14,r no Ar4c rrr,r rrJrr{He

xapaK.Tepu3yroqr4e :rralbr SopvrnponaHr,rr KoMrrereHqnfi
(lora:arelt.r ocBoeHr4t xounereguuu)

I 2 3
vK-2 tz0JUtoe 3narr: o6urue [pr4Hqunrjr npoeKTHor.o rroAxoAa K perueHr.rrc

3aAaq 3arlaru lru$opuaqzu.
Vuers: QopnaynrapoBarr, no3BoJrrrrcqze Aocrraqb qeJrrr npoexTa
B3aUMOCB{3aHHbIe 3tr,\aqw; CrIpeAeJlflTl, AOCTtI)KltMbre
o)KMAaeM r)re p e3ynbTaTbr p erll eHl,t.s I ocTaBJI e H Flbl x 3aAaLI 3arrlliTr,r
rEurpopvraqzu;
BlaAerr: npaKTr4qecKnr4 onbrroM peaJrv3aL14[l rrpoeKTa KaK

coBoKynHocrl4 83auMocB.rr3aHHE IX 3utAar{ 3au{Htrr nsdlop ruaunn.
orrK-1 txolHoe 3Ham: 6asosrle 3HaH:afl1 noJryqenHbre B o6nacru

Ma reMarHqecKHX r,r ( ranu) ecrecrBeHHl,tx HayK
Ynaerr: I4crroJrr,3oBarr, 6agosrro 3HaHlrr[ vr3 o6tacru
MflreMaruqecKux n (um,t) eoreclBeHHbrx Hayr( B

npoQeccuouals sofi Ae-rrrerbHocra
BraAerr: HaBT,IKaMH nrr6opa 1\4oroAoB pe[ter{nr 3aAaq
npo$eccuoualtsofi Ae.sreflbHoc:rur F{a ocHone reoperaqecKnx
sHaurzft.

OTIK-4 nolHoe 3narr: ocHoBHbre noJrox(eHr{Jr tI rioHllenllr4vl trpkrKna1Horo 14

cHcTeMHOfO npofpaMMr4poBaHlrr, apxaTeKTypbr KoMrrbroTepoB t4

cereft; coBpeMeHHbre r:ilbrKu nportrrat!{MtrltoBa.Hr4.s; TexHoJtornr4
co3,4aFrnq v 3KcnnyaTarln?r ilpc)fpaMMHbD( npoAyKTOB A

[porpaMMHbrx KoMnreKcoB; ocHoBHbre r.pe6onauur
rauQopruaqrEosuofi 6eeonauroclu;
Yuerr: ocyqecrBn.srt o6ocHoeauu;ri nu6op neo6xo4ulrrrx
rauQoprr,raqrzoHHbrx rexuolorafi [pr4 perleHr4r4 3a,4aq
npo$ecczoual ruofi AeqrerbHOcrpr ;

B,ri'qerr: npaKTHqecK:HMI4 H€tBbrKaMl{ p{cnorb3oBaHz_s

r.rH$oprr,raqrzoHHo-KoMMyr{HKaqr4oHHbrx rexHoloruft flpu
peneHulz :aAaq npodecclloHzurbHofi ne.srertFrocrz.



4. OE'bEM I4 CTpyKTypA Aprcur4trJrr4rrhr
Tpy4oerurocrbArzcur4urrrHbrcocraBJurer l__3aserHbrxeArrHr4rl, ]]sll qacoB

CogepxaHue JreKrIIroHrrrtx eauqrilfi rro ArrcrlurrJrlrHe
<<3au1ura uuQopuaquu>>

PasAer l, TeoperuvecKne ocHoBbr 3arrlzTbr vru(roprr,raqaa
Tervra l, llossrue uH$opuaquonuoii 6esonacHocru. Krroqesbre Borrpocbr nHdlopvaqaounofi 6$sonacuocrH.
Paccuarpunalorct roH.rrat :)KoHoMlaqecrofi z uH$opvaqzossofi 6esonacu,cqrn. OnucrrBaercfl o6rqaq

crpyKrypa rau$oprrraqraonHoft 6e:ouacHocrlr c roI-IKLI 3peHu.s rpe6onanzft rau$opnraqaosrrofi 6esonacHocru.
Paccuarpznalorcfl KIIIoT{eBbIe Bonpocrl anQopr'raqrzoHnofi 6esonacHocrr,r: Har(o JrLr 3arr{r4rlarbc.fl 14 rrro cleAyer
saulnrqarr? or Kofo HaAo 3alqrrudan.:tc ? or rrero EtaAo 3au{r4rrlarscg,? KaK HaAo ssrrzuartcg? qro o6eone.{ur
s$SexruoHocrb 3allu4Tbl? eo vro ,c6ofi4ercr pa:pa6orKa, BHeApeHr4e, gKcrfrJryararJkre,,, eorrpoBo)KAelt;"ve u pa3Br{Tr4e
cHcTeM Sarqurrt?

T eva 2. B u4r,r yrpos uHsoprr,raquossofi 6eso nacuocrfi
llpueo4rrcr BuAbI yrpo3 raH{loprvraqr,ronnofi 6egonacHocrn, xlacca$Hr(auurr hcro'{Hr.{KoB vlDO3

uH$opvaqnu.
r.r saulurqaevofi

Teua 3' OcHOsrr 3aKoHoAare.rlbcrBa e o6racru o6ecneqeHaq raH$opruaqraoHnofi ciesonacsocrz
Paccltarpunaerc.s HopMarusuoii 6uta Nts,3au{urbr r,rn$oprr,raqrzn. 3anouoAare.rrborBo CIIIA ra

3arlHrbr nH$opuaquu. 3axouo4areJrr,crBo I'@ n cQepe 3aururbr ausopuaquu,
T evia 4. floc'poeHne crrcreM br nHsopnraquonHclft 6egonacuocru

Eaponsl n c$epe

Pacrcpunaroro.s [oH.sru.f, orBerc'rBeHHoc'lr v nporpaMMbr uH$oprr,raquoHnofi 6esonacHocru, pacclrarpr4Barorct
MOAeJIH aH$oprr'raqzonnoft 6e:onacuoctz, rpe6onauzx 14 ocHoBHbre 3Tarrbr pea.Jra3arrua uHcllopr'raqzousofi
6esoracHocrH' vxagunarcTcfi Mepolpvlsrr4sno 3aulare raHsopnaaqraa, [pr4MerirreMbre B oprgHr,r3arrr4u. paccnrarp ],Baercfl
trotulTve TIOJII'ITHKL 6egonaonocrl4, lrpoBoAlzrcs paccMorpeHr.re MeroAoB aHaJrv3a il yrrpaBneHilfl pvcKaM1 ilp11
peanv3ar\r4v uH$oprr,iraquormoft 6esouzLcHoc'ru

PasAer 2, Kpunrorpa$auecrze MeroAbr 3 arr{rr rr,,r uH$ oprr,raquu

u$uxaqul ruraSpoa.

, KpHnrorpaMMbr, Kpr4xllo lpaSzuecroro npe o6 pa": o balnn,
reftuefi r<pranrorpa$nqecrcoii crrcrer\dbr no LIIeuuony.
3HAKAM.
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Paccltarpnralorc.s ucroplztlecKze KpHnrofpaQavecrue cucreMbr (ruupQ ra IruQponzurbrrbre ycTpoiicraa) c gpenHeftuux
BpeMeH Ao cepeAurrbr XX s.

Terua 3. llepecrauonoqHbre u urz$prr 3aMeHbr,
Paccltarpnnarorct urn$plr [epecTaFIoBoK H 3aMeHtr, rvroHoa-nr]aBr4THbre u nolualcpat]r,trHbre, B xaqecrse npaMepoB
pacaMarpriBarcTct uruQplt I-{e:apr u Buxteuepa. Vrca::insarorcr MeroAbl ax Kpr4rrroaH ailr43a.

Teva 4. lllncpponaur're raMMupoBaHMeM H oAHopa3oBrre 6rorsorrr (rl,rSp Bepnar,ra;.
Paccuarpnnaerct aJlfopnrnr urr{QpoBaHkrfl faMMI4poBaHueu ra urraQp BepHana.'[oKu!3brBae1cfl Kpanrocrorlocrr

tuu$pa Bepnaua.
Terrla 5. CulrtrerpuvHue ururfpu. Ceru @eficrels.
Paccuarpuna'e'rc.a ulJlfoparM muQponaHur cl HcrroJrb3oBaHaeM cerr4 (Defiorem, a raK )r(e ocHoBHbre

rpeo6pa:yrcrqze rlyHrcquu, ucroJlb3yeMble B AaHHoM aJrropnrMe. llpanrepr,l unsponanur/,4eurzdrpor \a11us.
Yxastrgarorcr Me'roAbr Kpr.rilToaHann3a AarrHoro urnspa,

Tervra 5. Czlrrr.rerpzvHrre uu<lptr, DES
P utu{rpoeaHuq DE|S, pexuMbr ero pa6orst (CBC;CFII;OFB). llpnrr,reputrr Vxa:ltnarolcf, MeroAbI KprdnroaHaJru3a AaHHofo urzQpa.

e ruzQprr.lllagp fOCT 29747-Bg,ruzQp Blowfish.
Paccltarpznalorct anropl4rMbl IuaQpoaaHuq |OCT u Blowfish. yrasriBaKrrc{ ilper.xM)/ulecrBa no cpaBt{eHr*o c DES.

TevaT. CuutrerpuvHue urn{psl. Alropurlr Rijndael, ruu$p AES.
Paccna'rpuearorctl a.nroplirMbr urra(lponauur Rijndael H ocHOBaHHstiluaneru AES,

Tepra 8. cuurvrerpuuHrre ruzcppsr. vupaueHr4e KJrroqeBoft raHSopmarlraefi ,

Paccuarpueaercx filpororcol I(erbenos,
Tetra 9. [oroxostre nrasprr

Paccvarpunaercs rroHsrze noroKo Boro ruzspa. Tnnr,r noroxo srx [rI4QpoB, ax otrr4quei or 6loqHr,rx.
Tema 10. lloloxoerre urusprr. IIIu$p RC4.

Paccnarpan aercs aJrrop nrrvr RC 4, e ro KpLr rrroaHaJra3 t,r

Telra I l.AccuvrerpuqHoe uuspoeaHue.
Paccltarpurlaercr rroHtrue accrlMerp cp1MMerp1{r{F1oro.
Tenra 1LAccurr,rerpaqHoe nu$ponau xenre 4l.tr$<ppr_XelnlraHa
Paccnarpnnaerct anropzrrra ifu$$r'r- a6orreuraivi, o6NaenuBarrcr, coo6xreHr'rM'[o He acrIpeAeJIHTb Mex(/ty co6ofi cercpernsrfi N:nrou urrz$poBaHqr.

Sponauue. lllu$prr RSA, Onr-f aMarrfl.
LSuvecrze c'creMbr Ha oc'oBe anrop'TMoB RSA a Dnr-fanaa-nq,

Tenaa I 3, Korr,'.6uuzp oB aHHa.s Kpr4nro cr4crer'ra rura$p o Ba'vrfl,
Paccuarpunalorct MelloAbl coBMecrFlofo IacfroJll,3oBaHrae cI4MMerpur{FIbIX z accplrvrerpurrHblx rurrrQpon.
Tenra 14. Xour $ynr<quu, Allopurrvt,t SHA-1 H N_h rsh.
P accn arp anarorcfl rroFrrr,r x:l ur Qyn xq uu, gafi gxer ca A nxoc o 6e uHocrefi .

QyHxqzfi u urz$pon Ha H3 ocHoBe no anropurvarr,r SHA-l u N_hash.
Paccllarpanalolcrl peaJrH3aqaH x3rx

Terr'ra l5' 3rercpoHHal qr'r$ponat ro,Anacb (3IIn). Arropuru $opuapoeaHr..rfl eJreKrporrHo-quQpoeofi no4rlzcr.r
DSA.

Paccrutarpunaerc;t I]oHJrrue 311{II, a raruKe ee $oplrupoBaH}ie Ha oeHotse anropr.rrua DSA.
Tenaa 16,3aulura auQopnraqur.r n Ip cerrx.
Paccuarpanarorct ocHoBHbIe nporoKonbl ce'ru [4urepHer, o6ecneqrrBarordr,re 3arrlr4ry uu$opuaquz: S/M][ME,

SSL u TLS, IPSec, SIKIP, ISAKMp v Me)r(cereBbre 3KpaHbr.
Tevra I 7. Kpunroa-lfopr,rrMbr t[pocrpaHcrsa .Net.
Paccltarpunaercs llpocrpaHcTBo unaeH ilpocrpalrcrBo nrvreu Cryptography s ,NEl- Frameworl<.
Tenaa 18, XMt-- rpnnrorpaQar
Paccvarpunanrct Bo3Mo)KHoors XMIL -Kpllnrorpa$za, cpanuzBaroro.s pa3nr4qHlbre rzrru XML --nogruceI
Pa:4el 3. KpunroaHurz3.
Terr,ta 1 9. KpalroaHa-uzs
PaccuarpllBalorc.fi MeroAbI KpuflToaFI€rJII,I3a: qacloturtft, rre'ro4 noJlHoro nepe6opg, araKa no Ir:JrroqaM, MeroA"Bcrpevu nocepe4uue". Kpunroaualae cI4MMerpuri[Hbrx urzspon, nptnrou"utra aauMMer,pt4qn{brx uruspoe,

Kpl'IrIToaHanH3 x3IrI (lyHnqnfi, KpHTIT'oaHanu: no uo6oqHbrM KaHaJraM, KBaHToBbrfi rcpnnr.oaHaln:.
Pae4en 4. OcHoerr crerauorpa$au
Teua 20. OcHoebt creraHorparfzu
floHqrze v BvrAtr crerauorpaL0nu, Creranorpa$Hr u aro6paxeHrrr: Mer.oA LsiB, creraHorpa{zr 11 Bu6eo,

creraHorpaQ v\ v ay t\uo, CreraHorpaSuuecrcze npofpaMMHbre rrpoAyKrr,r.

lprzMepbl ucnoJIL3OBaHlIU.

Co4epxauue .na6oparopHr,rx saHqlllfi uo
Pas4el l. T'eoperuvecxne ocnoBbr 3aqnTbr rur,qopnoaqrr"
Ter'ra 1 . IloH-srue zH$oprr,raqraoHsofi 6esonacHocrpr. K*o.{eslre

AIICUI{IIJIIIIIE

Borrpocbt ranQopnraquoHrrofi be:onacHor:ra.



JlaSoparopnan pa6ora Nb1. <<JIuuefinste KoHrpy3HTrrbre reHejpiaropr,r nceBAoc.nyuafinux
rrocJreA oBarelrn ocre fi >>

I{syveuue 14 [pofpaMluHas pealrlmallut ruaHeilHux KoHrpy:]HTHr,rx reHoparopoEr rroeBAocJryvafiusrx
no cJreAo Bare"nrs<lc'reft .

Jra6oparropnan pa6ora J\!2. <dlolcI{creMbI uapornnofi ayreHrnQnKarllln rroJrb3oBarerrlii. IeHeparopbr
napo.left . Oqenxa crerrenr.r croft xoctu napoluuofi Jalrlrrrbt))

I'lcclegonauue [apoJIbHbIX rloAct4cleM ayreuru$urcaquz no:rsgosarelefi. peatu:ra4u:u lpocreiilrero
reHeparopa naporefi, o6na4aroqero rpe6yeuofi crofiKocruo Ko B3JroMy.

Par4el 2. Kpr,rurorpa$uuecrue Mero,Abr 3arx[jrbr uH$opuaqun
Tervra 1, K-naccuqecKar Kpanrorpa$ur
Jladoparropnan pa6ora J\b3. <K.naccrdrrecftaq Kpnrrrorpa{un. IIInQp l{e3apl>
I4ry.reuze H rrporpaMMHarr peaJrrrcaqrar urudlpa Ilesapa"
T eva 2. CunrnrerpnvHas x:pnrrror.paSur
Jla6oparopnax pa6ora J\b4. <CuuuerpuqHaq KpurrrorpaQun. Cers oefic1eflq))
I4:yveHne, oco6essocrefi u nporpaMMHafl pearvsa\ue ceru @eficr:erq.
Jlaboparopnan pa6ora J\bS. <<Cuunlerpuqnaq KpurrrorpaQun. loroxonr,lii ruuQp.RC4>
Pealagogarr upocrefirunii floroKoerrr,i nn$p c cHMMerpHr{HbrM KJ]roqorv Ha ocHoBe anropzrlra RC4.
Tervra 3. A ccnuerpaqHa.s Kpunrorpa$u.r
Jla6oparopnan pa6ora J{b6. <<AccuMerpllrrHble aJrropnrMbr uruQponaH[rr I(aHHbrx. Arlopur.rrr RSA>
Wyuuru fipI4HIIHn pa6oru acLIMMerpurIHbIX anfopHrrvror uruspou*r, rra nprrzMepe a-rr.oprauri RSA.
Teva4. KpnnrorpaQuq e OC Windows
Jla6oparopnax pa6ora J\b7. <<IlporpamnaupoBaHrre Kprrrrolpa4nvecnux npgnafi4epon Ha

n.lar{op*re "NET: A.nropururr x:}mrpoBaHuq SHA-I u MD5>
Hay9nrucr Hc[oJlr,3oBarb Kpunrorpa$avecxne npoaafi4epst x:u-$yHnqzii a .){ET Framework.
Pasgel 3. OcHousr KprzrrroalrzrJrrr3a
Tenaa I . lu$$epeHqualrurrft KpxlrrroaHaJrv3i
Jla6oparopuan pa6ora I&{t. <<[uQQepenurraJrbnufi mpnnroaHflJnu3 6ro,.rrrux 111uQpon>
vzyuvnr' MeroA 4u$$epenquzull;Horo Kpl4uroaHzurrca npuMeHr,rreJrbHo x: n4HoropayH,qoBr,rM nJrropr4TMaM

6ro.rHoro uru$ponaHux,
Pa:4el 4. OcHoetr creraHorpa$nu
Te*,'a L crcpurue rexcronoii uH$opvaunz n $afile nso6paxeHnr
Jla6oparo,pnax pa6ora J\b9. <<CreranolpaQur. Cmpsrrne rerc.ronoii uu(lopnraqun n Qafileu:o6paxenun>>
PearHgoel,tsarb MeroA LSiB, noropufi garurrcqaercr B 3aMeHe rrocJre.[Fu{x

nso6paxeHu.fi Ha 614rrr cKpbrBaeMoro coo6rqeHur.
3rraqaqr4x 6izroB u rcour.ei;iseoe

5. OBPA3OBATEJIbHbIE TEXIIOJIOTI4trI
B npeno4an'aHur4 r]1,cr\HrLrIHHtt,I <<3at4uma uuQopuat4ub) vcrtorrb3yrorcrr pa:rroo6pasnrre o6,pasoBareJJbHbre

TeXHOJIOTHI4 KaK TpaAUUI4OHHbI€' TaK h C nphMeHeHl,Ielv{ al(TllllHblx a HHTepaI(TIIBH1,IX MeTOAOTT O6lgeHnx.
AKtaeHule zt r4HTepaKTHBHLt e MeroAtr o6yveHul :

I,Iuntep arcmuzHafl reKr4un (meua Ns _12!._) ;

lpynnoaan ducrcyccun (meua Ns_2);
Auanus cumyaquil (meua Nb _4_),
ITpurueu e uue ur,tum(tr4uouuux uo d en eil (m eua Np _!g),.
Pas6op KoHKpemHbt.r cumyaquit (meuet Np_4_),

6. OIIEHOIIHbfE CPEACTBA ATq TEKYIIIETO KOTITPOJI' YCIIEBAEMOCTI4,
rIPoMEXvrotrHorZ AIITECTAIII,ITI tro IlTorAM ocBOEHr4rr At4r]IIr4mnr{HhI tr yrrEEHo-

Mltll oAaqE cKoE oBE CIIII tIEHldE C AMo CTofl TE,IrbHorT p,l n otrr CTI/IEHTOI]

BapuaHr I

Tenyulnfi nonrpo.nl, ycnenaeuoc'ry
KoHlpolr,Htre Borrpocbr pefirzur-rcoH'r'poJrrr :

Peitm.uuz-xoumpono I
Bonpoc I. Kruoqesbre Borpocbr uH$opnraqraounofi 6egonacuoc.rL.
Bonpoc 2. Bugr;r yrpos aHrfc)pMaurroHtrofi 6e:olacHocru.
Bonpoc 3' Anropr'ilna [poBeAeHH{ ala[rvBar4 orIeHK]r yrpor an$opMaur4oHHofi 6iesoflacHocry,
Bapuaur'2
Bonpoc L tlocraer.srcque anQoptraquoHHoii 6egonacuocrz.



Bonpoc 2. Mo4ent yrpo3br aH$opruaquouuoft 6egonacsocru.
Bonpoc 3. OcnosHlre Br.rllbr 3arrluulaeMofi uuQopuaqrzu.
Bapuanr 3
Bonpoc L Buglr yrpos zH$opMaqr{oHHofi OesonacHocra.
Bonpoc 2. 3arono4areJrborBo PO s o6racrvrsauvffbr un$oprr,raquu.
Boupoc 3, Co4epxraHr4e r\doAeJru lrusopnraqraousoii 6eso[acHocru.
Bapuanr 4
Bonpoc 1. Klrcqenlre Bonpocbr rauQopnraqraoHnofi 6egonacnocru.
Bonpoc 2. Bu pst uogeleii r.rH$oprr,raquoHHo il 6egonacHocru,
Bonpoc 3, flolurnxa uudlopruraquoHHofi 6e:louacHocrn,

Pe[tmunz-xourmpont 2

Bapuaur 1

Bonpoc J . Anropraru pacrura$po Balnfl. I'OCT 291 47 -gg .
Bonpoc 2.. AlropzrM pacilpeleJreHrr.fl rnroqefi rro cxeMe [2fl$u-XeJrJrMaHa
Bonpoc 3, Anropnrnr RC4
3a2.a'ln Jllb 1 . Anropuru nnSpoBaHr4.fl rsa.
Creuepupyfire olrprtrrrfi:u sarcprrrrlft rmoqlr B anfopr4rMe nrvr@poaaulu RSA, nu6pan npocrbre r{r.cna

p I'I q I43 nepnoft corHLI. 3aruuSpyfire coo6rqeHr4e, cocro-f,rrlee r43 Barnrax rrHlrr(rriuroB: @I4O,
Bapuanr 2
Bonpoc 1. Anropuru pacuru$poBaHr.rr focr 29147-gg. o6rqas oxeMa.
Bonpoc 2. IIIz$p Blow.hsh
Bonpoc 3. llporor<ol K.erberos
3ara,aaNl I . Anropurrrl ruu$poBaHvf, rsa.
CreHepupyftre oTxpurrtft u sarprnrrfi xruoqr4 B anropr.rrve urusponauuu RSA, nr,rdpiln flpocrbre llvcra

p Lr qu3 ntopoft corHI'I. 3aruuQpyfire coo6u1eHr.re, cocroflrrlee ta3 Barrrux ul-]zur4aJroB: OI,IO.
Bapuaur 3
Bonpoc i. Kar<ne $yllrquu Moryr lrcrloJrb3oB a"rbcfl npz mu(ppoBa]r]rr4 B c,err4 @ejftcrer;11r?
Bonpoc 2' Onucars anfopllrM pacrpenereHr4r KJrroqefi uo .","r. /]rarf$u-XeJrJrMaHa
Boupoc 3.Onucars anropurrra ItC4
3aaaqa J\b1

Brrnolurarr 3 payH4a rJln$ponalnfl u 4eurnsponaHrzr cerr,ro <Deficr'e:rq coo6rqeuue <<2014>>, rge
F:(L+n)mo d 25(; (mod - ocraror( or AeneHr4.rr), n - ,rorep Bapvalra.

Bapuanr 4
Bonpoc 1. Karzlrr csoiicr:salau o6lalaxrr xorrr (fynxquz?
Boupoc 2, Onucarb anropr.rrM nra$ponauuq Om- faNaarq
Bonpoc 3 Onlrcarb anfopr4rM nrufrponanus DES
3aaaqa }lbl.
Irlcnorlsyr uruOp I]e:apl, salnrzSpyftre cBorr @alrululo I{naq (lr.iecrno. BelwLrvtta e,\tsura DaBHa

HOMepy BapLraHTa.

Peilmuuz-xoumpono 3
Bapuaur 1

B onpo c I . Konr6rznprpoBaHHa{ Kpnnrocr,rcrenra ulra$po BaHvrfl
Bonpoc 2. Anropzlna $opnuporauux orexrponuo-rr'Sporofi no4ulzcra IDSA
Bonpoc 3. flporoxolrr SSI- a TLS
Bonpoc 4. Kpunroau€urlt3 or{MMerpr.rrrHbrx lru$poe
Ba'pua;urr2
Bonpoc 1. -Ksur Syunqu
Bonpoc 2. Alropzru SHA-I
Bonpoc 3. Jllporoxon S/MIME
Bonpoc 4. JKpanroauaru3 acMMMerpur{rrblx urz$pou
Bapuanr 3
Bonpoc 1. SnexrpoHHa.a qaQpona.rr rroAnncb
Bonpoc 2. Alropnrv SHA-1
Boupoc 3. lJpororcon S/MIME



Bonpoc 4. Kpanroaualas xeur-rlyHrqai
Bapuanr 4.
Bonpoc 1[ . CrerauorpaQauecrue MeroAbl
Bonpoc 2. Kpznroalfop ar.Mbr rpocrpaHcrna .Net
Bonpoc li. Llacrorstrft rllunroanalai
Bonpoc zl, I(saHrostre KpanroiurroprzrMbr,

' 
):

L Crpyrrypa H ocHoBHb -
2. O6ruue sonpocbr uuQopnraqzosHoli 6esonacnoeru. 

t

3. Baau yrpos anQopMaur4oHHofi 6esonacuoclu.
4. 3anoH.4areJrbc'rBo p@ s o6racrn uuQopnraqaouHoft 6egonacuocrz"
5, K.naccuqecKaf, Kpr{rrro rpa$ux.
6. lllugp I{e:apr.
7. Cerr Creicrels.
8. @yuxqan, HcrroJrb3yeMbre npu uz$ponanua B cern (Deftc.rers.
9. Anropurv runQporaHr,r.s I-OCT.
I 0. Anroparrra uru$poeaHzs Blowfi sh.
I L Anroparrrl ruuQponarra.fl DES.
I 2. Amoprurnr ruz$ponauru Rijndael.
13. Anroprzrv uru$ponasras AES.
14. rloroKosue runspu, Arrropurrra RC4.
15' AnropnrM pacflpeAeJreHvrfl xlroqefi no c)(eMe !,u$sa-XerJrMa*ra.
I6. Anroprzrrra muQponaHral RSA.
17. Anroparrr.r ruu$poaanarr Om- faMar.s
1 8. Alropr.rrrvr ruucfponanra.s SHA- 1.

.Net.
IP c,ersx,

23. Merolrr cterauorpa$au.

Oauuluro I4Nrq Orqeclao. llerrzqlrHa cABr4ra paBHa HoMepy

3alraSpvfire crroBo AJIOAIII4T no raMMe I4IOHTX.
3aaaqa J\ir3.

3auzspyfire crroBo AJIO;\BI,IT nu$porra Buxeuepa c rnrcqou MtrIp
3aaaqa J\b4.

coo6ueHve soKYDIoLIGCwuuHo sa'rusponano uuSpoM Beprr.rKiurr'oll uepecraHorlKr4
(1 234s6\

pacruu$'rorr,,arrcoo6uqeHue. \3 5 4 ! 6 2/

3aaaqa J\b5.

3a'raspyfi're [peA'lIo)KeHHe, npLtMeHHB cneAyrorqyro [epecraHoBKy cnoB: ldeH.{rorcrr Mt.,craMu nepBoe r4nocJreAHee cJroBa, 3areM BTOpOe H npeAnocJtcAHee H T.It.
3aaaqa J\&6.

crollxo AorIoJIHuTeJIrnux 6pn na4o 4o6anlirb K coo6rqeuuro 4rzuofi 100 cunrsoroB, ecJl, KoAr4poBaHHeoAHoro crzMBoJra rpebyer g6ur u 6roqsufi muQp pa60,rae,r : 6roxaun gnuuctit 646ura?
Janaqa .N9 /.
Brtnolunrr' 3 payala uruoponaur'rr rz 4euraop oBaHvrflcerbro @efic.rers coo6qenue (2Ctl6)), rae F:(Lfn)mod256 (mod - ocraroK or 4eleuu.r), n __ *ror"p BappraHTa.
3aaaqa J\b8

uit 
I4 ero Ixl4QporeKcr IiHa K,IIloqa 36uta. oyurqu.r lr3Bj.reKaer l-r,titu 3-

4-6 
rl'Ipyer I4x' KaK Aec,l efo B KBa.qpar H IrHrep[perr4pver pe3yJrb,rar KaK

TeK 
Hocrb' HafiTa pesyn curz$poaau HA, ee]rvnepBo'aqanra'fi zcxo4Hrrfi

3a,qaqa I&9.

3a4a.ru:
3a.qaqa J{b [.
llcnortsyx uasp I]esapr, saurra$pyfire cBor4

Bapr4aHra.

3aaaqa Ns2.



l.
2"

oco6eHHocrr.r.

Creuepupyftre orKpblrbtfi u saxprnrlfi rrtto.{I4 B aJrropurMe nz$ponanzr R|SA, nu6pan .flpocrbre qrrcra p v q
us nepnofi corl{}r. 3aruuQpyftre cclo6uleHae, oocro.srqee r{3 Barrrr{x l4Hr{qr.rarJroB: OI{O"

3aaaqa .l,lb 10.

Cxolrxo HMeerct HarypanbHblx qlrceJl, MeHbrrrr4x N:pq u Bitr{MHorrproctr,rx c N, rlle p u q - pa3rzrrHble
rrpocTble \ucna?

@ors caMocroqrern Hoft pa6o'r'r,r:

Pacrcpoftre nroH{Trrq rm$opnlaquosnoiz n SKoHoMr{qecroft 6,egona0ur:qia.
flepevuclure v rlIttHIIIIzre tslrAbl Hcror{i{r.rKoB yrpo3 auQopuaquonnofi 6egc,nacsocru u r]x

3. Yrcax<ure ocHoBHbre Er.rAbr 3arrlurqaeuoft unsoprraaqr,ru.
4' Onnurure MexAyHapoAHoe 3aKoHoAareJrbcrno n csepe 3arr,r4rbr mn$oprrnaqnra.
5' Onnurure claHAaplbl [r 3axoHoAareJrbcrBo P@ n c$epe 3au{]arbr ntn6opraq"".
6' Yrcax<pne ocHoBHbIe acIIeKTbI nocrpoeHrri{ cncreMrr vn$opnraqu"*tr"fi 6esonacHoc'ru,
7 . c$.prrrynzpyfire nporparr,ruy un$opMaqproHr{ofi 6esouacHocru.
8. flpzulrclare MoAeJII{ rlnQopuaquounoft 6esolacHocru, yKaixr{Te HX oc:o6eHHocrr4.
9 ' Kaltoest ocHoBHbIe DTaIIII peaJrr,Baur,ru MoAeJrv raHsoprraaqnonnoli 6egonacnocrra?,
10" Karcne Meporpv.srarr l,ro 3arrare uuQopuaqza rrpoBoArrcr B opra.H7:raquxx?
I I ' Kaxrarra o6pa:orvr Qopuupyercr rroJrrirurKa 6esonacuocrr{ B opraHuza4uu?
12. Kalculr o6parorra [pot43BoAllrc.fl ynpaBJIeHVe pr{cKaMr.r 

" 
crEci"ora, raH$opuaquoHuofi 6e:onacnocrz.

l3 ' Kax olreHl4Baercr stf $exrznHocrb z peura6enrHocrb cr{crerd zu$opnraqraonsofi 6q:onacnocra.
14' Kanue Me'roAoJlorlnt4 oIIeHKI{ 6egouacnocru uu$opnaaquoHnoii cr4crervrbr cyxrecrByror 14

rlcrroJlb3yloTCr Cero4Hr?
15. r{ro raKoe Kpr,rnrorpa$uuecKaf, 3aruvra an$oprvraqr.ru?
16. Kaxpre xraccnQaxaqur.r nn$poB cyrqecrByror Ha ceroAH-rrtr1Hrri,t Aep1t?
I 7, orrurunre'rrapQrr u ycrpoiicrna KJraco'qecrr:fi rpuurorpa(ruz.
l8' B qoM 3aKJllouaerc.fi c'yrb rloAcraHoBoLrHbrx rI nepecraHoBoqHr,rx mur[pon?
19, PacNpofire cyrr uruQpa I{e:apr.
20. Orrurur,rre ruu$p Bzx<eHepzL.
2l " vna;xure ocHoBHbre rrpzHrrr4nbr uru$ponaHr4.fi raMMnpoBaHr4eM.
22" KarcHcnoJrb3yercr runsponaHr,re MeroAoM oAHopa3onoro 6roxuo:ra?
23. B qeM 3aKJroLraerc_[ cyrb cr.rMMerprlrrHofi xpnnrorpaQuu?
24. Kar< Sopuupyercq celb Oeficrers?
25. Karclau o6pasona oprarla3oBaHu mu$prr Ha ocHoBe ceru Oepicreilfl: I'Or[]lf. Blowfish?
26. Or:ru:l;,ure nzQp DE)S,
27. Onzurpne npr{Hr_(un 4eficrea.r urn$porr Rijndael, AES.
28, Kaxosrr oco6euuoclt4 lroroKoBoro uru$ponaHrr.s ilo alropu.rnry RC4?
29 . Yrcax<ure ocHoBHbre rrpr.rHrdr,rnbr acc'MMe,rpr4uuofi xpznrorpaQura.
30. Otzurure ruuQp RSA,
31. Onuruure MareMarnqecKyrc 6asy ruu$pa Orn faMars.
32. C{ropuylupyfire nonrrrze OI{[I.
33. Onzurure DSA aJrroprarM (ropuuponarrux O{lI.
34. C{ropuynupyftre nou;rrue x3rrr rz ero ooHoBubre csoficrsa.
35, Onnurrzre anropuTMu SHA u N-hash.
36. Ouuurare MareMarr4rrecKyrc 6a^:y anropurlaoB rzna MD.
37. Karcurur o6pasona npoIr3BoAlzrc.s rcoNI6I,IuHpoBaHrre cprMMerpr.rqnofi.ttaccaMerprrrrHofr n;rurrorpa$zra?
38' Karurur o6pa:orra pea-flu3ylolc.s 14 LlcroJb3yrorc.fi Kpr.rrrronpoBafi4epr,r na rlrar$opnre .U.p;'tZ
39. C lrcrloJlb3oBaHlreM KaKux nporoKoJloB ocyrlecrBnrerc.rr 3arlrrra rarH$oprvlauzu n IID cer.sx?
40. Kanue ocHoBHbre MeroAbr KpunroaHzulr,Ba cyilIecrnyror?
41. Pacxpoftre ocuosubre r4eroAbr qu$poaofi creranorpaSuu.
oon4 oqenoqHblx cpe.ntcrB AJI.fl rIpoBeAC>Hufl arrecrarlun ypoBHrr ccpopunponaHHocrr{ rouner:enqurz

o6yvarorqzxc.rr tro r(ptcrrt4rrJrrzHe o$opnrrnero.rr orAenbr{brM AoKyMeHToM.

7" yTIEETIO-METO4ITIIICKOE II I4HOOPMAIU4OHHOE OEEcIIET{lDHpltE AI4CIUTTIJ[4IIbr
7.1,, Knnroo6ecneqeunocrr

Halrl,renosaur4e Jrr{Teparypbr : aBTop,
HA3B AHI,IE, BTI A V3 TAHV fl.,

I,I3NATEJIbCTBO

fo,[ r,rsAaHr,rr KFIZ|OC)EEC EI{EI{HOCTI,

I(orr,rqecrso gK3eMrtn.sp oB
nsaauui,r s 6r46il[orpxe BlfV n

coorBercrBr4r,r c C0|OC BO

Ilailuqne n uexrpoHnoil
6ra6nr.rcrrere BlfV

I 2 -) 4



I. A.O. Kyuepux, A.IO" JlexcllH,
[.H. ByxapoB, A.IQr. lllarypnHa
I(ypc nexqnfi no Arroq[rrJrrzHe
(3aur.rra unQopuarlrall> / Bnaararr,r.

roc. yHr4-r r4MeHlr Anerccan4pa
fpuroprenuva n l{r,t ronal
fpuroprenuua Cro.nreronrrx. --
Bragruzp: lIa4-no BnfV

http://e.lib.r'lsu.m/bitstream/ I 2

3 45 67 89 I 6466 I I I 007 02.odf

2. Kyuepnx A. O. ,Eyxapon !i. H.
Hosr4Kosa O. A., Caurrlxun B. [.
MeroA[.{ecxrle yKttlaHuf, no
BbrrroJrHeHr,fto la6oparopurrx pa6or
no Ar4crl[rrJrr.rHe (3aul.{Ta

uuQopuaqnu> B:raAuu. roc. yHH-r
r.{MeHr4 AneKcaHApa lpnroplenr,rva u
Hnrcolar fpufopbeBr,r.ra
Croleronux; - BlaAurr.rnp: ZsA-so
BrfV

http://e,lib.vlsu.ru/bitstream/ I 2
3 45 61 89 I :;886 I I I 0067 8.odf

Eolelona 3.A., I4nQopuaqaoHnrrfi
tur.rp XXI nera. KpntrorpaQux -
ocHoBa uu(popuaquoHuoft
6esonacuocru [3]enrpouuuft
pecypcl / Eorerosa 13.A. - M. :

http ://w ww. studentlibrary.ru/bo
ok/ISB N97 ll 5 3 9 403 03 1 4,html

I Anep.reuxos 8.lI.,
KpnurorpaQlrqecxr.re MeroAbr
3arrlrrrbr nu$opuaquu
[3nexrponnufi pecypc] /
Anep.reuxon B.H. - M. : @JIZHTA.

http ://www. s tudentlibrary.ru/b o
ok/ISBN9 7 ti 5 97 6 529 47 2.html

2. AsAourru C.M., l(racxperuax
MareMarr4xa. Mo4ylxpuax alre6pa,
xpu nrorp aSraf, , KoA?rpoB aHr{e

[3nexrpouuuft pecypc] / AsAorrun
C. M., Ha6e6ran A, A. - M. : ltMK

3. Buproxon A.A., Zrr$opMaur.roHHat
6esouacHocrb: 3arqlrra u :uafla1leHpre

[3nexrpounrril pecytc] / Braproron
A.A,-M.:nMK

http : //w,,vw. studentlibrary.ru/bo
ok/ISBI!{97 8i5 9 407 4 4083 .html

http ://wrvw. s t;udentlibrary.m/bo
ok/ISBlrl97 8 5 9705043 5 9.html

7 .2. IlepuoAr{qecKrre vs1 :alas,

1. Xypnan "3arqura r4HQopMarlrn.
2. I,IH$oprVr arJnfl. ut 6esouacHocTr, " -

Wnaaita". - Pexrzu Aocryrra: bltp/Au4 dq5 y;le-zi.ruI

ivalinfo
3. Information Ser:urity. - Pe)Kr.rI{ Aocryna: http://www.itsec.m/

7.3. I{urepuer-pecypcbr
1' oner fpauuvzrr, Bua4untup R.ra.flen liesonacHocrb r4HOopMarIuoHH];x ct4creM" - pexralr Aocryna:
https //www, intuit..rulstudies/courcsesl 13 845 I 12421 info
2. o tsr a Jlanonuua Kpunrorpacpuuecrcue ocHoBbr 6egonacnocrr,r. - peNzu .troc,r\/ra:
https ://www. intuit.ru/stud ies/courses/2 8/2 8/,info
3. fanr,rHa Bacaroea Ocnosrr Kptarrrofpa$nu,- peNnru Aocryrra:
https i//www.intuit.ru/studies/courses/69 1 /547linfcr

8. MATEPT4AJTbHO-TEXHr4IrECKOE oBEcrrEqEHuE II4.crU{rrJrr,IHbI
fitx peattuzar\r4u 4aunoft AI{cIIHnJII4HLI vMerorc{ creqaaJrbHbre [oMelrreHlnr Anfl. rrpoBeAeHz.f, sa11ruir

Jt e Kqu o HH o a o mun a, s aunmu'il n a 6 o pt arn6 pH o e o mun a.
Jla6oparoprrsre pa6our rpoBoA.flrcr B ayA. 100-3, r 06-3, 5 1 16-3, 51 1r-3.
Ilepeveur 14cnoJlb3yeMofo Jrr4rIeH3r,roHHoro nporpaMMHoro o6ecne.reuas: MS Visual Stuclio



Pa6o.ryro nporpaMMy cocraBr.rn EyxpregJ.H.
((Dt{O, no,4nzcr)

PeuenseHr
(npe4cranurelr pa6oro4arenr)

( pa6oru,4on OI4O, no4nucr)
flporpauru a paccMorpeHa r4 oAo6peua Ha sace 1arr

3ane4yrou1uft r<aQe4poft

Pa6oqas npofpaMMapaccMorper{a u o Ha Ha 3aceAauuu yve6uo-Mer0Aprrreororl KoMr,rccrzl4 Hanp4BJreHr4t

JII,I C T TIE P E YT B E PXTNE HI,I,g
PAB OrrEfr rrp orpAMMbr Ar4cur4 rrJrr4Hbl

Pa6oqas nporpaMMa o4o6peHa na

flporoxor 3ace 1aHprfl. r<a@ e4prr J\b

llpe4ce4areJrr KoMr.rccr4r4

OZO, noAuucl)

3ane4yroqzfi xaQe4poft

Pa6oqas nporpaMl4a o4o6peua na

llporoxon 3aceqaHvfi, xa$e4prr J,lb

yue6nuft ro4

rona

y.re6nufi rog

roAa

yue6nufi ro4

-- oT foAa

OT

3aselyrcquft ra0e4pofi

3anelyrouraft xaQe4pofi

Pa6o.ras [porpaMMa ogo6pena na

flpororor saceqalus. xa$e4pu l{"t



JII{C T PETI,ICTPAIII4I4 I,I3MEHEHT4IT
B paooqyrc flpofpaMMy Ar4crllrnJrr.rHbr

sAu{uTA mH@OPM4TIULTo6pasorarerHrofi rporpaMMhl HalpaBneHr4r noAFOTOB KV 01.03.02 Irpurcaaduan MqmeMqmltrca u unQopuamllKo,
HalpaBreHHocrs: 6 axan ospuqrn

3ae. Ka0eapofi

Buecenu Hsl,reHenur B .racru/pagA;;
pa6ovefi npofpaMMbr

(HOMep u I.aTA LrporoKoJra
3ace4aHufl, radeaou)


