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1. UEJA OCBOEHHS JUCLMILIUHBI

[lenb ocBoeHus AuCUMIIIMHBI «3amuTa HHGOPMAUMM» - OGYYeHHE CTYNEHTOB METOOJIOTHH pelueHus
npobyieM U 3ajga4 B 061acTH MHQOPMALMOHHOH GE30MACHOCTH ¢ HCTIONB30BAHHEM MATEMATHUYECKOrO ArNapara M

Kpunrorpaguyeckux mnp
3agauu;

eoOpa3oBaHHui.

* OsnajieHne HABBIKAMY aHAIM3A 3ALMLIEHHOCTH HHPOPMALIMOHHOM CHCTEMBI

*  M3yueHue npuHUMIOB paGOTHI ¢ KPHITOTPAhHUUSCKUMH alrOPUTMAMH M OUEHKOH UX KPUIITOCTOMKOCTH.

*  QOpMHUPOBAHME HABBIKOB PAOOTHI CO CTAHAAPTHBIMA KPUIITOTPa(hUUECKUME AN OPHTMAMH C HCIIONb30BAHMEM
COBPEMEHHOTO anmnapaTa IMporpaMMHPOBAHHS

Hucuurivba  «3amura  uHOpMalMuy» oTHOcHTCs K pasgeny b1.0.19 - O6ssarensHble  JUCHMIUTAHE]
Hanpasnenus 01.03.02 [Npuxnannas matematnka u uHGOpMaThka. V3yuenrne AUCUMILTHHBI TIPOXOAUT B 7 ceMecTpe
[peAnoIaraeT Ha/lu4ue y CTyJCHTOB HABBIKOB NPOTPAMMHUPOBAHHS, KOTOPBIE MOIyT ObITh NOJIy4€eHbl B PAMKAX JHCUMTLTHH

2. MECTO JUCHUILIUHBI B CTPYKTYPE OIIOII BO

«OCHOBBI MPOrpaMMHPOBAHUSY, «O6HEKTHO-OPHEHTHPOBAHHOE MPOTPAMMHPOBAHHE.

3HaHHH NOJTYHYCHHBIC B PaMKaX H3y4YCHUS JaHHOH AHUCIUIUIUHBL, MOI'YT OBITE IIPUMCHEHbI OJId HaHHCaHHH

BBIITYCKHON KBaTM()UKAIIMOHHOMN paGoThl.

8.

IVIAHUPYEMBIE PE3YVJIbTATHI OBYYEHWA ITO TUCITUTIINHE

Kon dopmupyempix
KOMITETEHLIHH

YPpOoBEeHb OCBOCHHS
KoMneTeHImu'

[Tnanupyemsle pesynbrarbl 06yUYeHHs 110 JUCLUMIMHE
XapaKTepHU3yIoLUe HTarlbl GOPMHUPOBAHUS KOMIICTCHIWHA
(mokasaTeny OCBOCHHs KOMIETEHIIUK)

2

3

YK-2

nonxoe

3HaTh: OOLIHE NPUHLIMITLL TPOEKTHOTO MOAX0/IA K PENICHHIO
3azia4 3alUTEl HH)OPMAIIHH. :
VMeThb: GOpMYJTUPOBATE [03BOJISAIOLINE AOCTHUL LEIH MPOEKTA
B3aMMOCBA3aHHBIC ~ 3aJaud;  ONpEAeNsTbh  JOCTHXKUMbIE
OXMJaeMbIE PE3YJILTATh] PEIISHHS NOCTABJICHHBIX 3a/1a4 3aLIMThI
UH(OPMALIHH ;

BiapeTe: npakTHUECKMM ONBITOM peajiM3aLiy [POEKTa Kak
COBOKYIHOCTH B3aMMOCBA3aHHBIX 38124 3aILUThI HHQOPMALIMH.

OIIK-1

1OoJNIHoe

3Hate:  0a30BBIC  3HAHHMs, MOJlyyeHHble B  obsacTu
MaTeMAaTHYECKHX U (WIH) ECTECTBCHHBLIX HAYK
VMere: ucnonmb3opate  GasoBele  3HAHMA M3 OOJAcTH
MaTeMaTHYecKMX M (WIM)  eCTeCTBEHHBIX  HAayK B
npoecCUOHAIEHOM AESTENEHOCTH

Biagets: HaBblkaMH BBIGOpa METONOB pelleHHA  3a4ad
NpoQEeCCHOHANBHON NeATEMBHOCTH Ha OCHOBE TEOPETHHECKUX
3HaHUM,

OIIK-4

noJiHoe

3HATH: OCHOBHBIE IIOJOMCHHS ¥ KOHUEIUMH MPUKIAAHOTO M
CHCTEMHOTO NMPOTPAMMHPOBAHYS, aPXHTEKTYPbl KOMITBIOTCPOB H
ceTed; COBpEMEHHbIE AZBIKH NPOrPAMMHUPOBAHHS; TEXHOJIOIMH
CO3JAHUS W OKCIUTyaTalldd TIPOrPaMMHBIX  DNPOIYKTOB W
MPOrpaMMHbIX KOMILICKCOB; OCHOBHBIC TpeGoBanus
UHGOPMaLMOHHOMN 6e301aCHOCTH;

YMETb: OCYIIECTBIATh OGOCHOBAHHBIN BHIGOP HEOOXOMMMbIX
MH(QOPMALIMOHHBIX ~ TEXHOJNOTHH  TpW  pelleHMH  3ajau
npodecCHOHANBHON NeATeNIBHOCTH;

Branete:  NpakTHYECKMMH — HaBBIKAMH  MCTIONIb3OBAHHMS
MH()OPMALIMOHHO-KOMMYHHKAUHOHHBIX ~ TEXHOJOTHI rpu
PeLICHUH 3a/1a4 NPOhecCHOHAILHOM NesSTebHOCTH. ‘




4. OBBEM U CTPYKTYPA JUCHUILINHBI

TpynoeMKOCTh IMCUMILTHHBI COCTABIISET S5 3aUCTHBIX €IMHAII, ) 180  gacos
Buns! yae6HOMU
paboThl, BKIKOYAS
CaMOCTOATENIBHYIO
paboTy CTYNEHTOR
» 1 TPYJOEMKOCTE (B OGBem yueGHol Dopmel
g Jacax) TEKYIIETC
3 PaGoT, KOHTPOJISI
El g o C IPUMEHEHUEM P
Ne | HaumeHoBaHue TeM /WM paszenos/TeM | 9 D 2| 3 ' YCIIEBAEMOCTH,
g o = U WHTEPAKTUBHBIX
n/n AVCLUIIIVHb 5 = 2| o dopma
S 5 519 METOIOB , .
g = | 8| § ax | % IPOMEXKYTOUY HO i
5 £ o (B vacax / %)
T 5| 5 L 8 arrectaldin
é 3 é O (no cemecmpamy)
o
5| 8
=
1 TeopeTnueckie OCHOBBI 3alIUTHL | 7 1-4 4 2 125 4/67
HHbOpMaIHH
2 Kprunrorpaduueckue merompr 3ammre | 7 | 5-10 | 28 12 | 25 30/75 PENTUHT-KOHTPOJIb
HHpOpMAIHH Nel
3 OCHOBBI KpHIITOAHAIH3A 7 | 11-16 | 2 2 (24 3175 PEHTHHT-KOHTPOb
Ne2 -
4 OcHoBel cTeraHOTpaduu 7 | 17-18 | 2 2 125 3775 pPeHTHHT-KOHTPOITL
Ne3
Bcerosa _7_ cemectp: 18 36 18 | 99 40/74 JK3aMeEH
(27 yacon)
Wroro no pucummimne 7 |18 36 18 | 99 40/74 3K3aMeH
(27 yacos)

Conepxanne JIeKIUOHHBIX 3aHATHI MO JHCIHIIMHE
«3amurta nadopmanun»

Paznen 1. TeopeTnueckue 0CHOBBI 321y Thl HHBOPMALUH :

Tema 1. Ilonarue uabopMaumonHoi Ge3omacHocTH. Kitouenbe BOTIPOCHI HHOPMALIMOHHON GE30IIaCHOCTH.

PaccMaTpuBatoTCs TIOHATHS 9KOHOMHYECKOH M HH(DOPMALMOHHON 6e30MacHOCTH. OMUCHIBAETCS obmas
CTPYKTYpa HMH(MOPMAUMOHHOH Ge30IaCHOCTH C TOYKM 3peHHA TPeGOBAHMM MHOOPMALIOHHON 6e30MacHOCTH.
Pacematpusarotes xmodeBble BONPOCH MH(OPMAIMOHHON GE30MACHOCTH: HANO M 3AMIIATECS U Y10 clieyeT
3alMUIATR?  OT KOIO HAjo 3ALMMIATECA? OT Hero Halo 3AlMIIATHCA? KaK HaJ0 3aNIMIATbes? 9TO 0GECIeuT
s dexTnBHOCTD 3ammTEI? BO uTO OGOkAETCH paspaboTka, BHEJPEHHE, SKCIUTyaTalms, COPOBOXKICHHE H PA3BUTHE
CHCTEM 3alIUTHI?

Tema 2. Buapt yrpos uadopmaumoHsoii Ge3onacHocty

IlpuBonsTes Buabl yrpo3 MHGOpMALMOHHOE 6e30acHOCTH, KITACCU(HKALMA UCTOUHUKOB yrpo3 H 3aLLHMILIACMOii
HHDOpPMALIHH,

Tema 3. OcHOBBI 3aKOHOIATENECTBA B 00J1aCTH OBecneueH s MHPOPMALIMOHHOMN (€30MacHOCTH

PaccmaTpuBaetcs HopmaTHMBHO# Gasa [ist 3aIUTHI vHpopmaumu. 3axonogarenserso CIUA u Esporsr B.chepe
3alUTBl MHPOPMaLMK, 3aKOHOIATeNILCTBO PD B chepe 3amuuTs uHGOPMaLIHH,

Tema 4. TlocTpoenwe cructembl HHPOPMALMOHHOM GE30MACHOCTH

PacKkpbIBaroTes MOHATHS OTBETCTBEHHOCTH M TIPOrPAMMEI MH(OPMAMOHHO# Ge3onacHocTu, PaceMaTpuBaroTes
MOJeH  HHQOPMALMOHHOM Ge30MmacHOCTH, TPeGOBAHHA M OCHOBHBIE STAIlbI peanuzalMyi  MHGOPMAMOHHOH
6e30macHoCTH. YKa3bIBAIOTCS MEPOTIPUATHS 110 3aLIHTE HH(OPMALWK, TPUMEHSEMBIS B OpraHM3aLMu. PaccMaTpuBaeTes
MOHATHE TONHTHKA G€30MaCHOCTH, NMPOBOAMTCS PACCMOTPEHHE METOOB aHAIM3a M YNPaBIeHAs PHUCKAMH IPH
peanusanuy uHPOPMALHOHHON G€30MACHOCTH

Pasnen 2. Kpunrorpaduueckue MeToms! 3amursl uHbopmaImu

Tema 1. OcroBuble nowsTHS KpUTTOrpadum. Knaccnduxarms mudpos.
Paccmarpusatorest mossitus kpunrorpadum, Kmoda, Hdpa, KPUNITOrPAMMEL, KPHITOrpaduueckoro npeobpasosanus,
wrgposanus, aemnposarns. IlpuBoauTes cxem npocTeiuel Kpunrorpapudeckoii cucrembl mo lllennony.
Pacemarpusaercs knaccudrkaumy wndpos mo pasHbiM npUsHaKaM,

Tema 2. Knaccuueckas kpurrrorpadus,




PaccmatpuBatores ucropuyeckue KpunTorpaduyeckie cueTeMbl (Lupd u HbpPoBaNbHbIE yCTPOICTEA) ¢ ApeBHEHIINX
BpeMeH 10 cepeauHsl XX B.
Tema 3. TepectaHoBoYHBIE W IM(PBI 3aMEHBL.

PacematpuBaroTes wiHpsI MepecTaHOBOK M 3aMEHDI, MOHoa/IpaBUTHBIE U MoNHan(asuTHEIC. B kauecTBe mpumepos
pacematpuBaioTes mingper Liesaps u BrskeHepa. YKasblBaloTCs METOIb] HX KpUNITOaHAIH3A.

Tema 4. Iludppopanne raMMupoBaHuEM K OHOpa3oBbie G0KkHOTHI (1uvp Bepuama).

Paccmatpusaetes anropur wugposanus raMMupoBaHieM u wu¢p Beprama. ITokaspisaeTcs KpuITOCTOHKOCTD
wrdpa Bepuama.

Tema 5. Cummerpuunsie mudpel. Cets DelicTens. ‘

Pacemarpupacres anroputM wM@poBaHHA ¢ HCIONB3OBAHHEM CETH QelicTend, a Tak Ke OCHOBHbIE
npeoOpasyromye (GyHKUHMM, HCMONB3YeMble B JaHHOM anroput™e. llpumepsr umdposanus/nemmdpopanus.
YKa3bIBAIOTCA METO/BI KPHNTOAHANH3A JAHHOTO mrdpa.

Tewma 5. Cummerprunsie wnppn. DES
Paccmatpusaercs  anroputm  mmdposamus DES, pexxumbl  ero  pabotel  (CBC;CFB;OFB).  Ipumeps:
WM poBanus/nenppoBaHKs. YKa3bIBAIOTCS METOLBI KPUIITOAHAIN3a JAHHOTO [ pa.

Tema 6. Cummerpuunste mudpsr. Iludp TOCT 28147-89, wn¢p Blowfish.

Pacemarpusatores anropurmbr mwudposanus I'OCT u Blowfish. YkassisaroTes NperMYyulecTsa 1o cpaBHeHuro ¢ DES.

Tema 7. Cummerpuunsle mudpsr. Anropurm Rijndael, umdp AES.
Pacematpusatores anroputmsl wndpopanus Rijndael 1 ocHoBaHHbIH Ha Hem AES,

Tema 8. CummeTpuunble wHpps!. YipasiieHune Kmouesoit uHbopMauuen,
Paccmatpusaeres I[Ipotokon Kerberos,

Tema 9. ITotoxoBsie mudpe!
Paccmarpupaetes nowsTHe 10T0K0BOTO H(pa. THITE TOTOKOBBIX mudpos, UX OTNHYME OT GIOYHLIX.

Tema 10. TToroxoBste mudpst. npp RC4.
Pacematpusaercs aroputm RC4, ero kpunroasanus u MPUMEPBI UCITONIL30BAHMS.

Tema 11.Accumerprunoe mudpopanue.

Pacematpusaercs nonstre accumerpuunoro mudpa. Ero ommune ot CUMMETPUIHOTO.

Tema 11.Accumerprunoe mudpoanue, Pacnipenenenue kntoueil no cxeme JTupdu-Xemmana

Pacematpupaercs anroput™ Quddu-Xenmmana, nossonsiowmui AByM aboHeHTaM, OOMeHHUBAACH cOOBIIEHUIMH
10 HeOE30MacHOMY KaHAMY CBAI3H, PACTIPEIC/IHTD MEX/Ty COOOH CEKPETHBIN KJIOU N} POBAHHSL.

Tema 12.Accumerpuynoe wndposanue. Iludpsr RSA, Dib-Tamas.

Paccmarpupalotest kpuntorpadudeckie CHCTEMbI Ha OCHOBE anroputmoB RSA u One-Tamans.

Tema 13. KomGuHHpOBaHHAs KpUITTOCHCTEMA QpoBaHus

PaccmatpuBaroTest METORBI COBMECTHOTO HCTIONB30BAHHE CHMMETPUYHBIX H ACCHMETPUYHBIX LIH(POB.

Tema 14, Xamr pyskunn, Anropurmer SHA-1 u N-hash.

Pacemarpusarorest momsTrs xom dyHKkumu, naiimkerca H MX 0coGeHHOCTEN. Paccmarpuraiores peanusaium xam
GyHkUmi ¥ WHdPoB Ha U3 OCHOBE MO anmroputmam SHA-1 u N-hash.

Tema 15. Dnektponnas uudposas noanucs (DLIT). Anroput™ dopmupoBanUs UISKTPOHHO-IKU (D POBOH MoAMHCH
DSA.

Paccmarpusaetcst monstue DIII1, a Taroke ee opmupoBatue Ha ocHose anroputMa DSA.

Tema 16. 3awura uadopmanuu B IP cersx.

PaccmarpuBaroTes ocHOBHBIE MPOTOKONBI CETH Hureprer, obecneunsarowme samury uHpopmauuu: S/MIME,
SSL u TLS, 1PSec, SKIP, ISAKMP u MexcereBbie 3KpaHEI.

Tema 17. Kpunroanropurmel nmpoctpancrtea Net.

PaccmarpuBaeTcs mpocTpaHcTBO HMen IIpoctpancTso umen Cryptography 8 NET Framework.

Tema 18. XML- kprinrorpadus

Paccmarpusatores BosmosxkHocTH XML —KpHUNTOrpahuu, CpaBHUBAIOTCS PA3THHHbIE THIEl XML, —oamuceit

Paspen 3. Kpunroananus.

Tema 19. Kpunroananus

PaccmatpuBaroTes MeTonbl KpUnTOAaHATI3a: YACTOTHBIN, METOJL MOJIHOTO Mepebopa, aTaka Mo KI0YaMm, METO.
"BeTpeun mocepeaune”. Kpurmrroananus CHUMMETPUMHBIX IMH(QPOB, KPHNTOAHAIM3 ACUMMETPHIHBIX udpos,
KPUITTOAHATU3 X3 PYHKLUHH, KPUIITOAHATNS 10 MOGOUHBIM KaHANAM, KBAHTOBbIi KPHITTOAHATHS,

Pasnen 4. OcHosel cTeranorpaduu

Tema 20. OcHoser cTeranorpaduu

Honsive u BUABI creranorpadum. Creranorpadns u usobpaxcenns: merox LSB, cTeranorpagus v BHJEO,
creranorpadus u ayano. Creranorpauueckue NPOrpaMMHBIE MPOAYKTEI.

Conepixanue 1a60pATOPHEBIX 3aHATHI 110 MHCIUIIHHE
Paznen 1. Teopetudeckue 0CHOBBI 3aIIUTHI UH(pOPMAaLHU
Tema 1. [Tonstue nupopMamonnoit Gesonacaoctr. Kiouennie BOITPOCEHI HH(OPMALIMOHHOMN $e30MaCHOCTH.



JaGoparopnas paGora Nel. «Jluueiinbie KOHTPYSHTHBbIC TIE€HEPATOPLI  NCEBAOCTYYARHBIX
N0C/I1eA0BATENLHOCTEN ‘

Msydenue n nporpaMMHas peanusauusi JTMHEHHBIX KOHTPY3IHTHBIX FeHEPATOPOB  MCEBIOCTYYAMHBIX
MOCJIeIOBATENBEHOCTEIA,

Jlaboparophnast padora Ne2, «IloxcHCTeMbI APOIBLHOI ayTeHTHQHKaUMK noab3oBaTesei. I'enepaTopsbl
napoJiei. OUeHKa cTeeHH CTOHKOCTH NAPOJIbLHO# 3aLIHTHI»

Mccnenopanne maponmbHEIX MogcHCTEM ayTeHTH(UKAIMK  Mosib3oBaTeneil. Peanusaums mpocreiiiero
TreHepaTopa napostel, obiragarowero TpeSyeMol CTORKOCTBEO KO B3IOMY.

Pasnen 2. Kpunrorpadhuueckre MeTons! 3aumrh undopmarun

Tema 1. Knaccuueckas xpunrorpadus

JaGoparopnas pabora Ne3. «Kiaccnueckas kpunrorpadus. udp ezaps»

W3yuenne n nporpammnan peanusanus mudpa Ilesaps.

Tema 2. Cummerpuunas kpuntorpadus

Jlabopatopuas paGora Ned, «Cummerpnunan kpunrorpadms. Cerp DeiicTensn»

M3yuenne ocobenHocTel W nporpaMmHas peanisanus cetu eficrers.

JlaGopaTtopnan pa6ora NeS. «Cummerpnunas kpuntorpadus. Iloroxkosrrii ingp RC4»

Peannszosats npocteiiiumit morokosslii mmdp ¢ CHMMETPUUHBIM KJIFOHOM Ha OCHOBe anropurma RC4,

Tema 3. Accumerpuynas kpuntorpadus

JlaGopatopuas paGora Ne6. «AccuMeTpHuHbIe AJIrOPUTMBI IMUPPOBAHHKSI HAHHBIX. AJroputm RSA»

V3y4unTh npuHIMn paboTh! aCHMMETPHUHBIX AITOPUTMOB IHPOBAHUS Ha npHrMepe anropurMa RSA.

Tema 4. Kpunrrorpagus 8 OC Windows

JlaGopatopnasi paGora Ne7. «IIporpammupoBanne Kpunrorpaguyecknx mnpoBaiiiepos Ha
miaardopme .NET: Anropurmer xomuposannsi SHA-1 u MD5»

Hayunrnea ucnonesosars kpuntorpadutdeckue nporavaepsl xsu-pyHkunit 8. NET Framework.

Paznen 3. OcHoBbI KpunToananusa

Tema 1. luddeperrmansupiii Kpanroanamiz

JlaGoparopuas paGora Ne8. «/luddepenunansuorii KPHATOAHAJIH3 0J10UHBIX UG POB»

Wsyuants meton auddepeHINaTbHOrO KPUNTOAHANN3A IPUMEHATENBHO K MHOTOpayHIOBEIM aJIrOPHTMaM
Gs104HOTO WH(pPOBAHKS.

Pasnen 4. OcHoBbl creranorpaduu

Tema 1. CkpriTue TekcToBOM HHGOPMaK B daiiie n300pakeHHs

JaGopaTtopuas paGora Ne9. «Creranorpadusi. Ckpeitne Tekcropoii mndopmammm B Qaiise
H300pasKeHUsI»

Peannsosbisate MeTon LSB, KOTOpPBI 3aKiIr0uaeTcs B 3aMeHe MOCICIHNX 3Ha4amux OUTOB B KOHTelHepe
1300paskeHHA Ha GHTBI CKPBIBAEMOTO COOGILEHHS,

5. OBPA3OBATEJILHBIE TEXHOJIOT'MUA
B mpenonasanun pucuvmmnel «3awuma ungopmayuuy UCHOJIB3YIOTCS pa3sHOOOpa3Hble 00pa3oBaTesbHbIe
TCXROMOrMH KaK TPAANLMOHHBIE, TAK U C IPUMEHSHHEM aKTUBHBIX M HHTCPAKTHBHEIX METOIOB OOy UeHHS.
AKTHBHbIC H HHTEPAKTHBHBIE METO/1bI O6YUYGHHS:
—  Humepaxmusnas nexyusn (mema Ne _1-20 );
— Ipynnoeas ouckyccus (mema Ne 2 );
—  Ananuz cumyayuii (mema Ne 4 _);
—  Ilpumenenue umumayuonnsix modeneii (mema M 19 ),
— Pasbop xonxpemnvix cumyayuii (mema Ne_ 4. );

6. OLEHOYHBIE CPEACTBA JJIA TEKYIUETO KOHTPOJIS YCIIEBAEMOCTH,
IIPOMEXYTOYHON ATTECTAIIMH I10 UTOTAM OCBOEHUS ANCHOUIIMHBI U YYEBHO-
METOJUYECKOE OBECIIEYEHME CAMOCTOSITEJLHOI PABOTEI CTY AEHTOB

Texyuinii KOHTPOJIL yeneBaemoceTn
KoHTposbHEIe BOMPOCH! pelTUHI-KOHTPOJIS:
Peiimunz-xonmpons 1

BapuanT 1

Bompoc 1. Kmovesble Bonpochl uHGOpMaLHoHHON Ge301acHOCTH.

Bonpoc 2. Buner yrpos undopMauuoHHo#H 6e30MacHoCTH.

Boripoc 3. Anroputm npoesieHyst aHATH3a U OLEHKH YTPO3 UHPOPMALHOHHOMN Ge30TacHOCTH,
Bapuanr 2

Bompoc 1. Cocrapnstoniie uHGOpMaLionHol Ge30macHoCTH.



Bompoc 2. Mogens yrposst HHGOPMALHOHHOM 6e30MacHOCTH.
Bonpoc 3. OcHOBHBIE BHABI 3aIIHAIAEMOM NHGOPMALIHH.

Bapuanur 3

Bomnpoc 1. Buusl yrpos nadopmanmonHoii 6e3onacHocTH.

Bormpoc 2. 3akoHogarensctBo PO B 06nacTH 3aunThI HMH(OPMAIHH.
Borpoc 3. Conepianne Mogenu MHGOPMALMOHHOM Ge30MACHOCTH.
BapuanT 4

Bomnpoc 1. Kimouesbie Bompocsl HH(POPMAOHHOMN Ge30MacHOCTH.
Bornpoc 2. Bune! Mozesteii MHGOpMALHMOHHON GE30MaCHOCTH.
Bonpoc 3. [Tonutrka undopmarmonHoli GesomacHocTy,

Peiimunz-xonmpons 2

Bapuanr 1

Bormpoc 1. Anroput™ pacumdposarns 'OCT 28147-89.

Bompoc 2. Anroput™ pacupeneneHus Ktodeil o cxeme Hudpdu-Xemmmana

Bonpoc 3. Anroputm RC4

3anaya Nel. Anroputm mudpoBasus rsa.

CreHepupyiiTe OTKPHITBIH U 3aKPBITHIA KIFOUH B a1TOPHTME mupposanns RSA, BeiGpas mpocThie uncia
p 4 q U3 nepBoit cotHH. 3ammdpyliTe cooOIIEnre, COCTOAIIEE U3 BAIIMX HHUIHANOB: DUO.

Bapuanr 2

Bompoc 1. Anropurm pactudposanus I'OCT 28147-89. O6mas cxema.

Bonpoc 2. I1Iugp Blowfish

Bompoc 3. TIportokon Kerberos

3amaga Nel. Anroput™ mrmd)poBaHus rsa.

CrenepupyiTe OTKPBITHIN M 3aKPBITHIH KIIOUH B anroput™e mmdposanust RSA, BeIOpas mpocThie urcna
b ¥ q U3 BTOpoH cOTHH. 3amupyiite cooOIeHHne, COCTOIIee U3 BAIMX HEULIHAI0B: DUO.

Bapuanr 3

Bompoc 1. Kaxue dyukimu MoryT ucrions3osarscs 1py mudpoBanun & cetu Pejicrens?

Bonpoc 2. Onucats ajroput™ pacipeeneHus KIfouel mo cxeMe Huddu-Xemmana

Bonpoc 3.0Onucars anropurm RC4

3amaua Nel

Bemonuute 3 paysma um¢posanus u semmdposanus cethio Deifcres coobmmenne «2014», rae
F=(L+n)mod 256 (mod — ocrarok ot nenenus), n— HOMEp BapHaHTa.

BapuanT 4

Bonpoc 1. Kakumu cBoiicTBaMu 06ma1aioT Xa1m byHKIHR?

Bomnpoc 2. Onucars anroput mudposarus Diib- [amans

Bompoc 3. Omnnucars anroput™ mudposanns DES

3amaua Nel,

Wcnonssys mmdp Lesaps, sammbpyiite conr Gamumao Ums OTuectso. Benuuuna cnsura pasna
HOMEpY BapuaHTa.

Peiimune-xonmpons 3
Bapnaur 1
Bonpoc 1. KomGuHMpoBanHas kpunrocucrema b poBaHusa
Bonpoc 2. Anropurm dbopmuposarus OnekTpoHHO-LMbpoBoi nomic DSA
Bonpoc 3. IIpotokonsr SSL u TLS
Bomnpoc 4. Kpunroananns cuMMeTpuyHbIX wrdpos
Bapuanr 2
Bompoc 1. Xsur dynkimu
Bonpoc 2. Anroputm SHA-1
Bompoc 3. IMpotokon S/MIME
Bonpoc 4. Kpunroananus acummerprunbrx wupos
Bapuaunt 3
Bonpoc 1. DnexrporHas uudposas noammce
Bonpoc 2. Anroputm SHA-1
Bomnpoce 3. TTporokon S/MIME



Bonpoc 4. Kpunroananusz xeu-(pyHKLUH
Bapuanr 4.

Bonpoc 1. Creranorpaguueckue meros:

Bonpoc 2. Kpunroanropurms npocTpaHcTRa Net
Borpoc 3. YacToTHbIM KpunToaHatus

Bompoc 4. Ksantosbie KPUNTOAITOPUTMEI,

E)IC3ﬂMeHauHOlIIIbIE BONPOCLI 10 THCHHIIIHHE;

. CTpyKTypa u OCHOBHEIE COCTABNSIONINE HHpopMaLHOHHOH GesonacHocTw
. Obume BOmpockl HHPOPMANIHOHHON Ge30MaCHOCTH,
. Buppl yrpos undopmaimonnoii 6esonacHocTy.
. 3aKOHOJaTeNnbCTBO PP B 06acty HHGbOPMAILIMOHHOM Ge30TIacHOCTH.
. Knaccuueckas kpunrorpadis.
. Uindp Lesaps.
. Cetp DeiicTens.
- DyHKLUMH, HCTIOJIb3YeMble TIPH WH(POBaHKY B ceTn DeficTens,
. Asroput™ mudpopanus OCT.

10. Anropurm wmdporanua Blowfish.

11. Anroputm wigposanus DES.

12. Anroputm immdposanus Rijndael.

13. Anroputm mudposanus AES.

14. TTotokossle wdpsl. Amropurm RC4.

15. AnropuTM™ pacapesenenns Kouei o cxeme Jnddu-Xennmana.

16. Asropurm wmdposanus RSA.

17. Anroputm wndposanus Dib- Namans

18. Anropur™ windpopanus SHA-1.

19. CeoiicTBa ogHOCTOPOHHMX (yHKLUMI,

20. Kpunroanropurmel npoctpanctsa Net.,

21. Tporoxkonst 3awmte! undopmauum B IP cersx.

22. MeTobl KpunToaHaTH3A

23. Mertongl creranorpady.

3apauu:

3agava Nel,

Hcnonesys mudp Lesaps, samndpyiire crou Oamutmo Mg Oruectso. Bennuuna cnsura paena HOMepy
BapHaHTa. |

3anaqa Ne2,

3ammdpyiite cnoso AJIOABUT 1o ramme HJIOHTX.

3agaua Ne3,

3amudpyiite cnoso AJIOABUT mrdpom Brokenepa ¢ kiitouom MUP

3agaua Ne4,

Coobmenne SOKYDIOLIGCWUUHO 3amu(ppoBaHO WH(POM BEpPTHKATBHOL IIePECTAHOBKH

(1 2 3 4 5 6)
354 1 6 2

1NN N W —

\O

Pacindpomars coobenue.

3aznaua Ne5,

Sammdpyiite mpeanoXkeHue, HpUMEHHB CIICAYIOWYIO MEPECTAHOBKY CJIOB: MEHSIOTCA MECTAMH MEPBOE U
HOCJIC/IHEE CITOBA, 3aTEM BTOPOE U NMPEIOCNIeIHEE H T.J1,

3anaua Ne6,

CKONBKO JIOMOHATENbHBIX GUT Hamo N00aBHTb K COOOLICHHIO MIMHOM 100 CHMBOJIOB, €C/IM KOTHPOBaHUE
OAHOro cuMBona Tpebyer 86UT 1 GoYHBIH mHbp paboraer ¢ 6rokamu anuHOM 646uTa?

3ajgaua Ne7,

Brinonuuts 3 paynia mudposanus u nelndposanus cetsio DetcTens coobieHue «2016», roe F=(L+n)mod
256 (mod — ocTaTok oT AeJIeHHs), N — HOMEp BapUaHTA.

3anaua Ne§,

OTKpBITBIH TeKeT 1 ero WHdpoTeKeT uMeroT AnuHy 46uTa, annHa knoya 36urta. OyHKUKS M3BTeKaeT 1-b1iu 3-
HH OHTBI KI1I0YA, HHTEPNPETHPYET MX KAK ASCATHUHOR “MCII0, BO3BOAUT €T0 B KBAAPAT W HHTEPIPETHPYET Pe3yJibTaT Kak
4-6uroByio nocnesoBatensHoCTs. Haiitu pesynbTar saiudposanus u pacuugpopaHus, eciiu NePBOHAYAIbHBIN HCXOJHbIH
TekeT —0111, kmou—-101., ‘

3amaua Ne9.



CreHepupy¥iTe OTKPHITBIA M 3aKPHITBI KITIOUN B ITOPHTMeE mrdposanua RSA, BeIGpaB mpocThie 9ucna p u q
U3 1EpBOH COTHH. 3ammuppyiiTe coobieHue, cOCTOsIIee U3 BAauIHX HHMIUAToB: OHO.

3apava Nel0.

CKOJIBKO MMeeTCs HATYPaJIBHBIX YMCeN, MeHbIMX N=pq 1 B3AUMHOTIPOCTEIX ¢ N, TlIle p ¥ q - pasiuuHble
[pocThIE Yucia?

BOHDO’CI)I T KOHTPOJISI CAMOCTOATENLHOM padoThI:

1. Packpoiite I0HATHA HHGOPMALUMOHHON 1 SKOHOMHYCCKON Ge30NacHOCTH.

2. TIlepeuncsure W ONUUIMTE BHUABI MCTOYHMKOB Yrpo3 MH(OPMALIMOHHOM Ge30IacHOCTH U HX
0COOEHHOCTH,

3. Vkaxure OCHOBHBIE BU/IBI 3LMIIACMOM HH(BOPMALIHH.
Onmimmre MEXTYHapOIHOE 3aKOHO/IATENBCTEO B c(epe 3aluThI nHbOpMAIHK.
Onuinure cranaapTh! U 3aKoHONaTebCTBO PO B cdepe 3ammuTsr uHGOpMALIUH.
YKaXHTe OCHOBHBIE CTICKTHI MOCTPOCHHS CHCTEMBI HHDOPMALHOHHOMN 6e30MacHOCTH,
Cdopmynupyiite nporpammy HHGOPMAIMOHHOMN Ge301ACHOCTH.
pusuciure Mozieny HHGOPMALMOHHOM Ge30MACHOCTH, YKAKHTE MX 0COOEHHOCTH,

9. KakoBbI OCHOBHBIE STAIIBI PeAIU3AIIMM MO/IENH HHDOPMALMOHHON Ge30MACHOCTH?

10. Kaxne MeponpusTus 110 3aiure MHQOPMAIMU POBOATCS B OpraHM3aIusIXx?

11. Kaxum o6pasom dhopmupyercs noautika 6e30MacHOCTH B OpraHu3aru?

12, Kaxum 06pa3oM nponsBoAUTCS yIIpaBlIeHHe PHCKAMYU B CHCTEMAX UHGOPMALTHOHHOM (e30I1acHOCTH.

13. Kax ouennpaetcs 5¢)peKTUBHOCTE M PeHTAGEIBHOCTE CHCTEM UH(DOPMAIIIOHHOM Ge301aCHOCTH.

14, Kakuwe Meromomoruu OLEHKH 6e301MaCHOCTH MHQOPMAIMOHHOM  CHCTEMBI  CYINECTBYIOT W
WCIIOJIB3YIOTCS CeroaHs?

15. Yro Takoe xpunrorpaduueckas samura HHGoOpMAaLUn?

16. Kakue xnaccuduxanmy mudpos cylmecTBYIOT Ha CEroqHANIHENR [HeHp?

17. Oumimmre mupder v ycTpoiicTRa KITacCHUeCKOM KpHITOrpaduu.

18. B uem 3axJodaercs CyTh MOJCTAHOBOUHBIX H [ePeCcTaHOBOYHEIX MUPPOE?

19. Packpoiite cyts mudpa Lezaps.

20. Omnmmmre mudp Bmwkenepa.

21. Vkaxure OCHOBHBIC TIPMHLMIE! MH(DPOBAHAS raMMHPOBAaHHEM,

22. Kak ucnionbayeres IuppoBaHue METOI0M OJTHOPA30BOro OJIOKHOTA?

23. B 4eM 3aKIIIOYACTCS CyTh CHMMETPHYHOMN Kpunrorpaduu?

24, Kak dopmupyeres cers Deticensn?

25. Kaxum o6pazom opraHusoBansl mudpsi Ha 0CHOBe ceTu DeicTers: I'OCT, Blowfish?

26. Onmmmre mmdp DES.,

27. Onmnumte npuHUE feficteus wudpos Rijndael, AES,

28. KaxoBel 0c0G€HHOCTH ITOTOKOBOrO MIM(POBAHKS [0 anroputmy RC4?

29.  Vkaxwure OCHOBHBIE TIPHHLUITBI ACCUMMETPHYHON Kpunrorpadgumn.

30. Omnuumre mudp RSA.

31. Onmmmre matemaTHdeckyro 6a3y mmdbpa s [amans,

32. Cdopmymnpyiire nonstue DL

33. Ommmmre DSA anropurm gopmupopanms DL

34. Cdopmynupyiite MOHSTHE X311 U €I0 OCHOBHbIE CBOHCTRA.

35. Onmunre amroputMel SHA u N-hash.

36. Onuummre MaTeMaTHIecKylo 6a3y anropuTMOB Trria MD.

37. Kakum 06pa3oM npoH3sBOANTCS KOMGMHHPOBAHME CHMMETPUHHON M aCCUMETPHUHOM Kpurorpaduu?

38. Kakum 06pa3soM peanusyroTes U UCToNb3yIOTes KpUnronposakaepk Ha riarhopme NET? |

39. C ncnonp3oBaHMeM KaKuX IPOTOKOJIOB OCYILIECTBIISCTCS 3aI4Ta undopmarnu B IP cerax?

40. Kakue OCHOBHBIE METO/BI KPUIITOAHAIM3A CYILECTBYIOT?

41. Packpoiite 0CHOBHBIC METO/IBI HU(POBOI crera”orpadgum.

DOH/l OLEHOYHBIX CPEICTB JUIA TPOBEJICHUS ATTECTALHH YPOBHA Cc(HOPMHUPOBAHHOCTH KOMITETEHLIMI
00y4aromuxes Mo AUCLUIUTMHE 0GOPMITSETCS OTAETbHBIM JIOKYyMEHTOM.

RS

7. YYEFHO-METOJUYECKOE " HH®OPMAITMOHHOE ORECHEYEHUE AN CIOUTIITAHBI
7.1. KHurooGecneueHHOCTE

Hanmenosanue muteparypsl: asTop, [on w3panus KHHUTI'OOBECITEYEHHOCTH
Ha3BaHUE, BU/ U3aHHI, # =
HSATEEETED I(ony{qecmo 9K3EMIUIAPOB Hanuuwe BIEKTPOHHOH
u3fannii B 6nbnnorexe Bial'V B 6ubnuoreke Bnl'Y
cootBeTcTBUM ¢ PI'OC BO
1 2 3 4




OcroBHas nutepatypa*

1. A.O. Kyuepuk, A.IO. Jlexcumn,
H.H. Byxapos, A YO. lllarypuna
Kypc nexunii no jucuuminge
«3amura nHGopMarmuy / BraguM.
rOC. YHH-T HMEeHU AJlekcaHapa
I'puropeerrua u Hukonas
['puropresuua CTONETOBBIX. —
Bragimup: Uzj-so Bal'y

2017

hitp://e.lib.vlsu.ru/bitstream/12
3456789/6466/1/00702.pdf

2. Kyuepnx A. O. ,Byxapos JI. H.
Hosuxosa O. A., Cambimkun B. ]I,
MeToauuecKkue yKa3aHus 1o
BBITIOJIHEHUIO Ja0OPATOPHEIX PadoT
10 JUCHUIIMHE «3amura
urdopmanmuy Bitajum. roc. ynu-T
umMenu Anexcannpa I'purophesnua u
Huxkoinas ['puropbepuaa
CronetoBerx; — Biajumup: Usa-so
Bal'y

2017

hitp://e.lib.vIsu.ru/bitstream/12
3456789/5886/1/00678.pdf

Bonenosa 3.A., UHpopMaunoHHbIit
mup XXI Bexa. Kpunrorpadus -
OCHOBA MH(POPMALIMOHHO
Ge3omacHOCTH [DNEKTPOHHBIIT
pecypc] / Bostemosa D.A. - M. :
Hatukos u K

2018

http://www.studentlibrary.ru/bo
ok/ISBN9785394030314.html

HononHuTenpHas muTepaTypa

1 ABepuenxkos B.H.,
Kprnrorpadhuyeckue MeTo sl
3alIUTH! MHOpMAIK
[OnexTporHsIit pecype] /
Asepuenkos B.U. - M., : ®JIUHTA.

2017

http://www.studentlibrary.ru/bo
ok/ISBN9785976529472.htm!

2. Apnommn C.M., JTuckpeTHas
MaTemaTika. MonynspHas anreGpa,
Kpuntorpadus, koaupoBaHue
[OnextponHsit pecype] / ABRotmmg
C. M., Habe6un A. A, - M. : IIMK
IIpecc,

2017

http://www.studentlibrary.ru/bo
ok/ISBN9785940744083.html

3. Buprokos A.A., UndopmanmorHas
Ge3011aCHOCTD: 3aINWUTa U HAIAAEHe
[Onextponnsiit pecype] / Bupiokos
A. A, - M. : IMK [Tpecc.

2017

http://'www.studentlibrary.ru/bo
ok/ISBN9785970604359.html

7.2. Ilepuopuyeckue u3naHUsA

1. Xypnan "3amura uadopmanun. Nucaiin". - Pexum nocryna: http://www.inside-zi.ru/
2. Uadopmarus u 6€300aCHOCTS. - Pexum nocryna: hitp://cchgeu.ru/science/nauchnye-

izdaniva/informatsiva-i-bezopasnost/

3. Information Security. - Pexxum moctyna: http://www.itsec.ru/

7.3. UnTepHeT-pecypcenl

1. Oner I'pannuns, Bnagumup Kuste BesomacnocTs HHQOPMAIMOHHEIX CHCTeM. —~ PesxuM nocTyma:
https://www.intuit.ru/studies/courses/13845/1242/info

2. Osbra Jlanonwia Kpumrrorpadraeckie 0CHOBE 6€30MaCHOCTIH. — Py JIOCTyTa:
https://www.intuit.ru/studies/courses/28/28/info

3. lanuna Bacanosa OcHOBBI KpurTorpaduu. — Pexum JocTyna;
https://www.intuit.ru/studies/courses/691/547/info

8. MATEPUAJIBHO-TEXHUWYIECKOE OBECIEYEHUE AN CHUATTIAHBI

HJ'IH peanusaiuu JaHHOM AUCIHHIUIHHBL UMCIOTCA CHEIHAJBHBIC IIOMEIIEHUMSI AJis TIPOBEOECHUSA 3aHATHH
NEKYUOHHO20 MUna, 3aHsmuil Jla60pamopnozo muna.

JlaboparopHbie paGoTsl ipoBoasTes B aya. 100-3, 106-3, 5116-3, 511r-3.

llepeyens ucnonp3yeMoro JIMLEH3MOHHOTO POrPaMMHOTo obeceucHus: MS Visual Studio




Pabouyro mporpammy coctasun byxapo IH. ~———r
(®HO, noxnucs)

Penensenr —

(upencrasurens paGotonarens) Py, pummon (004 (inki  lacod 9.0
T (mécTo paboTkl, nonm’nocn, OHO, noarucsy)

[Iporpamma paceMoTpeHa U 0100peHa Ha 3aceJaHnu aenapsl

[Iporokon Ne ot (.04 19 roua /

=z (L. 5—%%2@4 Qi

= 7ZZ{®UO0, noamucs)
Pabouast mporpamMma paccMoTpeHa i 0100pEHa Ha 3aceTaHIH YIeGHO-METOTAYECKOM KOMUCCHE HaIlpaBJICHUS

3aBeqyrommii Kadeapoi

ITporokom Ne 4 or 2.4 /9 ronma / 7
[pencenarens KoMuICCHH & LU iy
% :{/(CDI/IO, TIO/ITHCE)

JUCT ITEPEYTBEPXK/JIEHUS!
PABOYEN TPOT'PAMMBI JUCIIATLJINHBI

Pa6oyas nporpamma ono6pena Ha y4eOHBII roa

[IpoTokon 3acenanus xadenpsr No oT rozua

3aBemyromuii kadenpoi

Pa6ouas nporpamma omo6pena Ha Y4EOHBIH Tox

IIpoTokon 3acenanus kademprr Ne oT roja

3aBenyrommuii kabeapoii

Pa6ouas nmporpamma ono6pena Ha yUYEeOHBII ro

IIpoToxon 3acenanus xadempsr No oT roja

3aBenyromuii kagempoit




JUCT PETUCTPAIIAM N3MEHEHMIL
B paGouyio NPOrpamMmy JUCUMITIIMHEI
3AUATA HHOOPMAIIHH 3
Wi nofrotosku 01.03.02 Hpuxnaduas mamemamuxa u unopmamuxa,
HaNPaBIEHHOCTS: Gakanaepuam '

06pazoBaTeIbHOI NpOTrpaMMBbI HalpaBjieH

Homep Buecenb! usmenenus s 4acTH/pasiessl Hcrnionuurens OcHoBanue —‘
H3MEHEeHHs paboueii mporpammb! OHO (HoMep u nata nporokoa
3acenanus kabeaper)
I
2
3aB. kadeapoli /

Hooniics DHO



